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COPYRIGHT

This document is protected by the law of copyright, whereby all rights established therein remain with the company Mitsubishi

Electric Corporation. Reproduction of this document or parts of this document is only permissible within the limits of the legal
determination of Copyright Law. Alteration or abridgement of the document is not permitted without the explicit written
approval of the company Mitsubishi Electric Corporation.

PRECAUTIONS REGARDING WARRANTY AND
SPECIFICATIONS

This product is jointly developed and manufactured with Molex. Thus, warranty information is different from that of other
MELSEC products. Check the restrictions described below and purchase the product.

M Gratis Warranty Term

Warranty period is one year after delivery. (Maximum of 18 months after produced)

M Repair
Please note that this product cannot be repaired. Therefore, free replacement is arranged for the failure of our responsibility
during the warranty period.



SAFETY PRECAUTIONS

(Read these precautions before using this product.)
Before using this product, please read this manual and the relevant manuals carefully and pay full attention to safety to handle

the product correctly.

The precautions given in this manual are concerned with this product only. For the safety precautions of the programmable
controller system, refer to the user's manual for the module used.

In this manual, the safety precautions are classified into two levels: "AWARNING" and "ACAUTION“.

Indicates that incorrect handling may cause hazardous conditions, resulting in

A WARN I NG death or severe injury.

Indicates that incorrect handling may cause hazardous conditions, resulting in

A CAUTION minor or moderate injury or property damage.

Under some circumstances, failure to observe the precautions given under "ACAUTION" may lead to serious
consequences.

Observe the precautions of both levels because they are important for personal and system safety.

Make sure that the end users read this manual and then keep the manual in a safe place for future reference.



[Design Precautions]

/\WARNING

@ Configure safety circuits external to the programmable controller to ensure that the entire system
operates safely even when a fault occurs in the external power supply or the programmable controller.
Failure to do so may result in an accident due to an incorrect output or malfunction.

(1) Emergency stop circuits, protection circuits, and protective interlock circuits for conflicting
operations (such as forward/reverse rotations or upper/lower limit positioning) must be configured
external to the programmable controller.

(2) When the programmable controller detects an abnormal condition, it stops the operation and all
outputs are:

» Turned off if the overcurrent or overvoltage protection of the power supply module is activated.
* Held or turned off according to the parameter setting if the self-diagnostic function of the CPU
module detects an error such as a watchdog timer error.

(3) All outputs may be turned on if an error occurs in a part, such as an I/O control part, where the
CPU module cannot detect any error. To ensure safety operation in such a case, provide a safety
mechanism or a fail-safe circuit external to the programmable controller. For a fail-safe circuit
example, refer to "General Safety Requirements” in the MELSEC iQ-R Module Configuration
Manual.

(4) Outputs may remain on or off due to a failure of a component such as a relay and transistor in an
output circuit. Configure an external circuit for monitoring output signals that could cause a
serious accident.

@ In an output circuit, when a load current exceeding the rated current or an overcurrent caused by a
load short-circuit flows for a long time, it may cause smoke and fire. To prevent this, configure an
external safety circuit, such as a fuse.

@® Configure a circuit so that the programmable controller is turned on first and then the external power
supply. If the external power supply is turned on first, an accident may occur due to an incorrect output
or malfunction.

@® Configure a circuit so that the external power supply is turned off first and then the programmable
controller. If the programmable controller is turned off first, an accident may occur due to an incorrect
output or malfunction.

@ For the operating status of each station after a communication failure, refer to manuals for the network
used. For the manuals, please consult your local Mitsubishi representative. Incorrect output or
malfunction due to a communication failure may result in an accident.

@® When connecting an external device with a CPU module or intelligent function module to modify data
of a running programmable controller, configure an interlock circuit in the program to ensure that the
entire system will always operate safely. For other forms of control (such as program modification,
parameter change, forced output, or operating status change) of a running programmable controller,
read the relevant manuals carefully and ensure that the operation is safe before proceeding. Improper
operation may damage machines or cause accidents. When a Safety CPU is used, data cannot be
modified while the Safety CPU is in SAFETY MODE.




[Design Precautions]

/\WARNING

@ Especially, when a remote programmable controller is controlled by an external device, immediate
action cannot be taken if a problem occurs in the programmable controller due to a communication
failure. To prevent this, configure an interlock circuit in the program, and determine corrective actions
to be taken between the external device and CPU module in case of a communication failure.

® Do not write any data to the "system area" and "write-protect area" of the buffer memory in the
module. Also, do not use any "use prohibited" signals as an output signal from the CPU module to
each module. Doing so may cause malfunction of the programmable controller system. For the
"system area", "write-protect area", and the "use prohibited" signals, refer to the user's manual for the
module used. For areas used for safety communications, they are protected from being written by
users, and thus safety communications failure caused by data writing does not occur.

@ If a communication cable is disconnected, the network may be unstable, resulting in a communication
failure of multiple stations. Configure an interlock circuit in the program to ensure that the entire
system will always operate safely even if communications fail. Incorrect output or malfunction due to a
communication failure may result in an accident. When safety communications are used, an interlock
by the safety station interlock function protects the system from an incorrect output or malfunction.

[Design Precautions]

/N\CAUTION

® Do not install the control lines or communication cables together with the main circuit lines or power
cables. Doing so may result in malfunction due to electromagnetic interference. Keep a distance of
100mm or more between those cables.

@ During control of an inductive load such as a lamp, heater, or solenoid valve, a large current
(approximately ten times greater than normal) may flow when the output is turned from off to on.
Therefore, use a module that has a sufficient current rating.

@ After the CPU module is powered on or is reset, the time taken to enter the RUN status varies
depending on the system configuration, parameter settings, and/or program size. Design circuits so
that the entire system will always operate safely, regardless of the time.

® Do not power off the programmable controller or reset the CPU module while the settings are being
written. Doing so will make the data in the flash ROM and SD memory card undefined. The values
need to be set in the buffer memory and written to the flash ROM and SD memory card again. Doing
so also may cause malfunction or failure of the module.

® When changing the operating status of the CPU module from external devices (such as the remote
RUN/STOP functions), select "Do Not Open by Program" for "Opening Method" of "Module
Parameter". If "Open by Program" is selected, an execution of the remote STOP function causes the
communication line to close. Consequently, the CPU module cannot reopen the line, and external
devices cannot execute the remote RUN function.




[Security Precautions]

/\WARNING

@ To maintain the security (confidentiality, integrity, and availability) of the programmable controller and
the system against unauthorized access, denial-of-service (DoS) attacks, computer viruses, and other
cyberattacks from external devices via the network, take appropriate measures such as firewalls,
virtual private networks (VPNs), and antivirus solutions.

[Installation Precautions]

/\WARNING

@ Shut off the external power supply (all phases) used in the system before mounting or removing the
module. Failure to do so may result in electric shock or cause the module to fail or malfunction.

[Installation Precautions]

/N CAUTION

@ Use the programmable controller in an environment that meets the general specifications in the Safety
Guidelines (IB-0800525). Failure to do so may result in electric shock, fire, malfunction, or damage to
or deterioration of the product.

@® To mount a module, place the concave part(s) located at the bottom onto the guide(s) of the base unit,
and push in the module until the hook(s) located at the top snaps into place. Incorrect interconnection
may cause malfunction, failure, or drop of the module.

® To mount a module with no module fixing hook, place the concave part(s) located at the bottom onto
the guide(s) of the base unit, push in the module, and fix it with screw(s). Incorrect interconnection
may cause malfunction, failure, or drop of the module.

@® When using the programmable controller in an environment of frequent vibrations, fix the module with
a screw.

@ Tighten the screws within the specified torque range. Undertightening can cause drop of the
component or wire, short circuit, or malfunction. Overtightening can damage the screw and/or module,
resulting in drop, short circuit, or malfunction. For the specified torque range, refer to the MELSEC iQ-
R Module Configuration Manual.

® \When using an extension cable, connect it to the extension cable connector of the base unit securely.
Check the connection for looseness. Poor contact may cause malfunction.

® When using an SD memory card, fully insert it into the SD memory card slot. Check that it is inserted
completely. Poor contact may cause malfunction.

@ Securely insert an extended SRAM cassette or a battery-less option cassette into the cassette
connector of the CPU module. After insertion, close the cassette cover and check that the cassette is
inserted completely. Poor contact may cause malfunction.

@® Beware that the module could be very hot while power is on and immediately after power-off.

® Do not directly touch any conductive parts and electronic components of the module, SD memory
card, extended SRAM cassette, battery-less option cassette, or connector. Doing so can cause
malfunction or failure of the module.




[Wiring Precautions]

/\WARNING

Shut off the external power supply (all phases) used in the system before installation and wiring.
Failure to do so may result in electric shock or cause the module to fail or malfunction.

After installation and wiring, attach a blank cover module (RG60) to each empty slot before powering
on the system for operation. Also, attach an extension connector protective cover ! to each unused
extension cable connector as necessary. Directly touching any conductive parts of the connectors
while power is on may result in electric shock.

*1 For details, please consult your local Mitsubishi Electric representative.

[Wiring Precautions]

/N\CAUTION

Individually ground the FG and LG terminals of the programmable controller with a ground resistance
of 100 ohms or less. Failure to do so may result in electric shock or malfunction.

Use applicable solderless terminals and tighten them within the specified torque range. If any spade
solderless terminal is used, it may be disconnected when the terminal screw comes loose, resulting in
failure.

Check the rated voltage and signal layout before wiring to the module, and connect the cables
correctly. Connecting a power supply with a different voltage rating or incorrect wiring may cause fire
or failure.

Connectors for external devices must be crimped or pressed with the tool specified by the
manufacturer, or must be correctly soldered. Incomplete connections may cause short circuit, fire, or
malfunction.

Securely connect the connector to the module. Poor contact may cause malfunction.

Do not install the control lines or communication cables together with the main circuit lines or power
cables. Doing so may result in malfunction due to noise. Keep a distance of 100mm or more between
those cables.

Place the cables in a duct or clamp them. If not, dangling cables may swing or inadvertently be pulled,
resulting in malfunction or damage to modules or cables.

In addition, the weight of the cables may put stress on modules in an environment of strong vibrations
and shocks.

Do not clamp the extension cables with the jacket stripped. Doing so may change the characteristics
of the cables, resulting in malfunction.

Check the interface type and correctly connect the cable. Incorrect wiring (connecting the cable to an
incorrect interface) may cause failure of the module and external device.

Tighten the terminal screws or connector screws within the specified torque range. Undertightening
can cause drop of the screw, short circuit, fire, or malfunction. Overtightening can damage the screw
and/or module, resulting in drop, short circuit, fire, or malfunction.

When disconnecting the cable from the module, do not pull the cable by the cable part. For the cable
with connector, hold the connector part of the cable. For the cable connected to the terminal block,
loosen the terminal screw. Pulling the cable connected to the module may result in malfunction or
damage to the module or cable.

Prevent foreign matter such as dust or wire chips from entering the module. Such foreign matter can
cause a fire, failure, or malfunction.




[Wiring Precautions]

/\CAUTION

® When a protective film is attached to the top of the module, remove it before system operation. If not,
inadequate heat dissipation of the module may cause a fire, failure, or malfunction.

@® Programmable controllers must be installed in control panels. Connect the main power supply to the
power supply module in the control panel through a relay terminal block. Wiring and replacement of a
power supply module must be performed by qualified maintenance personnel with knowledge of
protection against electric shock. For wiring, refer to the MELSEC iQ-R Module Configuration Manual.

@ For Ethernet cables to be used in the system, select the ones that meet the specifications in the user's
manual for the module used. If not, normal data transmission is not guaranteed.

[Startup and Maintenance Precautions]

/\WARNING

@® Do not touch any terminal while power is on. Doing so will cause electric shock or malfunction.

@ Correctly connect the battery connector. Do not charge, disassemble, heat, short-circuit, solder, or
throw the battery into the fire. Also, do not expose it to liquid or strong shock. Doing so will cause the
battery to produce heat, explode, ignite, or leak, resulting in injury and fire.

@ Shut off the external power supply (all phases) used in the system before cleaning the module or
retightening the terminal screws, connector screws, or module fixing screws. Failure to do so may
result in electric shock.




[Startup and Maintenance Precautions]

/\CAUTION

@® When connecting an external device with a CPU module or intelligent function module to modify data
of a running programmable controller, configure an interlock circuit in the program to ensure that the
entire system will always operate safely. For other forms of control (such as program modification,
parameter change, forced output, or operating status change) of a running programmable controller,
read the relevant manuals carefully and ensure that the operation is safe before proceeding. Improper
operation may damage machines or cause accidents.

@ Especially, when a remote programmable controller is controlled by an external device, immediate
action cannot be taken if a problem occurs in the programmable controller due to a communication
failure. To prevent this, configure an interlock circuit in the program, and determine corrective actions
to be taken between the external device and CPU module in case of a communication failure.

® Do not disassemble or modify the modules. Doing so may cause failure, malfunction, injury, or a fire.

@® Use any radio communication device such as a cellular phone or PHS (Personal Handy-phone
System) 25cm or more away in all directions from the programmable controller. Failure to do so may
cause malfunction.

@ Shut off the external power supply (all phases) used in the system before mounting or removing the
module. Failure to do so may cause the module to fail or malfunction.

@ Tighten the screws within the specified torque range. Undertightening can cause drop of the
component or wire, short circuit, or malfunction. Overtightening can damage the screw and/or module,
resulting in drop, short circuit, or malfunction.

@ After the first use of the product, do not perform each of the following operations more than 50 times
(IEC 61131-2/JIS B 3502 compliant).

Exceeding the limit may cause malfunction.
» Mounting/removing the module to/from the base unit
* Inserting/removing the extended SRAM cassette or battery-less option cassette to/from the
CPU module
* Mounting/removing the terminal block to/from the module
» Connecting/disconnecting the extension cable to/from the base unit




[Startup and Maintenance Precautions]

/\CAUTION

@ After the first use of the product, do not insert/remove the SD memory card to/from the CPU module

more than 500 times. Exceeding the limit may cause malfunction.

Do not touch the metal terminals on the back side of the SD memory card. Doing so may cause
malfunction or failure of the module.

Do not touch the integrated circuits on the circuit board of an extended SRAM cassette or a battery-
less option cassette. Doing so may cause malfunction or failure of the module.

Do not drop or apply shock to the battery to be installed in the module. Doing so may damage the
battery, causing the battery fluid to leak inside the battery. If the battery is dropped or any shock is
applied to it, dispose of it without using.

Startup and maintenance of a control panel must be performed by qualified maintenance personnel
with knowledge of protection against electric shock. Lock the control panel so that only qualified
maintenance personnel can operate it.

Before handling the module, touch a conducting object such as a grounded metal to discharge the
static electricity from the human body. Wearing a grounded antistatic wrist strap is recommended.
Failure to discharge the static electricity may cause the module to fail or malfunction.

After unpacking, eliminate static electricity from the module to prevent electrostatic discharge from
affecting the module. If an electrostatically charged module comes in contact with a grounded metal
object, a sudden electrostatic discharge of the module may cause failure.

For details on how to eliminate static electricity from the module, refer to the following.

Antistatic Precautions Before Using MELSEC iQ-R Series Products (FA-A-0368)

@ Use a clean and dry cloth to wipe off dirt on the module.

[Operating Precautions]

/\CAUTION

® When changing data and operating status, and modifying program of the running programmable

controller from an external device such as a personal computer connected to an intelligent function
module, read relevant manuals carefully and ensure the safety before operation. Incorrect change or
modification may cause system malfunction, damage to the machines, or accidents.

Do not power off the programmable controller or reset the CPU module while the setting values in the
buffer memory are being written to the flash ROM in the module. Doing so will make the data in the
flash ROM and SD memory card undefined. The values need to be set in the buffer memory and
written to the flash ROM and SD memory card again. Doing so can cause malfunction or failure of the
module.

[Disposal Precautions]

/\CAUTION

® When disposing of this product, treat it as industrial waste.
® When disposing of batteries, separate them from other wastes according to the local regulations. For

details on battery regulations in EU member states, refer to the MELSEC iQ-R Module Configuration
Manual.
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[Transportation Precautions]

/\CAUTION

® When transporting lithium batteries, follow the transportation regulations. For details on the regulated
models, refer to the MELSEC iQ-R Module Configuration Manual.

® The halogens (such as fluorine, chlorine, bromine, and iodine), which are contained in a fumigant
used for disinfection and pest control of wood packaging materials, may cause failure of the product.
Prevent the entry of fumigant residues into the product or consider other methods (such as heat
treatment) instead of fumigation. The disinfection and pest control measures must be applied to
unprocessed raw wood.

® For shipping, always use the original packaging.




CONDITIONS OF USE FOR THE PRODUCT

(1) Although Mitsubishi Electric has obtained the certification for Product's compliance to the international safety standards
IEC61508, 1ISO13849-1 from TUV Rheinland, this fact does not guarantee that Product will be free from any malfunction
or failure. The user of this Product shall comply with any and all applicable safety standard, regulation or law and take
appropriate safety measures for the system in which the Product is installed or used and shall take the second or third
safety measures other than the Product. Mitsubishi Electric is not liable for damages that could have been prevented by
compliance with any applicable safety standard, regulation or law.

(2) Mitsubishi Electric prohibits the use of Products with or in any application involving, and Mitsubishi Electric shall not be
liable for a default, a liability for defect warranty, a quality assurance, negligence or other tort and a product liability in
these applications.

a) power plants,
b) trains, railway systems, airplanes, airline operations, other transportation systems,
c) hospitals, medical care, dialysis and life support facilities or equipment,

(
(
(
(d) amusement equipments,
(e) incineration and fuel devices,
(f) handling of nuclear or hazardous materials or chemicals,
(g) mining and drilling,
(h) and other applications where the level of risk to human life, health or property are elevated.

(3) Mitsubishi Electric shall have no responsibility or liability for any problems involving programmable controller trouble and

system trouble caused by DoS attacks, unauthorized access, computer viruses, and other cyberattacks.
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INTRODUCTION

Thank you for purchasing the Mitsubishi Electric MELSEC iQ-R series programmable controllers. This manual describes the

specifications, procedures before operation, system configuration, wiring, parameter settings, functions, programming, and
troubleshooting of the relevant product listed below. Before using this product, please read this manual and the relevant
manuals carefully and develop familiarity with the functions and performance of the MELSEC iQ-R series programmable
controller to handle the product correctly. When applying the program examples provided in this manual to an actual system,
ensure the applicability and confirm that it will not cause system control problems. Please make sure that the end users read
this manual.

Relevant product

RJ71SEIP91-T4

Point}’

Unless otherwise specified, this manual provides program examples in which the 1/O signals of the CIP Safety
module are assigned as follows.

* Input signal: X0 to X1F

* Output signal: YO to Y1F

For the assignment of I/O signals, refer to the following.

=~ Page 120 PROGRAMMING

COMPLIANCE WITH EMC AND LOW VOLTAGE
DIRECTIVES

Method of ensuring compliance

To ensure that Mitsubishi Electric programmable controllers maintain the EMC and Low Voltage Directives or other
regulations when incorporated into other machinery or equipment, certain measures may be necessary. Please refer to one of
the following manuals.

« [ MELSEC iQ-R Module Configuration Manual (SH-081262ENG)

+ L1 Safety Guidelines (IB-0800525)

Certification marks on the side of the programmable controller indicate compliance with the relevant regulations.

Additional measures

To ensure that this product maintains the EMC and Low Voltage Directives or other regulations, please refer to the following.
» Page 34 Conformance with EMC Directive in this manual.
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RELEVANT MANUALS

The following manuals are relevant to this product.

Manual name [manual number]

Description

MELSEC iQ-R CIP Safety Module User's Manual
[SH-082444ENG] (this manual)

Specifications, procedures before operation, system configuration, wiring, parameter settings, CIP
Safety Configuration Tool, functions, programming, troubleshooting, I/O signals, and buffer memory of
the CIP Safety module

MELSEC iQ-R Module Configuration Manual
[SH-081262ENG]

The combination of the MELSEC iQ-R series modules, common information on the installation/wiring in
the system, and specifications of the power supply module, base unit, SD memory card, and battery

GX Works3 Operating Manual
[SH-081215ENG]

System configuration, parameter settings, and online operations of GX Works3

This manual does not include detailed information on the following:

» General specifications
* Installation

For details, refer to the following.
7] MELSEC iQ-R Module Configuration Manual

16



TERMS

Unless otherwise specified, this manual uses the following terms.

Term

Description

Active ring supervisor

Aring supervisor that controls the ring configuration

Adapter

A device that is used as a target only

Backup ring supervisor

Aring supervisor other than the active ring supervisor in the ring configuration

Beacon

A frame used for the ring configuration diagnostics

Buffer memory

Memory in an intelligent function module to store data such as setting values and monitor values.
For CPU modules, it refers to memory to store data such as setting values and monitor values of the Ethernet function,
or data used for data communication of the multiple CPU system function.

CIP Safety Configuration Tool

A setting tool used for performing safety communications and EtherNet/IP communications.

Class0 One of the communication types of CIP Safety communications. Cyclic transmission is performed between CIP Safety
devices through the established connection.

Class1 One of the communication types of EtherNet/IP. Cyclic transmission is performed between EtherNet/IP devices through
the established connection.

Consumer A device that receives communication data

Cyclic transmission

A communication method by which data are periodically exchanged. On EtherNet/IP, communications are periodically
performed by RPI (API) cycle.

Engineering tool

A tool used for setting up programmable controllers, programming, debugging, and maintenance.

EtherNet/IP device

A device, personal computer, and other equipment connected via EtherNet/IP for data communications

Exclusive Owner

One of the connection types of Class1 communications. A connection that allows bidirectional data transmission/
reception between a target and an originator.

Global label A label that is valid for all the program data when multiple program data are created in the project.
There are two types of global label: a module specific label (module label), which is generated automatically by GX
Works3, and an optional label, which can be created for any specified device.

Input Only One of the connection types of Class1 communications. A connection that allows unidirectional data transmission from a

target to an originator.

Instance communications

Data communications are performed by using an instance ID.

Listen Only One of the connection types of Class1 communications. As with Input Only, a connection that allows unidirectional data
transmission from a target to an originator. However, this connection is allowed only through the established connection.

Module label A label that represents one of memory areas (I/O signals and buffer memory areas) specific to each module in a given
character string.
For the module used, GX Works3 automatically generates this label, which can be used as a global label.

Originator A device that sends the connection establishment request

Producer A device that sends communication data

Ring fault Unsustainable status of the ring configuration due to an error in a device or a cable in the ring configuration

Ring node A device other than the ring supervisor in the ring configuration

Safety Signature An identifier that indicates the configuration of the CIP Safety device. It consists of CRC of configuration data and the
configurated date and time.

Scanner A device that serves as either originator or target

Tag communications

Data communications are performed by using a tag name (character strings).

Target

A device that receives the connection establishment request

17
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Unless otherwise specified, this manual uses the following generic terms and abbreviations.

Generic term/abbreviation

Description

API

An abbreviation for the Actual Packet Interval.
While RPI is the communication cycle requested from an originator, APl is the communication cycle decided by a target.

CC-Link IE Field Network-equipped
master/local module

A generic term for the following modules:

* RJ71GF11-T2 CC-Link IE Field Network master/local module

* RJ71EN71 (when the CC-Link IE Field Network function is used)
*« RnNENCPU (when the CC-Link IE Field Network function is used)

CC-Link IE TSN master/local
module

RJ71GN11-T2

CIP

An abbreviation for the Common Industrial Protocol

CIP Safety module

An abbreviation for the MELSEC iQ-R series CIP Safety module

CIP specifications

A generic term for the following specifications published by ODVA (www.odva.org)
« THE CIP NETWORKS LIBRARY Volume 1 Common Industrial Protocol (CIP™)
* THE CIP NETWORKS LIBRARY Volume 2 EtherNet/IP Adaptation of CIP
* THE CIP NETWORKS LIBRARY Volume 5 CIP Safety

CPU module A generic term for the MELSEC iQ-R series CPU modules

DLR An abbreviation for the Device Level Ring.
A function used when EtherNet/IP or CIP Safety is used in a ring topology.

EDS An abbreviation for the Electronic Data Sheet. A text-based file describing device information which is provided by the
manufacturer.

EPI An abbreviation for the Expected Packet Interval. A packet transmission interval of CIP Safety communications.

Motion module

RD78G4, RD78G8, RD78G16, RD78G32, RD78G64, RD78GHV, RD78GHW

PPS

An abbreviation for the Packets Per Second. The number of packets that can be processed per second.

RPI

An abbreviation for the Requested Packet Interval.
A communication cycle that is decided by the originator during communications between EtherNet/IP devices.

Safety device

A generic term for the device that can be used in safety programs

SNCT An abbreviation for the Safety Network Configuration Tool. A tool used for setting the CIP Safety communications.

SNN An abbreviation for the Safety Network Number. A unique number to uniquely identify the safety network on CIP Safety
communications.

TUNID A generic term for the UNID of the target

UCMM An abbreviation for the Unconnected Message Manager. One of the communication types of EtherNet/IP. Message
communications such as read request and write request are performed between EtherNet/IP devices without
establishing the connection.

UNID An abbreviation for the Unique Network Identifier. A unique identifier used for uniquely identifying the device. A 10-byte

value which is a combination of SNN and node ID (IP address).




1 PARTNAMES

This chapter describes the names of each part of the CIP Safety module.

RJ71SEIP91-T4

<« (1)
+“— (2

MS
SAFETY FUNCTION [SAFETY FUNCTION
SAFETY COM RUN |SAFETY COM RUN 4
SAFETY COM ERR [SAFETY COM ERR (3)
NS NS

(5) —» B I «—(7)
SD/RD

——©®)
No. Name Description
1) RUN LED Indicates the operating status.
ERRLED RUN LED on and ERR LED off: Normal operation

RUN LED on and ERR LED on: Minor error

RUN LED on and ERR LED flashing: Moderate error
RUN LED off and ERR LED flashing: Major error
RUN LED off and ERR LED off: No power supply

(2) MS LED Indicates the module status.

Off: No power supply

On (green): Operating

Flashing (green): Operation stopped (starting-up)

Flashing (red): Operation stopped (error)

On (red): Operation stopped (error)

Flashing (alternating between green and red): Operation stopped (self-test in progress, waiting for the TUNID setting, or
configuration setting required)

3) SAFETY FUNCTION Indicates whether safety communications are enabled.
LED Off: Safety communications are not set.
On: Safety communications are set.

SAFETY COM RUN LED | Indicates the execution status of safety communications.
Off: Safety communication not being executed
On: Safety communications being executed on one or more connections

SAFETY COM ERR LED | Indicates the error status of safety communications.
Off: Timeout not occurred in safety communication connection
On: Timeout occurred in safety communication connection

NS LED Indicates the network status.

Off: No power supply (No link-up)

On (green): Online (communications being executed on one or more connections)

Flashing (green): Online (communications not being executed)”!

Flashing (red): Online (timeout in the connection)™?

On (red): Offline (port stop error)

Flashing (alternating between green and red): Offline (self-test in progress, waiting for the TUNID setting, or online
(network access error detected))

(4) Ethernet port (P1-A) A connector for the EtherNet/IP network. Connect an Ethernet cable.
For wiring method and wiring precautions, refer to the following.
= Page 34 WIRING

SPEED LED (P1-A) Indicates the link status.
On: Link-up (100Mbps)
Off: Link-down
SD/RD LED (P1-A) Indicates the data sending/receiving status.

On: Data being sent or received
Off: Data not transmitted or received

(5) Ethernet port (P1-B) Refer to the description of Ethernet port (P1-A).
SPEED LED (P1-B)
SD/RD LED (P1-B)

1 PART NAMES
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No. Name Description

(6) Ethernet port (P2-A) A connector for the EtherNet/IP network. Connect an Ethernet cable.
For wiring method and wiring precautions, refer to the following.
==~ Page 34 WIRING

SPEED LED (P2-A)
SD/RD LED (P2-A)
(7) Ethernet port (P2-B) Refer to the description of Ethernet port (P2-A).

SPEED LED (P2-B)
SD/RD LED (P2-B)
(8) Production information Indicates the production information (16 digits) of the CIP Safety module.
marking
*1 If it flashes when only standard communication is set, TUNID that was set in the past and TUNID in the configuration may be

mismatched. Re-set both the Safety Reset and TUNID.
*2 During Class1 communications, it flashes only when the connection type is Exclusive Owner (target). It flashes green when a timeout
occurs during other Class1 communications.

Precautions for MS LED

For the CIP Safety module with the firmware version "02" or later, if P1 or P2 does not link up at the module start-up, the
status will be self-test in progress and the MS LED will flash alternately between green and red.

In that case, the LED status can be updated by linking up both P1 and P2. For example, when a link-up is started with the set
TUNID and no TUNID mismatch has occurred, the MS LED status changes from flashing alternately between green and red

to lighting up in green.

CIP Safety module status and LED status

The following table shows the correspondence between the status of the CIP Safety module and the status of the LED.

CIP Safety module status LED status
RUN LED | ERRLED | MSLED
No power supply/power supply being reset Off Off Off
Module initialization in progress Off Off Off
Module initialization Normal operation Self-test in progress, waiting for the TUNID setting, or On Off Flashing
completed configuration being set (alternating
between green
and red)
Starting up On Off Flashing (green)
Operating On Off On (green)
Minor error Self-test in progress, waiting for the TUNID setting, or On On Flashing
configuration being set (alternating
between green
and red)
Starting up On On Flashing (green)
Operating On On On (green)
Moderate error On Flashing Flashing (red),
- *2*3
Major error Off Flashing 1 on (red)

*1 It may not be displayed normally because a major error (hardware failure) has occurred.
*2 It may not be displayed normally because an error has occurred.
*3 Judge whether the error is a moderate error or a major error according to the RUN LED or ERR LED.

Port status and NS LED status

The following table shows the correspondence between the port status and the NS LED status.

Port status NS LED status
No power supply/power supply being reset Off
Module initialization in progress Off

1 PART NAMES
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Port status

NS LED status

Module initialization
completed

P1 stop ('Port start status (P1)" (X1): OFF)

Port initialization in progress

Off

P1 start ('Port start status
(P1)" (X1): ON)

P1 stop (‘Port stop error
status (P1)' (X2): OFF)

Failed to establish
connection

Flashing (green)

Wiaiting for the TUNID
application

Flashing (alternating
between green and red)

One or more connections
have been established.

On (green)

One or more connections
have been timed out.

Flashing (red)

P1 start ('Port stop error
status (P1)" (X2): ON)

Stop error (such as due to
overlapping IP addresses)

On (red)

1 PART NAMES
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CIP Safety module status and SAFETY FUNCTION LED status

The following table shows the correspondence between the status of the CIP Safety module and the status of the SAFETY

FUNCTION LED.

CIP Safety module status SAFETY FUNCTION LED status
No power supply/power supply being reset Off
Module initialization in progress Off
Module initialization completed Normal operation Safety communications are set. On
Safety communications are not set. Off
Minor error Safety communications are set. On
Safety communications are not set. Off
Moderate error Off
Major error Off
Port status and LED status
The following table shows the correspondence between the port status and the LED status.
Port status LED status

SAFETY COM RUN
LED

SAFETY COM ERR
LED

No power supply/power supply being reset Off Off
Module initialization in progress Off Off
Module initialization P1 stop ('Port start status (P1)' (X1): OFF) Port initialization in Off Off
completed progress
P1 start ('Port start P1 stop ('Port stop error | Failed to establish Off Off
status (P1)' (X1): ON) status (P1)' (X2): OFF) | safety connection
One or more safety On Off
connections have been
established.
One or more safety On On
connections have timed
out.
P1 start ('Port stop error | Stop error (such as due | Off On

status (P1)' (X2): ON)

to overlapping IP
addresses)

1 PART NAMES



2 SPECIFICATIONS

2.1

Performance Specifications

The following table lists performance specifications of the CIP Safety module.

Item

Description

Standard communications

Communication method

« Class1 communications (instance communications, tag communications)
* UCMM communications (message communications)
(Corresponds to each communication of the originator and the target.)

Maximum number of connections

« Class1 communications (instance communications, tag communications):
128"
* UCMM communications (message communications): 32

Maximum data size per connection

« Class1 communications (instance communications, tag communications):
1444 bytes
* UCMM communications (message communications): 504 bytes

Maximum data size for all connections

16384 bytes

RPI (Class1 communications)

1ms to 60000ms

Safety communications

Communication method

Class0 communications

Number of connections

« Consumer: 120
« Producer: 120"

Data size per connection

« Consumer: 1 to 14 bytes
* Producer: 1 to 14 bytes
(Variable in increments of 1K bytes)

RPI 4ms to 1000ms

Safety CPU transmission interval 3 to 1000ms

monitoring time"!

CIP Safety module transmission interval 3 to 1000ms

monitoring time"!

Safety refresh monitoring time™ 4 to 2000ms
Performance 12000pps’7
Topology * Line topology

« Star topology

* Ring topology (The module can operate as a ring node and ring supervisor)*6

Number of network systems

2 systems (P1, P2)

Number of Ethernet ports

4 (P1x2, P2 x2)

Interface 100BASE-TX
Communication method « Full-duplex
« Half-duplex

Data transmission speed

100Mbps (100BASE-TX)

Transmission method

Base band

Maximum segment length (length between a switching hub and a node)

100m™

External wiring compatible connector

RJ45 connector

Support function

« Auto-negotiation (auto-negotiation of communication speed/communication
method)
« Auto MDI/MDIX (auto-negotiation of straight/cross)

Number of occupied I/O points

32 points (I/0 assignment: Intelligent 32 points)

Internal current consumption (5VDC) 1.56A

External dimensions Height 106mm
Width 56.0mm
Depth 110mm

Weight 0.38kg

2 SPECIFICATIONS
2.1 Performance Specifications
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*1

*2

*3
*4
*5
*6
*7

Point ;>

CIP Safety Configuration Tool automatically calculates the lower limit value of each transmission interval monitoring time that satisfies
the following conditions according to the setting details, and displays the result on the setting window.

CIP Safety module: SCgyy x 3<TMgy and SC¢py x 2<TMgyy, Safety CPU: SCcpy x 3<TM¢py and SCgy x 2<TMcpy

CIP Safety Configuration Tool automatically calculates the lower limit value of the safety refresh monitoring time that satisfies the
following conditions according to the setting details, and displays the result on the setting window.

TMCPU + (TMGW / 2) <RM and (TMCPU / 2) + TMGVV <RM

For maximum segment length (length between switching hubs), consult the manufacturer of the switching hub used.

The maximum number of connections per port is 64.

For the CIP Safety module with the firmware version "01", the number of connections is 60.

For the CIP Safety module with the firmware version "01", the module can operate as a ring node only.

To maintain communication quality, it is recommended to set a value so that the total communication processing performance (PPS)
value does not exceed 80% of the performance value.

* TM¢py: Safety CPU transmission interval monitoring time

* TMgw: CIP Safety module transmission interval monitoring time
* SCcpy: Safety CPU safety cycle time

* SCqw: CIP Safety module safety cycle time

* RM: Safety refresh monitoring time

Precautions

Use the following calculation formula as a guide to set the RPI, number of connections, and data size.

If the calculation formula is not satisfied, the performance limit of the CIP Safety module may be exceeded and the connection

may be cut off. (Sufficiently perform the test as the calculation formula may not hold depending on the network environment
used.)

* Minimum RPI in all connections > (0.18 x number of CIP Safety connections) + (0.0035 x total size of CIP Safety data) +
(0.008 x number of Class1 connections) + (0.001 x total size of Class1 data)

[Ex]

Calculation result examples

CIP Safety Class1 Calculation value
Number of connections | Total data size Number of connections | Total data size

4 56 bytes 16 2048 bytes 3.092ms

120 1680 bytes 16 2048 bytes 29.656ms

4 56 bytes 64 8192 bytes 9.620ms

2 SPECIFICATIONS

2.1 Performance Specifications



2.2

Function List

The following table lists the function of the CIP Safety module.

Available: O, Not available: —

Function Description Standard Safety Reference
communication | communication
EtherNet/IP Class1 Establishes connections between the CIP O — Page 86 Class1
communication communications Safety module and EtherNet/IP devices, communications
functions and performs data communications at a
fixed scan.
UCMM Performs communications using data read/ | O — Page 95 UCMM
communications write commands between the CIP Safety communications
module and the EtherNet/IP devices at a
desired timing without establishing
connections.
Output hold/clear Sets whether to clear or hold the output O O Page 106 Output Hold/
when the CPU data when the CPU module stops. Clear When the CPU
module is stopped (at Module Is Stopped (at
error occurrence/ Error Occurrence/
STOP state) STOP State)
Block assurance Assures the 1/0 data of Class1 O — Page 107 Block
communications between the CPU module Assurance
and the CIP Safety module.
DLR (Device Level Continues to communicate with a normally | O O Page 110 DLR
Ring) function operating station even if a cable Function
disconnection occurs or a faulty station
exists in the ring configuration.
Auto refresh Automatically performs refresh (transfer) O — Page 108 Auto
operation between the buffer memory and Refresh
any device of the CPU module.
CIP Safety Safety Establishes connections between the CIP | — O Page 97 Safety
communication communications Safety module and CIP Safety compatible Communications
functions devices, and performs safety
communications at a fixed scan.
Safety diagnostic Performs safety-specific self-diagnostics. — O Page 116 Safety
function Diagnostic Function
Firmware update Updates the firmware of the CIP Safety O O Page 117 Firmware

module.

Update

28
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3 PROCEDURES BEFORE OPERATION

This chapter describes the procedures before operation.

1. Mounting the module to the base unit
For how to mount/remove a module to/from the base unit, refer to the following.
L[] MELSEC iQ-R Module Configuration Manual

2. Network configuration

Configure the system and set the parameters that are required for start-up.
- Wiring™! (1= Page 34 WIRING)

« Parameter settings 2 (=~ Page 36 PARAMETER SETTINGS)

3. Programming
Create a program. For details, refer to the following.
=~ Page 120 PROGRAMMING

*1 If the IP addresses may be overlapped because an IP address is not set, the IP address currently used is unknown, or other reasons,
wire the cables after setting the parameters (after setting an IP address).
*2 The parameters must be written to both CPU module and CIP Safety module.

Point

When the version of the engineering tool used is "1.100E" or later, the CIP Safety module can be replaced by

the following procedure.

» Read the parameters from the programmable controller with the engineering tool. However, do not read the
parameters written by the engineering tool with a version earlier than "1.100E". If such parameters are read
and used, the CIP Safety module may not communicate properly.

* Replace the CIP Safety module.

« Follow the procedures before operation to re-set the parameters (such as writing to the programmable
controller, downloading parameters, and setting TUNID).

If the version of the engineering tool used is earlier than "1.100E", original parameters of CIP Safety

Configuration Tool must be saved in the project file.

Use the saved project to replace the CIP Safety module, and follow the procedures before operation to re-set

the parameters (such as writing to the programmable controller, downloading parameters, and setting
TUNID).

3 PROCEDURES BEFORE OPERATION
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4 SYSTEM CONFIGURATION

4.1 EtherNet/IP and CIP Safety on EtherNet/IP Network
Configuration

The EtherNet/IP network and the CIP Safety on EtherNet/IP network consist of a CIP Safety module (1) and an EtherNet/IP
device (2).

@)

Scanner and adapter

In the EtherNet/IP network and the CIP Safety on EtherNet/IP network, station types are separated into scanner and adapter.

Station type Description

Scanner A station type of EtherNet/IP. The scanner has the control information and controls the overall network.
Devices that have a connection of originator or target can be operated as the scanner.

Adapter A station type of EtherNet/IP. The adapter indicates stations other than the scanner.
Devices that have a connection of target can be operated as the adapter.

4 SYSTEM CONFIGURATION
4.1 EtherNet/IP and CIP Safety on EtherNet/IP Network Configuration



Line topology

Connect the modules in a line topology using Ethernet cables.

Star topology

Connect the modules in a star topology using a switching hub and Ethernet cables.

Ring topology

Connect the modules in a ring topology using Ethernet cables.

4 SYSTEM CONFIGURATION 2
4.1 EtherNet/IP and CIP Safety on EtherNet/IP Network Configuration 9
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4.2

Applicable CPU Modules

The following table shows the availability of the CIP Safety module when each CPU module is used.

The CPU modules are represented by the following symbols.

* Rn: RnCPU
* RnEN: RnENCPU

* RnP(P): Process CPU (process mode)

* RnP(R)(M): Process CPU (redundant mode) (main base unit)

* RnP(R)(E): Process CPU (redundant mode) (redundant system with redundant extension

base unit)

* RnMT: Motion CPU

* RNnNC: NCCPU

O: Available, X: Not available

* RnRT: Robot CPU

* RnC: C Controller module

* RnPSF: SIL2 Process CPU

* RnSF: Safety CPU

* Rem: Remote head module

* Rem(R): Remote head module (redundant system)

CPU Rn RnEN | RnP(P) | RnP(R) | RnP(R) | RnMT | RnNC | RnRT | RnC RnPSF | RnSF | Rem Rem(R)
module (M) (E)

cIP X X X X X X X X X X o X X
Safety

module

*1 The firmware version of the module should be 28 or later.

Point/@

« If the CIP Safety module is installed in a CPU module that cannot be used, an error will occur when writing

the engineering tool.

» The backup/restore function of the Safety CPU does not support the setting data of CIP Safety

Configuration Tool.

The number of mountable modules

CPU module

Maximum number of mounted modules

When configuring a single CPU system

When configuring a multiple CPU system

CIP Safety module

2

2 (maximum one Safety CPU per system)

Point/@

» The CIP Safety module is a 2-slot module, but like the 1-slot module, it is counted as the 1st/2nd module.

Empty slots are not included in the number.

« If attempted to set parameters for the 3rd and subsequent CIP Safety modules, an error will occur in the

engineering tool.

« If the CIP Safety module is mounted without setting the parameters, an error (error code: 3110H) will occur

in the CIP Safety module when the module is powered on.

4 SYSTEM CONFIGURATION
4.2 Applicable CPU Modules



4.3 Applicable Base Units

The following table shows whether each base unit can be used when mounted to the CIP Safety module.

O: Applicable, X: Not applicable

Base unit Model Availability

Main base unit Main base unit R33B, R35B, R38B, R312B O
Extended temperature range main base unit R310B-HT X
Redundant power supply main base unit R310RB X
Extended temperature range redundant power supply main R38RB-HT X
base unit

Extension base unit Extension base unit R65B, R68B, R612B @)
Extended temperature range extension base unit R610B-HT X
Redundant power supply extension base unit R610RB X
Extended temperature range redundant power supply R68RB-HT X
extension base unit
Redundant extension base unit RG68WRB X
Extended temperature range redundant extension base unit R66WRB-HT X
RQ extension base unit RQ65B, RQ68B, RQ612B X

Precautions

« If the power capacity is insufficient, change the power supply module or add more base units.
» The following modules can be installed in the same CPU module, for up to eight modules in total: CIP Safety modules, CC-
Link IE TSN master/local modules, CC-Link IE Field Network-equipped master/local modules, and simple motion modules.

4 SYSTEM CONFIGURATION 1
4.3 Applicable Base Units 3
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4.4 Available Software Packages

To configure the settings of the CIP Safety module, the engineering tool and CIP Safety Configuration Tool are required.

The following table shows the combination of the firmware version of the CIP Safety module, CIP Safety Configuration Tool
and engineering tool.

Firmware version of the CIP Safety module | CIP Safety Configuration Tool Engineering tool (GX Works3)

"01" EModel Version 1.090U or later
SW1DNN-SEIPCT-BD
WSoftware version
Version 1.2.0.3

"02" or later HEModel Version 1.100E or later
SW1DNN-SEIPCT-MD
HSoftware version
Version 1.3.0.28 or later

CIP Safety Configuration Tool

HOperating environment, installation/uninstallation
For the operating environment and installation/uninstallation of CIP Safety Configuration Tool, refer to the following.

LTICIP Safety Configuration Tool Installation Instructions

HOperation methods and functions
For the operation methods and functions of CIP Safety Configuration Tool, refer to the following.

[Z=" Page 42 CIP Safety Configuration Tool

Profile of the CIP Safety module

Profile is data in which the information (such as models) of the connected devices is stored.
The profile of the CIP Safety module is automatically registered in the engineering tool (GX Works3) when CIP Safety
Configuration Tool is installed.

Point

If the software version of CIP Safety Configuration Tool is "1.2.0.3", refer to the following for how to register a
profile.
[TIMELSEC iQ-R CIP Safety Module Profile and Module Label Registration Instruction

Module label for the CIP Safety module

The module label for the CIP Safety module is automatically registered in the engineering tool (GX Works3) when CIP Safety
Configuration Tool is installed.

Point}”

If the software version of CIP Safety Configuration Tool is "1.2.0.3", refer to the following for how to register a
module label.
LTIMELSEC iQ-R CIP Safety Module Profile and Module Label Registration Instruction

4 SYSTEM CONFIGURATION
4.4 Available Software Packages



4.5 safety Standards

Observe the following safety standards in using the module.

Region Standard

International IEC 61508 Parts 1-7: 2010

Europe EN I1SO 13849-1: 2015
EN IEC 62061: 2021

4.6 safety Parameters

The following table shows the safety parameters of the CIP Safety module.

Item Description

Target failure measure PFDavg 7.11 x 10®
PFH 1.05 x 10710
Proof test interval 10 years

4 SYSTEM CONFIGURATION
4.5 Safety Standards 33
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5 WIRING

This chapter describes the wiring for the EtherNet/IP network and the CIP Safety on EtherNet/IP network.

5.1  Wiring Method

This section describes how to connect and disconnect the Ethernet cable.

c

onnecting the cable

1. Push the Ethernet cable connector into the CIP Safety module until it clicks. Pay attention to the orientation of the

connector.

2. Pull each cable lightly and check that it has been connected securely.

3. Check whether the SPEED LED of the port connected with an Ethernet cable is on.

D

The time between the cable connection and the turning on of the SPEED LED may vary. The SPEED LED usually turns on in a few
seconds. Note, however, that the time may be extended further if the link-up processing is repeated depending on the status of the
device on the line. Check whether the cables are connected properly if the SPEED LED does not turn on.

isconnecting the cable

1. Unplug the Ethernet cable while pressing the latch connector down.

Precautions

Place the Ethernet cable in a duct or clamp it. Failure to do so may lead to swinging or inadvertent pulling of dangling cable,
resulting in damage to the module or the cable or malfunction due to poor contact.

Do not touch the core of the cable-side or module-side connector, and protect them from dirt or dust. If oil on your hands,
dirt, or dust adheres to the core, transmission loss may increase, causing communication problems.

Check that the Ethernet cable is not disconnected or not shorted and check that the cable is connected properly.

Do not use Ethernet cables with broken latch connectors. Doing so may cause the Ethernet cables to be disconnected or
the module to malfunction.

Hold the connector part of the Ethernet cable when connecting and disconnecting it. Pulling the cable connected to the
module may result in damage to the module or the cable or malfunction due to poor contact.

The maximum segment length of the Ethernet cable is 100m. However, the acceptable length may be shorter depending on
the environment where the cable is used. For details, contact the cable manufacturer.

The bending radius of the Ethernet cable is limited. For details, check the specifications of the Ethernet cable to be used.

Conformance with EMC Directive

To conform to the EMC Directive, take the following precautionary measure.

Use a shielded twisted pair cable for a twisted pair cable to be used for the Ethernet cable. Strip off the jacket partly from

the shielded twisted pair cable as shown below, and ground the exposed shield with as large a contact surface as possible.
(1) Shield

(1) .
/ (2) Clamp fitting

5 WIRING
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5.2  Wiring Products

This section describes the devices used to comprise the EtherNet/IP network and the CIP Safety on EtherNet/IP network.

Ethernet cable

Use Ethernet cables that meet the following standards.

Communication Ethernet cable Connector Standard

speed

100Mbps Category 5 or higher, (STP) straight cable RJ45 connector 100BASE-TX
Category 5 or higher, (STP) crossover cable

Point}”

Depending on the connection environment, communication errors may occur due to high-frequency noise
from devices other than programmable controllers. The following describes precautionary measures to be
taken on the CIP Safety module to avoid the influence of high-frequency noise.

» When wiring cables, do not bundle them together with or keep them in close proximity to the main circuit

lines or power cables.
* Place cables in a duct.
» Use STP cables in place of UTP cables.

Switching hub

When using a switching hub for the EtherNet/IP network and the CIP Safety on EtherNet/IP network, use a switching hub that
supports the transmission speed of communications.

Using a switching hub with the IGMP snooping function is recommended.
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6 PARAMETER SETTINGS

This chapter describes the parameter settings required for communications with the CIP Safety module.

6.1 Procedure for Setting Parameters

1. Addthe CIP Safety module (RJ71SEIP91-T4) in the engineering tool.

O [Navigation window] = [Parameter] = [Module Information] = Right-click = [Add New Module]

2. The basic settings and refresh settings are included in the module parameters. Select the settings from the navigation
tree in the following window and configure them.

O [Navigation window] = [Parameter] = [Module Information] = [RJ71SEIP91-T4]

3. Usethe engineering tool to write the module parameters to the CPU module.

2O [Online] = [Write to PLC]

4. The settings are reflected by resetting the CPU module or powering off and on the system.

5. startcip Safety Configuration Tool, and then add an EtherNet/IP device.

O [Navigation window] = [Parameter] = [Module Information] = [RJ71SEIP91-T4] = [CIP Safety Configuration Tool]
6. SettheCIP Safety module using CIP Safety Configuration Tool.

7. UseCIP Safety Configuration Tool to write the parameters to the CIP Safety module.

O [Configuration] = [Safety Communication Module] = [Safety Communication Module Access] = [Save configuration to
module]

8. Close cIP Safety Configuration Tool.

9. Usethe engineering tool to write the module parameters to the CPU module.

O [Online] = [Write to PLC]

10. The settings are reflected by resetting the CPU module or powering off and on the system.

11. Use the engineering tool to set the auto refresh to the CIP Safety module.

O [Navigation window] = [Parameter] = [Module Information] = [RJ71SEIP91-T4] = Right-click = [Auto Refresh Setting]
12. Use the engineering tool to write the module parameters to the CPU module.

O [Online] = [Write to PLC]

13. The settings are reflected by resetting the CPU module or powering off and on the system.

Precautions

» When the parameters are read or written using the engineering tool, use an Ethernet cable or USB cable to connect
between a personal computer and the CPU module and close the window of CIP Safety Configuration Tool.

* When the parameters are written using CIP Safety Configuration Tool, use an Ethernet cable to connect between a
personal computer and the CPU module.

» When an engineering tool project is closed while the CIP Safety Configuration Tool window is open, the content edited by
CIP Safety Configuration Tool is saved. To discard the edited content, close the CIP Safety Configuration Tool window first.
(Exit without saving the project of CIP Safety Configuration Tool.)

» The project saved with CIP Safety Configuration Tool with the software version "1.2.0.3" needs to be re-saved when it is
opened again with the Tool of the software version "1.3.0.28" or later.
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6.2

Basic Setting

Configure the block assurance and output hold clear setting.

P91-T4 Module Parameter

i
Inpu the Setting tem to Sed] gl

E B2

i}y BasicSetting
i) Refresh Setting

ltem List  Find Result

ltem [ Setting Value
[ Class 1 Supplementary Setlings Set supplementary setiings for Class1 i
Block assurance Disable
Output HoldiClear Setting during CPU STOP Clear
Output Hold/Clear Setting during CPU Error Hold

Set supplementary settings for Class 1 communications.

Check | | Restore the Default Settings

-upplementary Settings

Block assurance

(=== Page 107 Block Assurance) and output data of Class1 communications between the CPU module

Set whether to perform data assurance when refreshing the input data

and the CIP Safety module.
When "Enable" is selected, also set auto refresh.
I~ Page 39 Auto Refresh Setting

* Enable
« Disable
(Default: Disable)

Output Hold/Clear Setting during CPU STOP Select whether to hold or clear the output of CIP Safety module when
(== Page 106 Output Hold/Clear When the CPU | the CPU module to which the CIP Safety module is mounted is in
Module Is Stopped (at Error Occurrence/STOP STOP state.

* Clear
* Hold
(Default: Clear)

State)) To hold, select "Hold".
Output Hold/Clear Setting during CPU Error Select whether to hold or clear the output of the CIP Safety module « Clear
(==~ Page 106 Output Hold/Clear When the CPU | when a stop error occurs in the CPU module. « Hold

Module Is Stopped (at Error Occurrence/STOP To hold, select "Hold".

State))

(Default: Hold)
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6.3 Refresh
Refresh Setting

Set the refresh timing.

O [Navigation window] = [Parameter] = [Module Information] = [RJ71SEIP91-T4] = [Module Parameter] = [Refresh
Setting]

91-T4 Module Parameter

Setting ltem List

nput the Sefing fem to Search] [l

EDE $ Item Setting Value
=] Set Timing —
P  RelreshTiring Setefreh i
13- Refresh Setiing - >
Refresh Timing At the Execution Time of END Instruction
Refresh Groupfn](n:1-64) 1
Check ‘ ‘ Restore the Default Settings
tem List Find Result

Refresh by the Set Timing

Item Description Setting range

Refresh Timing Sets the refresh timing.

+ At the Execution Time of END Instruction
« At the Execution Time of Specified Program
(Default: At the Execution Time of END Instruction)

Refresh Group[n](n: 1-64) Specifies the refresh group of programs.

Set a program refresh group in the program settings of the
CPU parameter.

« Refresh timing is at the execution time of END
instruction: 1

« Refresh timing is at the execution time of specified
program: 1 to 64

(Default: 1)

Point ;>

When the refresh is enabled, the refresh target values will be valid at the timing set in the engineering tool. At
that time, buffer memory areas are overwritten with the refresh target values. To change the refresh target

values in the buffer memory areas, create a program that changes the values in the refresh target module
labels and devices.
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Auto Refresh Setting

Set auto refresh.

O [Navigation window] = [Parameter] = [Module Information] = [RJ71SEIP91-T4] = Right-click = [Auto Refresh Setting]

Point}3

« This setting is not required if there is no need to perform auto refresh. (==~ Page 108 Auto Refresh)
« This setting cannot be set for the buffer memory for UCMM. The access to the buffer memory areas need to
be programmed using the FROM/TO instruction.

CIP Safety Module Auto Refresh Setting

User CPU Devicz [(] Assion Devices per Buffer
{ Output devices [iIQ-R CPU > CIP Safety] | Input devices (IQ-R CPU <- CIP Safety)
Buffer Start Address  End Address
Class] Output{P1)
Class] Output{PZ)
oK Cancel
Item Description Setting range

User CPU Device

The start address for which the CPU module copies I/O data.
D, W, R and ZR devices are supported.
When these devices are set in this area, each of them is set at once.

Maximum range of D, W, R,
ZR devices
(Default: DO)

Assign Devices per Buffer

* Not selected: Enter a single device address and all buffer memory device
addresses will be calculated from that address.

* Selected: "User CPU Device" is disabled and individual devices can be
specified for each item listed under "Buffer".

* Not selected
« Selected
(Default: Not selected)

Output devices
(iQ-R CPU -> CIP Safety)

Buffer

Indicates the area to which the address of the CPU device is transferred.
The following is set.

« Class1 Status (P1)

* Class1 Status (P2)

« Class1 Input (P1)"!

« Class1 Input (P2)"!

« Class1 Output (P1)"!

« Class1 Output (P2)"!

Start Address

Set to display the start address of the buffer memory and CPU device.
When "User CPU Device" is enabled, the value is automatically calculated.
(Read-only)

Selecting "Assign Devices per Buffer" allows the individual setting.

End Address

Displays the buffer memory and the end address of the CPU device.
This address is calculated from the size of static data and network
configuration. (Read-only)

Input devices
(iQ-R CPU <- CIP Safety)

Buffer™!

Start Address

End Address

The same description as "Output devices (iQ-R CPU -> CIP Safety)".

*1 This setting can be set after setting the network settings using CIP Safety Configuration Tool.

Precautions

» When the auto refresh setting window is displayed without setting the parameters in CIP Safety Configuration Tool, Class1
Status (P1) and Class1 Status (P2) can be set, but the I/0O data is not set. Therefore, Class1 Input (P1), Class1 Input (P2),
Class1 Output (P1), and Class1 Output (P2) cannot be set. Before setting the auto refresh of the I/O area, always set the
parameters with CIP Safety Configuration Tool.

« After setting auto refresh, if CIP Safety Configuration Tool was used to make communication settings (setting change) by
which the I/O area range changed, the auto refresh setting must also be re-set. (Otherwise, refresh will be performed using

the last range that was set.)
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6.4  Writing Parameters

The parameters set on the CIP Safety module have different write destinations.

Parameter type

Configuration tool

Write destination

* Module parameter
« Auto refresh setting

GX Works3

CPU module

« |P address setting
» Connection parameter

CIP Safety Configuration Tool

CIP Safety module

For writing parameters to the CPU module, refer to the following.

L1 GX Works3 Operating Manual

For writing to the CIP Safety module, refer to the following.

==~ Page 49 [Safety Communication Module Access] tab
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6.5 Reading CIP Safety Configuration

The configuration of CIP Safety can be read by reading from the programmable controller.

Pointp

This function is available in the engineering tool version "1.100E" or later.

Operating procedure

1. Open "Online Data Operation”.
O [Online] = [Read from PLC]
2. Check "System Parameter/CPU Parameter (Standard/Safety)" and "Module Parameter (Standard/Safety)".

Online Data Operation

Display  Settng  Related Functions

BRI - BT S -
| Parameter + Program(F) || Select All | Legend

| Open/Close All(T) | | Deselect All(N) | % CPU Built-inMemory B SD Memory Card @ Intelligent Function Module {:

B [a Detail Title Last Change Size (Byte) )

Module Mame/Data Name
-4 ROSSF

-5 Parameter
----- a? System Parameter [CPU Parameter (...
@ Module Parameter (Standard/Safety)
----- Remote Password
= Global Label
: % Global Label Setting
B@ Device Memory

2023/08/24 8:46:54 | 1228
2023/08/24 8:46:54 | 1780
2023/08/24 8:46:54 | 200

20230824 8:46:54 | 13200

EIEIEIEIEIEIEIEIHHEIEI‘

o & Device Memory Data | Detal | 2023/08/25 12:47:47 |-
=@ File Register
8 vam | Detal | 2023/08/248:57:36 | 65536
B@ Gommon Device Gomment v
| Dapey Memory Capacry (Y
Memary Capacity
- Program Memory Free
\Sras O e By
| | 3203200
Legend Dtz Memory Frze
n - —— | sz
. e Device/Label Memory (File Storage Area) Fre=
14KB
b — | oo
. Fres: 5% or Less 5D Memory Card Fres
| | oo

3. Click the [Execute] button.
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7 CIP Safety Configuration Tool

This chapter describes operations of CIP Safety Configuration Tool.
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7.1 Procedure for Setting Parameters

This section shows the flowchart for setting parameters in CIP Safety Configuration Tool.

C - )

Set the IP address of the CIP Safety
module.

Choose the connection type
to be set.

Originator connection™

Target connection™’

N

Set the target connection.

A 4

Register the EDS file of the
communication destination device.

v

Register the communication destination
device.

Set the originator connection.

A

Check whether the safety
communication setting exists.

Safety communications

Standard
communications

Save the configuration to the module.

A 4

Assign the safety device.

v

Set the safety communication time.

v

Save the configuration to the module.

! v

Clear the TUNID.

Set the TUNID.

v

Check the configuration.

|
G

A
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*1 The following are the target connections.
- Target of Class1 instance communications
- Producer of Class1 tag communications
- Target of safety communications
*2 The following are the originator connections.
- Originator of Class1 instance communications
- Consumer of Class1 tag communications
- Originator of safety communications

Precautions

When a connection is edited (a connection is added/deleted or the instance or tag name is changed), the following information

is automatically assigned again. After changing the parameter settings, check the following information again and correct the

program as necessary.

» Safety communication connection: Connection No.

» Class1 communication connection: Connection No., 'Class1 Start offset address to the input data' (Un\G98816 to
Un\G98943, Un\G1147392 to Un\G1147519), and 'Class1 Start offset address to the output data' (Un\G99072 to
Un\G99199, Un\G1147648 to Un\G1147775)
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List of parameter settings

Setting is required: O, Setting is required as necessary: A, Setting is not required: —

Item Setting Reference Whether setting is required
details Target Originator
Standard Safety Standard Safety
communication | communication | communication | communication
Setting the IP address of the CIP | Set the IP Page 58 O O O O
Safety module address. [General] tab
Setting the target connection Enables the Page 58 O O — —
target [General] tab
connection.
Set the » Page 67 O O — —
connection. [Target
(Class1)] tab
» Page 68
[Safety
Target
(Class0)] tab
Setting the Registeringthe | Add an EDS Page 81 — — A AT
originator EDS file of the | file of the Adding EDS
connection communication | communication | files
destination destination
device device (target
device).
Registeringthe | Select the Page 80 — — O O
communication | communication | Device Library
destination destination
device device (target
device) in the
device library
view and
register it to the
configuration
view.?
Setting the Enables the Page 69 — — O O
originator originator [General] tab
connection connection.
Set the » Page 74 — — O O
connection. [Standard
Settings] tab
» Page 77
[Safety
Settings] tab
Settng the Assigning the Assign the Page 51 [CPU | — O — O
safety safety device safety device to | Data
communication the connection. | Exchange] tab
connection ([Labels/
Devices] tab)
Setting the For the target — O — —
safety connection, set
communication | the same
time values as the
EPI and
Timeout
Multiplier to be
set on the
communication
destination
device
(originator
device).
([Timings (Auto
Calculation)]
tab)

7 CIP Safety Configuration Tool
7.1 Procedure for Setting Parameters

45



46

Saving the configuration to the Save the Page 49 @] O @] O
module configurationto | [Safety
the module. Communication
Module
Access] tab
TUNID setting | Clearing the If aformerly-set | Page 60 A" NG N NG
TUNID TUNID remains | [Safety] tab
in the CIP
Safety module,
perform Safety
Reset to clear
it.
Setting the Set a TUNID if A" NG A NS
TUNID it has not been
set to the CIP
Safety module.
Checking the configuration Verify that the Page 60 — A — A
configurations [Safety] tab
of CIP Safety
Configuration
Tool and CIP

Safety module
match.

*1 To connect an external device whose EDS file is not registered as the target, register the EDS file of the device to the library. Once the
EDS file is registered, re-registration is not required.

*2 During Class1 communications, multiple connections can be set for a single communication destination device.

*3 If changes were made to any of the settings that resulted in changing the TUNID (such as the IP address of the own station and Safety
Network Number), the TUNID must be cleared and set again.
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7.2 Window Structure

The following figure shows the window structure.

= -0Ox
'é
El File View Configuration Devicelibrary Network Detection Window Help
g |ERdstart Diagnostic | &, Run Mudeﬁ,ﬁkMudaH
b Configuration Device Library
| | - e | R cru ou bchnge B | |eoromdvesicer| Jy
2 Network 1 : EIP/CIPS Scanner N -
Z B \gentifier 192168111 Access ‘ Q-]
3 Network 2 : EIB/CIPS Scanner Local network interface IP address to use: 0.0.0.0 M| 4 g Catalog -
o B | dentifier 192.168.2.11 4 |y MITSUBISHI ELECTRIC CORPORATION
2 Download to Target 4 | Other
%‘: Target IP Address: |192.168.1.11 | | Save configuration to module | @ RITISEPYT-TA V1)
‘ Update Firmare... | 4 |4 Molex Incorporated
4 g Generic Device
Configuration Summary i@ EIP/CIPS Generic Device V1.2
Number of Class 1 connections (current / max):
Class 110 data size in bytes (current / max):
Number of Class 0 connections (current / max):
Nurber of CPU Data Exchange Safety connections (current / max):
Number of packets per second (current / max):
Item Description Reference
Menu The menu of the tool Page 48 Menu
Configuration Lists devices to be configured on the tool. Page 49 Configuration
This view also displays parameters of the device selected in the tree.
Device Library Devices added from EDS files will be registered as components. Page 80 Device Library
Displayed devices can be added to the configuration view.
Network Detection Detects connected devices and displays them as components. Page 83 Network Detection
Displayed devices can be added to the configuration view.
Logger Displays errors, warnings, and messages that are raised during edit operation. Page 84 Logger
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Menu

The following table lists the menu items of CIP Safety Configuration Tool.

Menu

File View Configuration Device Library Metwork Detection  Window  Help

Item Description
File Save Saves edits made with the tool.
This item will be enabled and selectable when a change is made to the settings on the tool after startup.
Exit Closes the tool.
View Logger Displays or hides an appropriate view.
Device Library + Selected: The view is displayed.
* Not selected: The view is hidden.
Network Detection
Configuration Listing™! Create a list of information from the configuration view.
Start Diagnostics/Stop Starts or stops the diagnostics of a device specified in the configuration view.
Diagnostics*2
Run Mode Changes the mode of a device specified in the configuration view to the Run mode.
Idle Mode Changes the mode of a device specified in the configuration view to the Idle mode.
CIP options Starts the option window. (==~ Page 57 CIP options)
Device Library Insert In Configuration Inserts a device selected in the device library view into the configuration view.
Add EDS Adds a device specified in an EDS file into the device library.
Remove EDS Removes a device that is added to the device library.
Properties The properties of a device that is added to the device library can be checked.
Show EDS™ The EDS file of a device that is added to the device library can be checked.
Network Detection Start Network detection Detects devices on the network to display them.
Insert In Conﬁguration*3 Inserts a device detected from the network into the configuration view.
Copy Al Copies devices detected from the network.
Properties*3 Displays the properties of a device detected from the network.
Window Layout Style Manager Changes the window color.
Help View Help This item is not available.
About Displays the version information of the tool.

*1  The item is disabled when "Safety Communication Module" is selected in the configuration view.
*2 During diagnostics, configurations cannot be set and the status is displayed in the configuration view.
*3 The item is enabled when a device is selected.

Tool bar

Icon Item

Description

Save

-

Saves edits made with the tool.
This item will be enabled and selectable when a change is made to the settings on the
tool after startup.

g current project

Display listing information on the Creates a list of information from the configuration view.

aﬂtart Diagnostic

aﬂtup Diagnostic

Start Diagnostics/Stop Diagnostics | Starts or stops the diagnostics of a device specified in the configuration view.

Run Mode Changes the mode of a device specified in the configuration view to the Run mode.
* Run Mode
Idle Mode Changes the mode of a device specified in the configuration view to the Idle mode.
& |dle Mode
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Configuration

Lists devices to be configured on the tool.

Additionally, the setting pane varies depending on what is selected in the tree.

Point}3

Since the parameter items of devices are dependent on the EDS files, this section only describes the fixed

items in detail.

Safety Communication Module

H[Safety Communication Module Access] tab

File View Configuration

|ERdstart Diagnostic | &, Run Mode | ldle Mode| ‘

Device Library ~ Metwork Detection  Window  Help

Configuration

LRI== Safety Communication Module m CPU Data Exchange

Network 1: EIP/CIPS Scanner

B \gentifier 192168111
Network 2 : EIP/CIPS Scanner

[AEEEZE

Local network interface [P address to use:

0.0.0.0 M|

B \gentifier 192.163.2.11
Download to Target

Target IP Address: |192.168.1.11

| Save configuration ta module |

| Update Firmware... |

~Configuration Summary

Number of Class 1 connections (current / max):

Class 110 data size in bytes (current / max):

Number of Class D connections (current / max):

Number of CPU Data Exchange Safety connections (current / max):
Nurnber of packets per second (current / max):

Item

Description

Access Local network interface IP address to use

Set the local network IP address to use.

Download to Target Target IP Address

Set the target IP address.

Save configuration to module

Writes the configuration contents into the module specified with the target IP
address.

Update Firmware™!

Updates the firmware of the CIP Safety module.

For details on how to update the firmware of the CIP Safety module, refer to
the following.

==~ Page 117 Firmware Update

Configuration Number of Class 1 connections (current/max)

1
Summary Class 1 10 data size in bytes (current/max)

Number of Class 0 connections (current/
maximum)

Number of CPU Data Exchange Safety
connections(current/max)

Number of packets per second (current/
maximum)

Displays the information of an appropriate item.

*1 This item is displayed when CIP Safety Configuration Tool with the software version "1.3.0.28" or later is used.
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» LEDs during configuration writing

Status of writing configuration | RUN LED ERR LED MS LED NS LED

Writing Off Off Flashing (orange) (in 1 to 2s intervals) | Flashing (orange) (in 1 to 2s intervals)

Writing completed Flashing (green) Flashing (green)

Writing failed Flashing (red) (in 500ms intervals) Flashing (red) (in 500ms intervals)
Pointp

» Do not reset the CPU module or power off and on the system until the MS LED and NS LED start flashing in
green. Doing so may cause a failure of the CIP Safety module, and the configuration may not be written
again.

» The LED status during configuration writing is not reflected on the "Module Diagnostics" window of the
engineering tool.

 Configuration is not written if communications with the CIP Safety module cannot be established due to an
incorrect target IP address or another reason. Check the connection with the CIP Safety module.

» Communications end if configuration writing is executed during standard communications or safety
communications.

« After the configuration is written, the NS LED indication may change due to a factor such as communication
status change. In such a case, judge the writing status by the LED status such as MS LED.

» The flash status may not be acquired. In such a case, judge the writing status by the LED status such as MS

LED.
w x
£
=3 ERROR: Cannot retrieve the flashing status.
8 01:00 / 01:00
o
5
2
E Close
o .- ]
(o]
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H[CPU Data Exchange] tab
* [Labels/Devices] tab

File View Configuration DeviceLibrary Network Detection  Window  Help

& &
=

-ox

PY == safety Communication Module JIRESE CPU Data Exchange
Network 1: EIP/CIPS S
ork " ER/CIRS Seanner Timings (Aute Calculation)

"B gentifier 192.188.1.11
CPU Safety Data Exchange Definition

Network 2: EIP/CIPS Scanner

* B (gentifier 192.168.2.11

Identifications CIP Safety Cnx.

| GxWorks 3 Copy Labels

GxWorks 3 Paste Labels |

Receive Labels

Receive Devices Send Labels Send Devices

v [ 19216814] [oo1][e02] | | | sax - o732 | ] | saw - o] 18
v [N2][1s2.16821] [oo1][ oez] | | | sax ~ | 20][32] | | | saw ~| 1] 18|
Item Description
CPU Safety Data Identifications Chan. Displays the specified port number.
Exchange Definition IP Slot « Target connection: The specified instance number and tag name

are displayed.
« Originator connection: The IP address and slot information of the
target device are displayed.

CIP Safety Cnx Input Displays the consumer-side connection number (the identifier of the
connection managed in the tool).
Output Displays the producer-side connection number (the identifier of the
connection managed in the tool).
Receive Labels Data Set the label name of the input data inside the receive device.

Cons. Status

Set the label name of the consumer safety connection status inside
the receive device.

Prod. Status

Set the label name of the producer safety connection status inside
the receive device.

Receive Devices Name Set the receive device.

No.

Point Set the number of assigned points on the receive device.
Send Labels Data Set the label name of the send device.
Send Devices Name Set the send device.

No.

Point Set the number of assigned points on the send device.

GxWorks 3 Copy Labels

Copies the contents of "Receive Labels" and "Send Labels" into the
clipboard in a format that allows the information to be pasted on a
global label in the engineering tool.

GxWorks 3 Paste Labels™

Pastes the content copied into the clipboard with the global labels of
the engineering tool to the Labels (Receive) and Labels (Send).

*1 This item is displayed when CIP Safety Configuration Tool with the software version "1.3.0.28" or later is used.
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Precautions

When setting a receive device or send device, note the following points.

» Be sure that the settings are within the device setting range specified with CPU module parameters.

+ Avoid duplicating the assignment of the safety device.

» When the safety device is out of the range or an assignment is duplicated, the relevant items are framed in red and
changes to other safety devices are locked. However, if the destination safety device does not have enough room when the
user tries to change the safety device type, the assignment is returned to the safety device that was selected before the
operation. (An error message will be displayed if the project is attempted to be saved in the red frame state.)*1

» Assignment of the safety device should not be duplicated with safety devices used for other modules. When duplicated, a
red frame is not displayed but an error is displayed when the parameters are saved.

« If one-way communication is set in the assignment of the safety device, one word is assigned for the safety device (send
and receive) in the unused direction.”

*1 This item is displayed in a red frame when CIP Safety Configuration Tool with the software version "1.2.0.3" is used. (If the project is
saved while a red frame is displayed, the values set before the red frame is displayed are saved instead of the current values.)

*2  If the software version of CIP Safety Configuration Tool is "1.2.0.3", an unused area whose size is the same as the communication used
is assigned for the safety device (send and receive) in the unused direction.

[Ex]

Assignment when setting a target connection

Software | [Safety Target (Class0)] tab settings [CPU Data Exchange] tab settings Assignment of the safety device
version | tem Direction | Size | Receive | Point | Send Point | Receive Device Send Device
Device Device
"1.2.0.3" Target (ClassO T->0 14 SA\DO 7 SA\WO0 7 * SA\DO: System area SA\WO to 6:
Instance) definitions ™ * SA\D1 to 6: Unused area | Send data
O->T 14 SA\DO 8 SA\WO0 8 * SA\DO: System area SA\WO to 7:
» SA\D1 to 7: Receive data | Unused area
"1.3.0.28" Target (ClassO T->0 14 SA\DO 2 SA\WO0 7 * SA\DO: System area SA\WO to 6:
or later Instance) definitions ™ * SA\D1: Unused area Send data
O->T 14 SA\DO 8 SA\W0 1 » SA\DO: System area SA\WO0:
» SA\D1 to 7: Receive data | Unused area

*3 Assigned the same way during tag communications setting.

[Ex]

Assignment when setting an originator connection

Software | [Safety Settings] tab = [Safety [CPU Data Exchange] tab settings Assignment of the safety device
version Connections] tab settings
Input Safety | Output | Safety | Receive | Point | Send Point | Receive Device Send Device
Format Input | Format | Output | Device Device
"1.2.0.3" Safety Input | 14 Safety 8 SA\DO 8 SAWO0 4 * SA\DO: System area SA\WO to 3:
Assembly™ Output * SA\D1 to 7: Receive data | Send data
Assembly
14 None Not SA\DO 8 SA\WO0 8 * SA\DO: System area SA\WO to 7:
settable * SA\D1 to 7: Receive data | Unused area
"1.3.0.28" Safety Input | 14 Safety 8 SA\DO 8 SA\WO0 4 « SA\DO: System area SA\WO to 3:
or later Assemblyk4 Output * SA\D1 to 7: Receive data | Send data
Assembly
14 None Not SA\DO 8 SA\WO0 1 « SA\DO: System area SA\WO:
settable » SA\D1 to 7: Receive data | Unused area

*4  Assigned the same way during tag communications setting.
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* GxWorks3 Copy labels and GxWorks3 Paste labels

[Ex]

The changed data can be pasted to the global label in the engineering tool (GX Works3) when the settings are changed with
CIP Safety Configuration Tool.

1. Clickthe [GxWorks 3 Copy Labels] button in CIP Safety Configuration Tool.

| GxWorks 3 Copy Labels | GxWaorks 3 Paste Labels |

Receive Labels Receive Devices Send Labels Send Devices

Data Cons. Status Prod. Status i Data MName Mo. Point
Icip_labe” | cip_label2 | cip_label3 SAX - of 32 M cip_label4 . sawv ~| o] 16f

2. Paste the changed data to the global label in the engineering tool (GX Works3).

Label Name Data Type Class Assign (Device/Label) |
1 |cip_labell Bit(0..15) .. |VAR_GLOBAL x |SAX10
2 |cip_label2 Bit .. |VAR_GLOBAL x |SAXD
3 |[cip_label3 Bit .. |VAR_GLOBAL x |SAXE
4 |cip_label4 Bit(0..15) .. |VAR_GLOBAL x |SAWYD

[Ex]

The set project configured in CIP Safety Configuration Tool can be pasted into another project in CIP Safety Configuration
Tool.

1. Clickthe [GxWorks 3 Copy Labels] button in CIP Safety Configuration Tool.

| GxWorks 3 Copy Labels GxWorks 3 Paste Labels |
Receive Labels Receive Devices Send Labels Send Devices
Data Cons. Status Prod. Status MName Mo. Point Data MName Mo. Point

N cip_label1 | cip_label2 | cip_label3 . sap ~| o ZIcip_labeM . saw ~| of 1ff

2. Click the [GxWorks 3 Paste Labels] button in CIP Safety Configuration Tool of the copy destination.

| GxWorks 3 Copy Labels | GxWaorks 3 Paste Labels ]I
Receive Labels Receive Devices Send Labels Send Devices
Data Cons. Status Prod. Status MName Mo. Point Data MName Mo. Point

I | | . sax ~| o 32. . sawv ~| o] 16f

3. The project of the copy source will be pasted.

| GxWorks 3 Copy Labels 1 GxWaorks 3 Paste Labels |
Receive Labels Receive Devices Send Labels Send Devices
Data Cons. Status Prod. Status MName Mo. Point Data MName Mo. Point

Icip_l.abe“ | cip_Label2 | cip_Label3 . sap ~| o ZIcip_I.abeM . saw ~| of 1ff
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[Ex]

Using a spreadsheet tool such as Excel, the calculated results of the device offset can be pasted into CIP Safety
Configuration Tool.

1. Clickthe [GxWorks 3 Copy Labels] button in CIP Safety Configuration Tool.

GxWorks 3 Copy Labels GxWorks 3 Paste Labels |
Receive Labels Receive Devices Send Labels Send Devices
Data Cons. Status Prod. Status MName Mo. Point Data MName Mo. Point

Icip_l.abe“ | cip_Label2 | cip_Label3 . sax ~| o 32Icip_l.abel4 . sawv ~| o] 16f

[cip_Label5 |[cip_Label6 |[cip_label7 | | SAX ~|[ 20| 32| [cplabels | | SAY ~

2. Paste it into Excel.

cip_Labelt  |Bit(0..15) VAR GLOBAL [SAX10
cip_Label2  |Bit VAR _GLOBAL |SAWX0
cip_Labeld  |Bit VAR GLOBAL |SAXS
cip_Labeld  |Bit(0..15) VAR _GLOBAL |SAWYO
cip_Label5  |Bit(0..15) VAR GLOBAL |SAIX30
cip_Labels  |Bit VAR GLOBAL |SAX20
cip_Label7  |Bit VAR GLOBAL |SAWX28
cip_Labeld  |Bit(0..15) VAR GLOBAL |SAWY10

3. Copy the calculated results into the clipboard.

cip_Labell  |Bit(0..15) VAR_GLOBAL |SAX10
cip_Label2  [Bit VAR_GLOBAL |SAX0
cip_Label3  [Bit VAR_GLOBAL |SAXS
cip_Labeld  |Bit(0..15) VAR_GLOBAL_|SAYQ
cip_Label5  |Bit(0..15) var_GLosaLl [sax110
cip_Labels  |Bit var_GLosaLl [sax100
cip_Label7  |Bit var_GLosALl [sax108
cip_Labelg  |Bit(0..15) VAR _GLOBAL |SAW10 |

4. With the results copied to the clipboard, click the [GxWorks 3 Paste Labels] button in CIP Safety Configuration Tool.

| GxWorks 3 Copy Labels 3 Paste Labels
Receive Labels Receive Devices Send Labels Send Devices
Data Cons. Status Prod. Status MName Mo. Point Data MName Mo. Point

Icip_l.abe“ | cip_Label2 | cip_Label3 . sax ~| o 32Icip_l.abel4 . sawv ~| o] 16f

[cip_Label5 |[cip_Label6 |[cip_label7 | | SAX ~|[ 20| 32| [cplabels | | SAY ~

5. The calculated results will be pasted into CIP Safety Configuration Tool.

| GxWorks 3 Copy Labels 1 GxWorks 3 Paste Labels |

Receive Labels Receive Devices Send Labels Send Devices

Data Cons. Status Prod. Status MName MNo. Point Data MName MNo. Point
[cip_Label1 |[cip_Label2 |[cip_label3 | | SAX ~ [ 0][ 32| [cip_Label savy -~ [ o] 18]

W cip_Label5 | cip_Label6 | cip_Label7 . sax ~f 100] 32 cp Label8 . sawv - | 10] 16f
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Precautions

When pasting labels of GX Works3, note the following.

» Use one-byte alphanumeric characters for label names.
- Follow the input character rules of the global label in the engineering tool (GX Works3). (L1 GX Works3 Operating

Manual)

Safety Configuration Tool are used.

Label Name Data Type Class Assign (Device/Label) |
1 |cip_labell Bit(D..15) VAR_GLOBAL x |SAX10
2 |cip_label2 Bit VAR_GLOBAL x |SAXD
3 |[cip_label3 Bit VAR_GLOBAL x |SAXE
4 |cip_label4 Bit(D..15) VAR_GLOBAL x |SAWYD

When pasting, the data type (data size) of the global label is not reflected. For the data size, the connection setting in CIP

When pasting, the fragmentation of data in the input connection status area and in the receiving device area are not

detected. Set in a range where the data is not fragmented. The definition of "not fragmented" is that the producer status bit
is offset by 8 bits, and the receive data is offset by 16 bits, starting from the consumer status bit as an origin, as shown

below.

Data

Offset

Cons. status bit

0 bits (0 bytes)

Prod. Status bit

8 bits (1 byte)

Receive data

16 bits (2 bytes)

BExample of fragmentation

Label Name Data Type Class Lgsign (Device/Lgbel)
1 |cip_labell Bit(0..15) VAR_GLOBAL ~fl SANKZ0
2 |cip_label2 Bit VAR_GLOBAL ~fl SANKD
3 |cip_labeld Bit VAR_GLOBAL ~fl SA\KE
4 |cip_labeld Bit(0..15) VAR_GLOBAL -
HExample of no fragmentation
Label Name Data Type Class W
1 |cip_labell Bit(0..15) VAR_GLOBAL ~ §SANX10
2 |cip_label2 Bit VAR_GLOBAL ~ §SANKD
3 |cip_labeld Bit . |VAR_GLOBAL ~ fSANKE
4 |cip_labeld Bit(D._15) VAR_GLOBAL L e—

* When pasting, set the class to VAR_GLOBAL. Otherwise, a warning will be displayed.

Label Name Data Type S 9 Assign (Device/Label) |
1 |cip_labell Bit(0..15) VAR_GLOBAL ~ [EAX10
2 |cip_label2 Bit VAR_GLOBAL ~ [BAxD
3 |[cip_label3 Bit . N|VAR_GLOBAL B X
4 |cip_label4 Bit(0..15) . N|VAR_GLOBAL - fﬁ\Yﬂ

BExample of CIP Safety Configuration Tool's warning message

Level
i, Waming

Date / Time
Apr 2T, 2023 02:16:04.868 PM(+09:00)

On pasted line 1: Expected: VAR_GLOBAL Recerved: for field number 3
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[Timings (Auto Calculation)] tab

File View Corfiguration Devicelibrary Network Detection Window Help
| & i
=] =

-ox

BlIZ= Safety Communication Module General ugUBEEY =R ERNE

b Network 1: EIP/CIPS Scanner
L] Identifier 192.168.1.11
Network 2: EIP/CIPS Scanner
L] Identifier 192.168.2.11

CPU Safety Data Exchange Definition

Labels / Devices ETULEIRGLE TR

Identifications Icn':f”fggwc;“‘ Feceive input Sending Int. Send (Qutpd Sending Int. Safety Ref.
B EPI (ms) Timeout Mult. Mon.Time (ms) EPI (ms) Timeout Mult. Mon.Time (ms) Mon.Time (ms)
v [M1][ 1921681.1] [ oo1][ w02] | 20] 20]| 2| 0] 59.9]
Safety Cycle Time (ms)=13.3
Item Description
CPU Safety Data Identifications Chan. Displays the specified port number.
Exchange Definition IP Slot « Target connection: The specified instance number and tag name
are displayed.
« Originator connection: The IP address and slot information of the
target device are displayed.
CIP Safety Cnx Input Displays the consumer-side connection number (the identifier of the
connection managed in the tool).
Output Displays the producer-side connection number (the identifier of the
connection managed in the tool).
Receive (Input) EPI (ms) « Originator connection: The input-side EPI specified for the

corresponding connection is displayed.
« Target connection: The estimated value of the input-side EPI
specified for the corresponding connection is specified.

Timeout Mult.

« Originator connection: The input-side timeout multiplier specified
for the corresponding connection is displayed.

« Target connection: The estimated value of the input-side timeout
multiplier for the corresponding connection is specified.

Sending Int. Mon. Time

Displays the transmission interval (in ms) of safety data to be sent
from the CIP Safety module to the CPU module.

The value is calculated automatically from the parameter setting
values.

Send (Output)

EPI (ms) « Originator connection: The output-side EPI specified for the
corresponding connection is displayed.
« Target connection: The estimated value of the output-side EPI
specified for the corresponding connection is specified.
Timeout Mult. « Originator connection: The output-side timeout multiplier

specified for the corresponding connection is displayed.
« Target connection: The estimated value of the output-side timeout
multiplier for the corresponding connection is specified.

Sending Int. Mon. Time

Displays the transmission interval (in ms) of safety data to be sent
from the CPU module to the CIP Safety module.

The value is calculated automatically from the parameter setting
values.

Safety Ref. Mon. Time

Displays the monitoring time (in ms) used to check the safety data
receiving interval between the CIP Safety module and the CPU
module.

The value is calculated automatically from the parameter setting
values.

Safety Cycle Time (ms)

Displays the recommended value (in ms) of the safety cycle time for
the CPU module.

The value is calculated automatically from the parameter setting
values.

7 CIP Safety Configuration Tool
7.2 Window Structure



CIP options

Displays the option window of CIP Safety Configuration Tool.
O [Configuration] = [CIP OPTIONS]

CIP OPTIONS

Display in Tree view: | Catalog = |
Display CIP Identifier in Tree view: |+
Display Version in Tree view: v/
Upload EDS from device during Network Detection: v/
Advanced Mode:

Item Description Default

Display in Tree view Set whether tree items (for example, in the configuration view or device Catalog
library view) display catalog names or product names from the EDS file.

Display CIP Identifier in Tree view Set whether to display the CIP identifier of each device in the configuration | Selected
view.

Display Version in Tree view Set whether to display the version of each device in the configuration view. | Selected

Upload EDS from device during Set whether to upload EDS files from devices during network detection. Selected

Network Detection

Advanced Mode™’

Select this mode only when performing CIP Safety communications with
specific products manufactured by other companies. Do not select this
mode in any other case.

Selecting this mode changes parameters of Ping Interval EPI Multiplier for
CIP Safety communications.

For details, please consult your local Mitsubishi representative.

Not selected

*1 This item is displayed when CIP Safety Configuration Tool with the software version "1.3.0.28" or later is used.
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Network 1: EIP/CIPS Scanner, Network 2: EIP/CIPS Scanner

HM[General] tab

File View Corfiguration Devicelibrary Network Detection Window Help

| | | ENStart Diagnostic &, Run Mode &, Idle Mode ||

-ox

4 T Safety Communication Module

o had Network 1: EIP/CIPS Scanner
Identifier 192.168.1.11
Network 2 : EIP/CIPS Scanner

entifier 192.168.2.
L] Identifier 192.168.2.11

&
3
3
2
8

[EEEE seretv | v0 Mepping | nformation | 1p/port | DLR | Comment

~Scanner IP Address Settings

1P Address: | Detect | 192.168.1.11 |
Subnet Mask: | 255.255.255.0 |
Network Gateway: | 0.0.0.0 |
(DN Server

Primary DNS Server Address: | 0.0.0.0 |
Secondary DNS Server Address: | 0.0.0.0 |

Module Name
Host Name: | |

Domain Name: |

(Ports Settings

Port 1 baud rate: | auto negotiation

Port 2 baud rate: | auto negotiation

DLR Supervisor Config

Ring Supervisor Enabled:

Ring Supervisor Precedence: | [ |
Beacon Interval: | 400 | us
Beacon Timeout: | 1960 | ws
DLR VLAN ID: | [ |
(Ping
I Send Ping |
Loop
Stop on error
| Clear message log |

’/Opzratmg Mode

Target (Class 1)
Safety Target (Class 0

Confi Summary
( Mumber of Class 1 connections (current / max): | 0/64 \‘
Item Description
Scanner IP Address Settings IP Address Set the IP address.

Subnet Mask

Set the subnet mask.

Network Gateway

Set the network gateway.
(Only Network 1: EIP/CIPS Scanner can be set.)

DNS Server

Primary DNS Server Address

Set the primary DNS server address.

Secondary DNS Server Address

Set the secondary DNS server address.

Module Name

Host Name

Set the host name.

Domain Name

Set the domain name.

Ports Settings Port 1 baud rate Set the P1-side port baud rate.
Port 2 baud rate Set the P2-side port baud rate.
DLR Supervisor Ring Supervisor Enabled Set whether to enable or disable the ring supervisor.
Conﬁguration*z Ring Supervisor Precedence Set the priority of the ring supervisor.
Beacon Interval Set the beacon interval.
Beacon Timeout Set the beacon timeout.
DLR VLAN ID Set the DLR VLAN ID.
Ping Send Ping Sends a Ping request.
Loop Repeatedly sends Ping requests.

Stop on error

Stops sending Ping requests when an error occurs.

Clear message

Clears Ping logs.
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Item

Description

Operating Mode

Target (Class1)

Configure the settings to be used in Class1 communications.

When this item is selected, the [Target (Class1)] tab is added so that the following
definitions can be added or deleted. ([~ Page 67 [Target (Class1)] tab)

* Target (Class1 Instance) definitions

* Target (Class1 Tag) definitions

Safety Target (Class0)

Configure the settings to be used in ClassO communications.

When this item is selected, the [Safety Target (Class0)] tab is added so that the
following definitions can be added or deleted. (I~ Page 68 [Safety Target (Class0)]
tab)

« Target (Class0 Instance) definitions

* Target (Class0 Tag) definitions

Configuration Summary*1

Maximum Number of Standard
Connections

Number of Standard Connections

Maximum Number of Safety
Connections

Number of Safety Connections

Maximum Number of Packets Per
Second

Number of Packets Per Second

Displays the information of an appropriate item.

Configuration Summary 2

Number of Class 1 connections
(current/maximum)

Displays the information of appropriate items.

*1 This item is displayed when the CIP Safety Configuration Tool with the software version "1.2.0.3" is used.
*2 This item is displayed when CIP Safety Configuration Tool with the software version "1.3.0.28" or later is used.
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H[Safety] tab

Configuration
4 T safety Communication Module General I/0 Mapping | Information | IP/Port | DLR | Comment
w9 Network 1: EIP/CIPS Scanner o
|dentifier 192.168.1.11 Identification
Network 2 : EIP/CIPS Scanner Scanner CIP Identifier: | 192.168.1.11 |
Identifier 192,168.2.11
Safety Network Number: | 4856_000E F67D |
| Copy |
| Paste |
| Set TUNID |
Safety Reset
[ Safety Reset Jl
~Signature in SNCT Signature in Scanner
ID: 200 | ID: [#22 |
Date: [#44 | Date: [#00 |
Time: [#48 |[e2e | ms Time: [#48 |[e2e | ms
Refresh
r Safety Lock/Unlock
Locking prevents configuration download and safety reset | Lock Scanner J
| Unlock Scanner |
~ Change Mode
Allow to set |dle state or Executing state. Executing state will start the |/0 exchange data Set dle State
between the scanner and the devices. It
Set Executing State
Item Description
Identification Scanner CIP Identifier Displays the scanner identifier.

Safety Network Number

Displays the Safety Network Number.
Click the [Edit] button to change to any value manually or on a time basis.
Also, Copy and Paste can be used.

Set TUNID Set the TUNID™ on the corresponding device.
Safety Reset Safety Reset Executes the reset.
Signature in SNCT ID Displays the ID in SNCT.
Date Displays the date in SNCT.
Time Displays the time in SNCT.
Signature in Scanner ID Gets and displays the ID from the device.
Date Gets and displays the date from the device.
Time Gets and displays the time from the device.

[Refresh] button

ID, Date, and Time are displayed and whether they match the signature in the SNCT can be checked.

Safety Lock/Unlock

Lock Scanner

Prevents configuration downloads and Safety Reset.

Unlock Scanner

Cancels the prevention of configuration downloads and Safety Reset.

Change Mode

Set Idle State

Enables the Idle state.

Set Executing State

Enables the Executing state.

*1 This value is the combination of Scanner CIP Identifier and Safety Network Number and is a specific identifier for identifying devices on

the network.

Point}3

The target device checks if the following TUNIDs match when it receives a connection open request from the

originator. For this reason, the TUNID of the target and originator must match.

* (1): TUNID set on the own station (target) (above items)

* (2): TUNID included in the connection request from the originator (I=5~ Page 77 [Safety Settings] tab)

In the CIP Safety module, (1) is reflected by the [Set TUNID] button and (2) is reflected by the [Save
configuration to module] button. When the target is the CIP Safety module, setting the TUNID using the [Set
TUNID] button in this item is recommended.
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» Safety Reset behavior during communications

Communication type Behavior

Standard communication Class1 communications Instance communications Finishes communications and
executes Safety Reset.

Tag communications

UCMM communications Message communications

Safety communications Class0 communications Instance communications Continues communications. Safety
Reset fails, causing an error.

Tag communications

Point/®

* When the firmware version of the CIP Safety module is "01", do not reset the CPU module or power off and
on the system until the MS LED lights up in green and other LEDs are turned off.

* When the firmware version of the CIP Safety module is "02", do not reset the CPU module or power off and
on the system until the MS LED lights up in red and other LEDs are turned off.

* When Reset Type 1 is selected or when "Preserve Soft-set Macld" is not selected for Reset Type 2, the IP
address of the CIP Safety module is also cleared. Therefore, the configuration must be reset.

» Executing Safety Reset will cause an error (2450H: module major error) on the CPU module. Confirm that
stopping the system will not cause any problems before execution.

» The LED status during Safety Reset is not reflected to the Module Diagnostics window of the engineering
tool.

* Reset is not executed when communication with the CIP Safety module cannot be established due to an
incorrect target IP address or for other reasons. Check the connection with the CIP Safety module.
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H[I/O Mapping] tab
* [General] tab

4 T safety Communication Module

The description of the item is displayed when a communication destination device (target device) is selected.

General | Safety Iia IE:: EI Information | IP/Port | DLR | Comment |
wy Network 1: EIP/CIPS Scanner
Identifier 192.168.1.11 Safety
gy Network 2: EIP/CIPS Scanner | SetManual to Al | Set Automaticto All | Recalculate the Offsets |
Identifier 192.163.2.11

Input
(a)
‘ D CIP Identifier ~ Slot  Size

Output
ﬁ‘. .

1D

CIP Identifier ~ Slot  Size

Input Lists the information of specified devices.
Output
* [Safety] tab

Configuration

4} Safety Communication Module General | Safety m Information | 1P/Port | DLR | Comment ‘
wi Network 1 : EIP/CIPS Scanner

When using the auto refresh setting, set "Offset Calculation” to "Automatic".

Identifier 192.168.1.11

' Network 2 : EIP/CIPS Scanner
Identifier 192.168.2.11

Standard

Input
o)
| D CPldentifier St Size

P N ‘ ‘
Output
{ x

> CIP Identifier  Slot  Size

Input
Output

Lists the information of specified devices.
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H[Information] tab

Configuration

4 T safety Communication Module

w9 Network 1: EIP/CIPS Scanner
Identifier 192.168.1.11
Metwork 2 : EIP/CIPS Scanner
L Identifier 192.168.2.11

General

rIdentification

Safety

o Mapping [[ELERRd 1p/Fort | DLR | Comment

ProductTpe
Product Code:

Product Name: [#2#

Software Revision: [#2#

Manufacturer Serial Number: [#2#

~State

WMajor Fault: [#55

Minor Fault: [#44

State: [#04

CIP Identifier, SNN: [#25

Lock State: [#7

Configuration Owning UNID: [#4

Exception Status
@ Alarm Device Comman

@ Alarm Device Specific

) Alarm Manufacturer Specific
& Warning Device Common

) Warning Device Specific

& Warning Manufacturer Specific

Refresh

Item

Description

Identification

Vendor ID

Displays the information of an appropriate item.

Product Type

Product Code

Product Name

Software Revision

Manufacturer Serial Number

State

Major Fault

Displays the information of an appropriate item.

Minor Fault

State

CIP Identifier, SNN

Lock State

Configuration Owning UNID

Exception Status

Alarm Device Common

Displays the status of an appropriate item as an LED status.

Alarm Device Specific

Alarm Manufacturer Specific

Warning Device Common

Warning Device Specific

Warning Manufacturer Specific
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H[IP/Port] tab

Configuration

4 1 Safety Communication Module

w9 Network 1 : EIP/CIPS Scanner
Identifier 192.168.1.11

Network 2 : EIP/CIPS Scanner
5 ldentifier 192.168.2.11

General | Safety

170 Mapping | Information

( TCP/IP Parameters
~  Configuration Gontrol

~ Interface Configuration

~  Host Name

# Last Address Conflict State

A Multicast TTL

~  TCP Timeout

Port Configuration And Diagnostic
[ Name

Negotiation Status

DLR | Comment
Startup Configuration: | -
Apply || Refresh
IP Address: [+ ]
Network Mask: ]
Gateway Address: ]
DNS Primary Server: ]
DNS Secondary Server: ]
Domnain Name: [+ ]
Apply || Refresh
Name: [+ |
Apply || Refresh
Interface Config State: [#4 ]
Conflicting MAC: [#4% |
Clear | Refresh
TIL Value: [ ]
Apply || Refresh
Encapsulation Inactivity Timeout (Sec): [+++ ]
Apply || Refresh
Link Speed Duplex Change Diagnostics
Refresh

Item

Description

TCP/IP Parameters

Configuration Control

Startup Configuration

Interface Configuration

IP Address

Network Mask

Gateway Address

DNS Primary Server

DNS Secondary Server

Domain Name

Host Name

Name

Last Address Conflict State

Interface Config State

Conflicting MAC

The information of each item can be displayed, applied,
or refreshed.

Multicast TTL TTL Value

TCP Timeout Encapsulation Inactivity Timeout (Sec)
Port Configuration And Name Displays the information of an appropriate item.
Diagnostic Click the [Refresh] button to get and display the

Negotiation Status

information of each item from the actual machine.

Link

Speed

Duplex

Change Set the Ethernet port.

Diagnostics The following Ethernet counters can be displayed and

cleared:
« Interface Counters
* Media Counters

64
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W[DLR] tab

-0Ox
File View Configuration DeviceLibrary Network Detection Window Help
@ @ EStart Diagnostic | &, Run Mode b, Idle Mode |
Configuration
a T Safety Communication Module General | Safety | 1/0 Mapping | Information | IP/Port m Comment
' Network 1: EIP/CIPS Scanner DIR -
Identifier 192.168.3.51 "
. Network 2 : EIP/CIPS Scanner Network Topology: |Linear |
(dentifier 192.166.0.5 Network Status: [Normal |
Capabilities
Announce-based Ring Node:
Beacon-based Ring Node: |/
Supervisor Capable: +/
Active Supervisor Address
Supenvisor IP: [0.0.0.0 |
Supervisor MAC: [00:00:00:00:00:00 |
- DLR Supervisor
j Fault Location | Clear Rapid Fault | | Restart Sign On |
Ring Supervisor Status: [Cannot Support Parameters ]
- Supervisor Configuration
Ring Supervisor Enable:
Ring Supervisor Precedence: [0 |
Beacon Interval: [400 | ps
Beacon Timeout: [ 1960 | ps
DLR VLAN ID: [0 |
Apply || Refresh
Ring Fault Count
Ring Fault Count: | #2# |
Clear Refresh
Last Active Node
Port 1: | I ]
Port 2: | 1 ]
Ring Participants List
[ IP Address MAC Address
Active Supenvisor Precedence: | ### ]
Refresh | o
Item Description
DLR Network Topology Displays the information of an appropriate item.
Network Status
Capabilities Announce-based Ring Node

Beacon-based Ring Node

Supervisor Capable

Active Supervisor Address

Supervisor IP

Supervisor MAC

DLR Supervisor*1

Ring Supervisor Status

Displays menu items including [Verify Fault Location], [Clear Rapid
Fault], and [Restart Sign On].

Supervisor Configuration”

Ring Supervisor Enabled

Ring Supervisor Precedence

Beacon Interval

Beacon Timeout

DLR VLAN ID

The information of each item can be displayed, applied, or refreshed.
Click the [Refresh] button to get and display the information of each item
from the actual machine.

Ring Fault Count’

Ring Fault Count

The information of each item can be displayed, cleared, or refreshed.
Click the [Refresh] button to get and display the information of items
from the actual machine.

Last Active Node™ Port 172
Port 273

Ring Participants List™! IP Address
MAC Address

Active Supervisor Preference”’

Displays the information of an appropriate item.
Click the [Refresh] button to get and display the information of each item
from the actual machine.

*1 This item is displayed when CIP Safety Configuration Tool with the software version "1.3.0.28" or later is used.
*2 Read the term as P1-A and P2-A in the CIP Safety module.
*3 Read the term as P1-B and P2-B in the CIP Safety module.
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H[Comment] tab
Comments can be entered.

H[Diagnostics] tab

This tab is displayed only during diagnostics.

File  View Configuration Device Library

MNetwork Detection  Window  Help

guration Tool

| ||E8top Diagnosticl* Run Model*nldle Mode“

Configuration

4 T4 safety Communication Module

Identifier 192.168.0.10

° e RJ71SEIP91-T4 V1.1
Identifier 192.168.0.1

° ‘ Metwork 2 : EIP/CIPS Scanner
Identifier 192.168.1.10

CIP Safety Product (

General

» w9 Network 1:EIP/CIPS Scanner Information

Safety Target (Class 0) | Safety | 1/0 Mapping
| ot DIR |  Comment

Scanner Status

Met BC state: Online

Scanner Status: Executing (status: 4)

Scanner Status

Net BC state

Scanner Status

Displays the information of an appropriate item only during diagnostics.
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H[Target (Class1)] tab

Configuration

a = Safety Communication Module

w9 Network 1: EIP/CIPS Scanner
Identifier 192.168.1.11

Metwork 2 : EIP/CIPS Scanner
Identifier 192.168.2.11

General MEEAOEERIN Safety | |/0 Mapping | Information | IP/Port | DLR | Comment

Target (Class 1 Instance) definitions

E Rernove
Connection: T->0 Size

0->T Size

| B3

Active on startup

~Target (Class 1 Tag) definitions

Add Rernove

Name T->0 Size

| i B

Active on startup

(0 means Originator so it is an external scanner that will connect to the local slave - T means Target so this is the local slave)

Item Description

Target (Class1 Instance) definitions Add Adds a target definition.
Remove Removes a target definition.
Connection Displays the connection.
T->0O Size Set the T->0 size.
O->T Size Set the O->T size.

Active on startup*1

Set whether to be active on startup.

Target (Class1 Tag) definitions Add Adds a target definition.
Remove Removes a target definition.
Name Set the tag name.
T->0 Size Set the T->O size.

Active on startup*1

Set whether to be active on startup.

*1 This setting value is reflected to 'Reserved station (Class1)' (Un\G99440 to Un\G99447, Un\G1148016 to Un\G1148023). Selecting the
checkbox sets no reserved station and clearing the checkbox sets a reserved station.
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H[Safety Target (Class0)] tab

Configuration

a = Safety Communication Module

Metwork 2 : EIP/CIPS Scanner
L Identifier 192.168.2.11

w9 Network 1: EIP/CIPS Scanner
Identifier 192.168.1.11

General | Target (Class 1) BeEVEAREY A2 0RUN Safety | |/0 Mapping | Information | IP/Port | DLR | Comment

~ Target (Class 0 Instance) definitions

Add Rernove

Direction Instance ize

Max Subscribers

si
. T-=0 v|528 I14

L ]

~ Target (Class 0 Tag) definitions

E Rernove

Direction Name

Tag Size

Max Subscribers

. T-=0 = lMyCIassOTag‘I I14

L ]

(0 means Originator so it is an external scanner that will connect to the local slave - T means Target so this is the local slave)

Item

Target (Class0 Instance) definitions

Description
Add Adds a target definition.
Remove Removes a target definition.
Direction Set the communication direction (T->O or O->T).
Instance Set the instance number.
(Value range: 528 to 767)
Size Set the size.

Max Subscribers

Set the maximum number of concurrent connections for multicast
communications.
This item is available only when the direction is T->O.

Target (Class0 Tag) definitions

Add Adds a target definition.

Remove Removes a target definition.

Direction Set the communication direction (T->O or O->T).
Name Set the tag name.

Tag Size Set the size.

Max Subscribers

Set the maximum number of concurrent connections for multicast
communications.
This item is available only when the direction is T->O.
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When a communication destination device (target device) is selected

HM[General] tab

Configuration

a = Safety Communication Module

b Metwork 1: EIP/CIPS Scanner
L Identifier 192.168.1.11

4 RIT1ISEIP91-T4 V1.1
Identifier 192.168.1.1

Metwork 2 : EIP/CIPS Scanner
L Identifier 192.168.2.11

mlnformation IP/Port | DLR

[Iclentification

Adapter [P Address: |

192.168.1.1 |

~Ping

Send Ping
Loop
Stop on error

| Clear message |

~Connections

Enable Standard Connections:
Enable Safety Connections:

Item Description
Identification Adapter IP Address Set the IP address of the target device.
Ping Send Ping Sends a Ping request.
Loop Repeatedly sends Ping requests.
Stop on error Stops sending Ping requests when an error occurs.
Clear message Clears Ping logs.
Connections Enable Standard Connections Configure the settings to be used in standard communications (Class1

communications).
Select this item to add the [Standard Settings] tab to enable the Class1
communications setting. (=~ Page 74 [Standard Settings] tab)

Enable Safety Connections

Configure the settings to be used in safety communications (ClassO
communications).

Select this item to add the [Safety Settings] tab to enable the ClassO
communications setting. ((==~ Page 77 [Safety Settings] tab)
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H[Information] tab

Configuration
4 1A safety Communication Module General IP/Port | DLR
Netw.o.rk‘l : EIP/CIPS Scanner _\dentification
Identifier 192,168.1.11
Identifier 192.168.1.1 Product Type:
Product Name: |### |
Software Revision: |### |
Manufacturer Serial Number: |### |
~State  Exception Status
Major Fault: L Alarm Device Common
Minor Fault: | ### L Alarm Device Specific
State: L Alarm Manufacturer Specific
CIP Identifier, SMNM: ' Warning Device Common
Lock State: ) Warning Device Specific
Configuration Owning UNID: b Warning Manufacturer Specific
~Output Connections Owner
Resource uip
Refresh
Item Description
Identification Vendor ID Displays the information of an appropriate item.
Product Type
Product Code
Product Name
Software Revision
Manufacturer Serial Number
State Major Fault
Minor Fault
State
CIP Identifier, SNN
Lock State

Configuration Owning UNID

Exception Status

Alarm Device Common

Displays the status of an appropriate item as an LED status.

Alarm Device Specific

Alarm Manufacturer Specific

Warning Device Common

Warning Device Specific

Warning Manufacturer Specific

Output Connections Owner

Resource

Displays the information of an appropriate item.

uiD

[Refresh] button

Gets and displays the information of each item from the actual machine.
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H[IP/Port] tab

Configuration

4 1A safety Communication Module General | Information DLR
a by ::Iztr::i?cir:r11‘:3‘§I‘I|3;§I‘II3I$‘IScanner ~TCP/IP Pararmeters
o
Ientitieg P21 GE ) Startup Configuration: | - |
Metwork 2 : EIP/CIPS Scanner
B | dentifier 192.162.2.11 Apply || Refresh
» | Interface Configuration
IP Address: | |
MNetwork Mask: | |
Gateway Address: | |
DINS Primary Server: | |
DINS Secondary Server: | |
Domain MName: | |
Apply Refresh
| Host Name
MName: |
Apply Refresh
~ | Last Address Conflict State
Interface Config State: | |
Conflicting MAC: | |
Clear Refresh
~Port Configuration And Diagnostic
Name Negotiation Status Link Speed Duplex Change Diagnostics
Refresh
Item Description
TCP/IP Parameters | Configuration Control Startup Configuration Displays the information of an appropriate item.
Interface Configuration IP Address
Network Mask
Gateway Address

DNS Primary Server

DNS Secondary Server

Domain Name

Host Name

Name

Last Address Conflict State

Interface Config State

Conflicting MAC

Port Configuration Name

Displays the information of an appropriate item.

And Diagnostic Negotiation Status

Link

Speed

Duplex

Change The Ethernet port can be set.

Diagnostics The following Ethernet counters can be displayed

and cleared:
« Interface Counters
* Media Counters

[Refresh] button

Gets the information of each item from the actual
machine.

[Apply] button

Sets the information of each item into the actual
machine.

[Clear] button

Clears the settings of each item from the actual
machine.
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W[DLR] tab

= - Ox
Fl  Filc View Configuration Devicelibrary Network Detection  Window  Help
5 @ BB | | B Start Diagnestic| &, Run Mode | &, Idlc Mode i
5 |l Configuration
El | 4 15 Sofety Communication Module General | Safety Settings | Information | 1P/Port K3
2 Metwork 1 : EIP/CIPS Scanner N
Z 4 \genifier 192.1683.51 o
] & RITISEIP91-TA V1.1 Network Topology: [Linear ]
- =
S ldentficg 3 IO TIZE, Network Status: [Normal |
= Network 2 : EIP/CIPS Scanner
8 & gentifier 192.165.05 Capabilties
= Announce-based Ring Node:
Beacon-based Ring Node: +/
Supervisor Capable: +/
Active Supervisor Address
Supenvisor IP: [0.0.0.0 |
Supervisor MAC: [00:00:00:00:00:00
- DLR Supenvisor
jFaulancatmn | Clear Rapid Fault | | Restart Sign On |
Ring Supervisor Status: [Cannot Support Parameters ]
Supenvisor Configuration
Ring Supervisor Enable:
Ring Supervisor Precedence: [0
Beacon Interval: [400 | ps
Beacon Timeout: [ 1960 | ps
DLR VLAN ID: [0
Apply || Refresh
(Ring Fault Count
Ring Fault Count: [0 |
Clear Refresh
(- Last Active Node
Port 1: [0.0.0.0 | [00:00:00:00:00:00 ]
Port 2: [0.0.0.0 | [00:00:00:00:00-00 ]
~Ring Participants List
IP Address MAC Address
Tz iz siz sin fasastes it
Active Supervisor Precedence: [0 ]
Refresh | o
Item Description
DLR Network Topology Click the [Refresh] button to get and display the information of each item.
Network Status
Capabilities Announce-based Ring Node

Beacon-based Ring Node

Supervisor Capable

Active Supervisor Address

Supervisor IP

Supervisor MAC

DLR Supervisor*1

Ring Supervisor Status

Displays menu items including [Verify Fault Location], [Clear Rapid Fault], and [Restart Sign On].

Supervisor Configuration”!

Ring Supervisor Enabled

Ring Supervisor Precedence

Beacon Interval

Beacon Timeout

DLR VLAN ID

The information of each item can be displayed, applied, or refreshed.
Click the [Refresh] button to get and display the information of each item from the actual

machine.

Ring Fault Count™

Ring Fault Count

The information of each item can be displayed, cleared, or refreshed.
Click the [Refresh] button to get and display the information of items from the actual machine.

Last Active Node ™ Port 172
Port 23

Ring Participants List™! IP Address
MAC Address

Active Supervisor Preference

*1

Displays the information of an appropriate item.
Click the [Refresh] button to get and display the information of each item from the actual

machine.

72

*1

This item is displayed when CIP Safety Configuration Tool with the software version "1.3.0.28" or later is used.

*2 Read the term as P1-A and P2-A in the CIP Safety module.
*3 Read the term as P1-B and P2-B in the CIP Safety module.
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H[Diagnostics] tab
This tab is displayed only during diagnostics.

File  View Configuration Device Library MNetwork Detection Window Help

@' |||E8top Diagnosticl*Run Model*nldle Mode“
4 T4 safety Communication Medule | General | Safety Settings | Information | IP/Port | DLR I@E

Metwork 1: EIP/CIPS Scanner
« @ B oniifier 192.1680.10

o+ o RITISEIP91-TAV11 Identifier Type Name Status
Identifier 192.168.0.1 1 Safety Safety Input Assembly  Connection timeout
Metwork 2 : EIP/CIPS Scanner 2 Safety Safety Output Assembly Connection timeout
° l Identifier 192.168.1.10

Connection Status

Connection Status Identifier Displays the information of an appropriate item.
Type
Name
State
7 CIP Safety Configuration Tool 73
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H[Standard Settings] tab

4 T Safety Communication Module Standard Settings

Metwork 1: EIP/CIPS Scanner N
Identifier 192.168.1.11 Selected Connections [+]

. RIJT1SEIP91-TA V1.1 Exclusive Owner (Class1 Instance)
Identifier 192.168.1.1

Metwork 2 : EIP/CIPS Scanner
Identifier 192.168.2.11

[-]

Add l Rernove ‘

Available Connections |+
Exclusive Owner (Class1 Instance)
Input Only (Class1 Instance)
Input Only (Class1 Tag)

[-]

Selected Connections Lists the added connections.
Click the [Remove] button to remove a selected connection.

Available Connections Lists the available connections defined in the EDS file.
Click the [Add] button to add the connection to "Selected Connections".

* [Connection Parameters] tab

Keying | Application Parameters |
General
This Connection is active at startup:
Connection Mame: |E)(c|usive Owner (Class] Instance) |
Connection Type: | Exclusive Owner |
Identifier: [ |
Timeout Multiplier: | xd - ‘
- Path Pararmeters
Assembly Instance (O-»T): | Connection Mo.1 - ‘
Assembly Instance (T-»0): | Connection Mo.1 - ‘
~Input Connection Parameters (Target To Originator)
Size: [2 | bytes
Input Mode: | Point To Point connection "
Input Type: | Fixed - ‘
Priority: | Scheduled - |
Trigger ype: | Cyclic -
RPI: 50 | ms
Output Connection Parameters (Originator To Target)
Size: [2 | bytes
Output Type: | Fixed - I
Priority: | Scheduled -
RPI: [100 | ms
e _Jvei
General This Connection is active at startup”' Set whether to be active on startup.
Connection Name Displays the information of an appropriate item.

Connection Type

Identifier Displays the connection number (the identifier of the connection
managed in the tool).

Timeout Multiplier Set the Timeout Multiplier.
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Item

Description

Path Parameters 2

Assembly Instance(O->T)'3

Set the connection number of the connection destination (target-side
connection, which is specified by the CIP Safety module on the external
device side).

This item is displayed when the connection of "Exclusive Owner (Class1
Instance)" is selected.

Assembly Instance(T->0)"

Set the connection number of the connection destination (target-side
connection, which is specified by the CIP Safety module on the external
device side).

This item is displayed when the connection of "Exclusive Owner (Class1
Instance)" or "Input Only (Class1 Instance)" is selected.

Symbol Ansi Set the tag name of the connection destination (target-side connection,
which is specified by the CIP Safety module on the external device
side).

This item is displayed when the connection of "Input Only (Class1 Tag)"
is selected.
Input Connection Parameters (Target To | Size Set the data size in units of bytes.
. *9
Originator) Input Mode Select the input mode setting from the following options:
* Multicast connection
« Point To Point connection
Input Type The only available option is "Fixed".
Priority'4 Select the priority setting from the following options:
* Low
* High
» Scheduled

Trigger Type The only available option is "Cyclic".

RPI Set the RPI. This item can be set to a value in the range from 1 to 60000
in increments of 1ms.

Output Connection Parameters Size Set the data size in units of bytes.
;e *2
(Criginator To Target) Output Type The only available option is "Fixed".
Priority'4 Select the priority setting from the following options:
* Low
* High
« Scheduled
RPI Set the RPI. This item can be set to a value in the range from 1 to 60000

in increments of 1ms.

*1 This setting value is reflected to 'Reserved station (Class1)' (Un\G99440 to Un\G99447, Un\G1148016 to Un\G1148023). Selecting the
checkbox sets no reserved station and clearing the checkbox sets a reserved station.
*2 These items are displayed when the registered EDS file is for the CIP Safety module.

*3 Set the same value.

*4  The priority is in the order of "Scheduled" — "High" — "Low".
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* [Keying] tab

| Connection Parameters Application Parameters |

~Identification

Check Type: I

Exact Match

Vendor Code: [ 151

Product Type: |‘I4D

Product Code: [ 11

Major Version: | 1

Minor Version: |‘I

Identification

Check Type

Configure settings for verification (keying) to check the actual machine

Vendor Code

against the setting values of each item when setting up a connection.

Product Type

The displayed items and their settings are dependent on the EDS file of the
device. (When a generic device is registered, all the items can be set.)

Product Code

Major Version

Minor Version

* [Application Parameters] tab

Connection Parameters | CTL'E Application Parameters

B ] coen

| Expand Al

l

[ Get Online Values " Copy Online values to Configuration l

Restore Default Values

Executes an appropriate operation listed on the left.

Collapse All

Expand All

Get Online Values

Gets the values from the actual machine.

Copy Online values to Configuration

*1 The displayed items and their settings are dependent on the EDS file of the device. No items are available for the CIP Safety module.
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H[Safety Settings] tab

* [Safety Parameters] tab

Configuration

a = Safety Communication Module

Metwork 1: EIP/CIPS Scanner
“ B | dentifier 192.168.1.11

4 RITISEIP91-T4 V1.1
Identifier 192.168.1.1

Metwork 2 : EIP/CIPS Scanner
B |dentifier 192.168.2.11

General StandardSettings LR LR Information | IP/Port | DLR

Safely TSI Safety Connections

General
[ Configuration Type: | Externally Initialized M
Identification
Adapter CIP identifier: | 192.168.1.1 |
Safety Network Number: | 4856_0025_80A0 I Edit J
| Copy |
| Paste |
| Set TUNID |
Safety Reset

Signature in SNCT
+'| Enable Signature

Date:

i

ms

[Safet' Reset

Copy Paste

Signature in Device

o
Date

Time: |#8# g2eg ms

Copy Refresh

Item

Description

General

Configuration Type

Set the configuration type from the following options:
« Externally Initialized
« This Tool

Identification

Adapter CIP identifier

Displays the IP address.

Safety Network Number

Displays the Safety Network Number.

Edit Edit the Safety Network Number.

Copy Copies the Safety Network Number into the clipboard.

Paste Pastes the Safety Network Number from the clipboard.

Set TUNID Set the TUNID™ on the corresponding device.”
Safety Reset Safety Reset Executes Safety Reset on the corresponding device.

Signature in SNCT

Enable Signature

Enables or disables signature verification to establish a connection.

ID Gets and displays the ID from the device.

Date Gets and displays the date from the device.

Time Gets and displays the time from the device.

Copy Copies the values of these items into the clipboard.

Paste Pastes the values from the clipboard to these items.
Signature in Device ID Gets and displays the ID from the device.

Date Gets and displays the date from the device.

Time Gets and displays the time from the device.

Copy Copies the values of these items into the clipboard.

Refresh Gets the signature from the corresponding device.

*1 This value is the combination of Adapter CIP identifier and Safety Network Number and is a specific identifier for identifying devices on

the network.

*2  When the target is the CIP Safety module, setting using the [Set TUNID] button is not recommended. Reflect the TUNID of the target
using the [Save configuration to module] button. (==~ Page 49 [Safety Communication Module Access] tab)
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[Safety Connections] tab

-0Ox

View Configuration Device Library  Network Detection  Window  Help

File
i EStart Diagnostic & Run Mode | &, Idie Mode'

igur:

4 T Safety Communication Module Standard Settings I Rt Information | IP/Port | DLR
Network 1: EIP/CIPS Scanner " "
W | yorvifier 192.168.1 11 Il Safety Connections

A RITISEHIP91-T4 V1.1 r
\dentifier 102.168.4.1 \ Restore Default Values | Collapse Al | Expand All
g 1ebwork 2: ER/CIPS Scanner I Start Connections | Stop Cannections
Identifier 192.1632.11

General Parameters
[ Safety Format: | Extended - ]l
Keying
Check Type: | Compatible Module -
- Connection Type
Input Format: | Safety Input Assembly -
Output Format: \ Safety Output Assembly - ]
Identifier: [ ]
Safety Input: |1 | bytes
Input Mode: | Point-to-Paint -
EPL: [20 | ms
Input Priority | High -
Timeout Multiplier: | 2 v]
Network Multiplier: [200 ]
Network Reaction Time: [ 100 | ms
Input Path Parameters
[ Safety Assembly ID: |1 ]
(9l Output Connection Parameter: ator to Target) Restore Default Values

Restore Default Values Executes an appropriate operation listed on the left.

Collapse All
Expand All

Start Connections

Stop Connections

General Parameters Safety Format The only available option is "Extended".”
Keying Check Type Configure settings for verification (keying) to check the actual machine
against the setting values of each item when setting up a connection.
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Item

Description

Connection Type™

Input Format

Select the format of the input-side (T->O) communications from the
following options:

« Safety Input Assembly

« Safety Input Class0 Tag

Output Format

Select the format of the output-side (O->T) communications from the
following options:

« Safety Output Assembly

« Safety Output Class0 Tag

* None

Input Connection
Parameters (Target To
Originator)

Identifier

Configure the settings on the input-side (T->O) communications.

Safety Input

Set the data size in units of bytes.

Input Mode Select the input mode setting from the following options:
* Multicast: Multicast (one-to-many) communication
+ Point-to-Point: Unicast (one-to-one) communication
EPI® Set the EPI. EPI can be set in the range of 4 to 1000.

Input Priority

The only available option is "High".

Timeout Multiplier'8

Set the Timeout Multiplier to a value in the range from 1 to 255.

Network Multiplier

Set the surplus time for correcting the network reaction time as a
percentage of EPI.

Network Reaction Time

Displays the safety response time for this connection.

Safety Assembly ID®

Set the connection destination instance.
This item is displayed when the connection of "Safety Input Assembly" is
selected.

Symbol Ansi’®

Set the connection destination tag name.
This item is displayed when the connection of "Safety Input Class0 Tag" is
selected.

Output Connection
Parameters (Originator
To Target)*7

Identifier Configure the settings on the output-side (O->T) communications.
Safety Output Set the data size in units of bytes.

EPI8 Set the EPI. EPI can be set in the range of 4 to 1000.

Output Priority The only available option is "High".

Timeout Multiplier*8

Set the Timeout Multiplier to a value in the range from 1 to 255.

Network Multiplier

Set the surplus time for correcting the network reaction time as a
percentage of EPI.

Network Reaction Time

Displays the safety response time for this connection.

Safety Assembly D"

Set the connection destination instance.
This item is displayed when the connection of "Safety Output Assembly" is
selected.

Symbol Ansi®

Set the connection destination tag name.
This item is displayed when the connection of "Safety Output Class0 Tag"
is selected.

*3 The CIP Safety modules support only the Extended format and do not support the Base format.

*4 These items are displayed when the registered EDS file is for the CIP Safety module.

*5 Set the instance setting value of the target-side connection, which is specified by the CIP Safety module on the external device side.
Also, match the value with that of the target-side connection direction (T->O or O->T).

*6 Set the tag name of the target-side connection, which is specified by the CIP Safety module on the external device side. Also, match the
value with that of the target-side connection direction (T->O or O->T).

*7 These items are displayed when "Output Format" is set to other than None.

*8 Do not set 1000 for "EPI" or 1 for "Timeout Multiplier" as it may make communications unstable.

Precautions

If one-way communication is set in the assignment of the safety device, an unused area whose size is the same as the

communication used is assigned for the safety device (send and receive) in the unused direction. For details, refer to the

following precautions.
[=5~ Page 68 [Safety Target (Class0)] tab
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Device Library

Devices added from EDS files will be registered as components.
Displayed devices can be added to the configuration view by drag-and-drop action.

Tool bar
Device Library
. VWendor and Device
|| (B2 (g B J
Icon Item Description
Insert In Configuration Adds a selected EDS file to the configuration view.
Add EDS Adds an EDS file to the library.
L]
2
@’ Remove EDS Removes an EDS file from the library.
Properties Displays the properties of the EDS file.
Show EDS Displays the contents of the EDS file.
Open File Location Opens the system folder where the EDS file is added.
| EI This icon is not shown in the toolbar.

Filter Sorts and filters files displayed in the tree in accordance with the

|‘urend|:|r and Device | selected condition.

« Raw: Simply lists EDS files without grouping.

* Vendor: Lists EDS files for each vendor folder.

« All EDS: Lists all EDS files for each type, such as general and non-
modular.

« Type: Lists EDS files for each type, such as general and non-
modular.

« Name: Simply lists EDS files in order of name without grouping.

« Vendor and Type: Lists EDS files by grouping them by vendor and
type.

« Device Profile: Lists EDS files by grouping them by device profile
type, such as Generic Device.

« VVendor and Device: Lists EDS files by grouping them by vendor and
device profile.
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Adding EDS files
Select a radio button to specify a file or folder. Click the [Finish] button to add EDS files.

-Ox

ard

Add EDS Wizard
Select the location of the EDS files(s)

=
7
=1
[}
<

~Select the Location of the EDS file (5)
@® AddFile

) Add EDS from the Directory

) Add EDS from the Directory and Sub Directary

Directory o File Name Browse |

| Cancel I ‘ < Back “ Next > I ‘ Finish J

Removing EDS files

Specify an EDS file or folder to remove. Click the [Finish] button to remove the specified files.

-0Ox

ard

Remove EDS Wizard
Select EDS that will be removed from the library. EDS Files used into the configuration could not been removed and are not showed

=
o
=1
o
u
£
7}
o

“Vendnrand DEV\(E'I q
I Q-]

& Catolog

Number of items: 0

| Cancel || <Back | Mext> || Finish |
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Properties of an EDS file

This window displays the following information defined for an EDS file:
* File Name

* Vendor

* Product Type

* Product Code

* Revision

* Product Name

x
File Name: 0DA1008CODDBO101.eds
Vendor: 161 MITSUBISHI ELECTRIC CORPORATION
Product Type: 140 Safety Communications Adapter Device

Product Code: 11
Revision: 1.1

Product Name: RI715EIP91-T4

Close
2 7 CIP Safety Configuration Tool
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Network Detection

The EtherNet/IP devices on the network are detected and listed.

Displayed devices can be added to the configuration view by drag-and-drop action.

Item

Description

Start Network detection

Executes the network detection.

Insert In Configuration

Copies a selected device to the configuration view.

Copy All Copies all detected devices to the configuration view.
Properties Displays the properties of the EDS file.
Show EDS Displays the contents of the EDS file.

Open File Location

Opens the system folder where the EDS file is added.
This icon is not shown in the toolbar.
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Logger

This view displays the following types of records that are logged during edit operation.

* Fatal

* Error(s)

» Warning(s)

* Message(s)

* Reserved

The maximum number of log records is limited by the maximum log size that is specified as a logger option.
The right-click menu provides commands to work with displayed records.

Item Description

Clear All Deletes all records displayed in the logger view.

Copy Selection Copies records selected in the logger view.

Copy All Copies all records displayed in the logger view.

Options Displays the logger options. (==~ Page 84 Options)

Save Export records from the logger view to a text file.
Options

Right-click in the logger view and select "Options" to display this window.

x

Maximum Number of Lines in Logger View

Store Messages in Project |+
Log max size in the project (in Kb) EI

Displayed Level: |4 - Message ~ |

W
c
S
i
(=]
5
o
o
[=]
—

Ok ) | Cancel |

Item Description Default Allowable setting range

Maximum Number of Lines | Set the number of lines to display. 500 10 to 10000

in Logger View

Store Messages in Project | Set whether to store messages. Selected —

Log max size in the project | Set the upper limit of capacity for collected log records. | 50 1 to 1048576

(in Kb)

Displayed Level Set the lowest level of records to be displayed. 4 - Message * 1 - Fatal
« 2 -Error
* 3 - Warning
* 4 - Message
« 5 - Reserved

Window

Layout Style Manager

The color of CIP Safety Configuration Tool can be changed in accordance with the selected color.

Help

About

The installed files of CIP Safety Configuration Tool are displayed in a hierarchy.
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8 COMMUNICATION TYPE

8.1

Standard Communications

Communication is performed between the CIP Safety module and EtherNet/IP device on the network.

The CIP Safety module performs data communication between the originator and the target using the following

communication method.
* Class1 communications
* UCMM communications

Communication method

Communication
cycle

Connection
establishment

Request
source

Request
destination

Description

Reference

Class1
communications

Instance

communications

Fixed scan

Established

Originator

Target

This is the most commonly
used communication
method for EtherNet/IP.
Specify the instance
number to communicate.

Page 88
Instance
communications

Tag

communications

Fixed scan

Established

Consumer

Producer

This is a communication
method specialized for
communication between
programmable controllers.
Specify the defined
producer tag to receive the
data held by the external
device.

Communication is
performed from the
producer to the consumer.
In order for programmable
controllers to send data to
each other, it is necessary
to set up a connection
from both sides to the
other producer tag.

Page 93 Tag
communications

UCMM
communications

Message

communications

Acyclic

Not established

Client

Server

This is a request/response
type communication
method that executes
various services by
specifying the CIP object
defined in the EtherNet/IP
device.

Page 95
Message
communications

Main applications

EClass1 communications
* Instance communications: Device control, data communications with other programmable controllers

» Tag communications: Data communications with other programmable controllers

BUCMM communications
* Message communications: Parameter setting, diagnostics and information reading
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Class1 communications

With Class1 communications, data communications are performed at a fixed scan by establishing connections between the
CIP Safety module and EtherNet/IP devices.

There are two methods in which to establish communications: instance communications that use instance IDs and tag
communications that use tag names.

The originator or target assigns the send/receive range to the buffer memory for each connection and automatically
communicates data. Since this data is accessed from the program, it is normally expanded to the device memory of the CPU
module by auto refresh.

CPU module Originator/target Originator/target
Device area Buffer memory Buffer memory
(D/WIR/ZR)

< Auto refresh > <nstance communications/tag communications>
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setting compatibility

EWhen the CIP Safety module is the originator
O: Request to the external device possible, X: Request to the external device not possible

Instance Exclusive Owner 1
communications Input Only
Listen Only

Redundant Owner

Ol x|O|0O|0O
x| x| x| x| x
x| x| x| x| x
Ol x|O|O|O
Ol x|O|O|O
x| x| x|x|0O

Ol x| O|O| O

Tag Input Only
communications

*1 Connection requests can be set, but are always sent from the CIP Safety module with a fixed size (size setting value).

EWhen the CIP Safety module is the target
O: Request to the external device possible, X: Request to the external device not possible

Instance Exclusive Owner’

communications Input Only

Listen Only

Redundant Owner

Ol x| x|0O|0O
X | x| x| x| x
X | x| x| x|x
Ol x|x|0O|0O
X[ x| x| x| x
Ol x| x|0O|0O
X | x| x| x| x

Tag Input Only
communications

*1  With the setting that allows for one connection, communication is not possible for Exclusive Owner connections with 2 or more
connections.
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Instance communications

Instance communications are mainly used when communication is to be performed with EtherNet/IP devices at a fixed scan.
Data communications are performed between the CIP Safety module and the EtherNet/IP device at a fixed scan by
establishing connections using an instance ID.

The CIP Safety module acts as an originator or target.

The following connection types are available.

» Exclusive Owner

* Input Only

* Listen Only

EWhen the connection type is Exclusive Owner
Exclusive Owner is used when sending and receiving data using a single connection.

/CIP Safety module \ Connection open /EtherNetJIP device \
e }
Originator (1] Target
1. ................................ -
Response
Buffer memory o Send data
'Class1 Input Area’
(Un\G24576 to Cyali o
Un\G57343, yclic transmission
Un\G1073152 to
Un\G1105919)
Buffer memory o Receive data
'Class1 Output Area
(Un\G61440 to Cyali o
Un\G94207, yclic transmission
Un\G1110016 to
Un\G1142783)

@ The CIP Safety module (originator) sends a connection open request, then the EtherNet/IP device (target) responds it and establishes the connection.

@ Send data of the EtherNet/IP device (target) is sent by cyclic transmission and the data is stored in 'Class1 Input Area' (Un\G24576 to Un\G57343,
Un\G1073152 to Un\G1105919) of the CIP Safety module (originator).

© Data in 'Class1 Output Area' (Un\G61440 to Un\G94207, Un\G1110016to Un\G1142783) of the CIP Safety module (originator) is sent by cyclic transmission
and the data is stored in the receive data buffer of the EtherNet/IP device (target).
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HEWhen the connection type is Input Only
Input Only is used when only receiving data using a single connection.

/C”D Safety module N Connection open /EtherNet/IP device N
e .}
Originator > I o n Target
R
Buffer memory esponse Send data
'Class1 Input Area' < L2)
(Un\G24576 to ’ .
Un\G57343, Cyclic transmission
Un\G1073152 to
Un\G1105919) \ /
Connection open /EtherNet/IP device \
T o o g Target
arge
A L )
Response Send data
2 -
Cyclic transmission

@ The CIP Safety module (originator) sends a connection open request, then the EtherNet/IP device (target) responds it and establishes the connection.
@ Send data of the EtherNet/IP device (target) is sent by cyclic transmission and the data is stored in 'Class1 Input Area’ (Un\G24576 to Un\G57343,
Un\G1073152 to Un\G1105919) of the CIP Safety module (originator).
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EWhen the connection type is Listen Only

Listen Only is used when receiving data from multiple devices for a single connection.

The same multicast communication settings need to be set for both the scanner with the connection of Exclusive Owner or
Input Only and the scanner with the connection of Listen Only.

The connection of Listen Only cannot be opened when the connection such as Exclusive Owner and Input Only that is set for
multicast communications is not opened.

Even when communications are performed normally with the target that is opened using Listen Only, the data receiving will be
stopped if all the communications with other originators that are opened using the connection such as Exclusive Owner and
Input Only that is set for multicast communications.

/CIP Safety module \ Connection open  ( EtherNet/IP device \ (' CIP Safety module \
Originator 1 I 9 _________ _ Target Originator
Response
Buffer memory Send data Receive data
(2] (3]
'Class1 Input Area’
(Un\G24576 to : . ]
Un\G57343, Cyclic transmission g/cl)ur::]iitications
Un\G1073152 to
Un\G1105919) \ )

@ The CIP Safety module (originator) sends a connection open request, then the EtherNet/IP device (target) responds it and establishes the connection.
@ Send data of the EtherNet/IP device (target) is sent by cyclic transmission and the data is stored in 'Class1 Input Area' (Un\G24576 to Un\G57343,
Un\G1073152 to Un\G1105919) of the CIP Safety module (originator).

© In Exclusive Owner or Input Only connection, sending data by the multicast communications sends to the receive data buffer of the CIP Safety module
(originator (Exclusive Owner or Input Only)) by cyclic transmission.

ESetting method
This communication method can be used by setting Class1 communications (instance communications) for EtherNet/IP
devices.

[=5~ Page 121 Parameter settings

8 COMMUNICATION TYPE
8.1 Standard Communications



EBuffer memory to be used

Name

Address

Description

P1

P2

Class1 Input Area

Un\G24576 to Un\G57343

Un\G1073152 to Un\G1105919

The data receive area

Class1 Output Area

Un\G61440 to Un\G94207

Un\G1110016 to Un\G1142783

The data send area

Class1 Input data size

Un\G98304 to Un\G98431

Un\G1146880 to Un\G1147007

The data input size for each
connection

Class1 Output data size

Un\G98560 to Un\G98687

Un\G1147136 to Un\G1147263

The data output size of each
connection

Class1 Start offset address to the
input data

Un\G98816 to Un\G98943

Un\G1147392 to Un\G1147519

The start address of the input data
area for each connection

Class1 Start offset address to the
output data

Un\G99072 to Un\G99199

Un\G1147648 to Un\G1147775

The start address of the output data
area for each connection

Class1 communication status data
link status

Un\G99408 to Un\G99415

Un\G1147984 to Un\G1147991

The communication status of each
connection

Class1 communication status error
status

Un\G99424 to Un\G99431

Un\G1148000 to Un\G1148007

The error status of each connection

HI/O signals to be used
+ 'Module READY" (X0)

« 'Port start status (P1)' (X1), 'Port start status (P2)' (X11)

HError codes and event codes that occur

Type Code

Error code 3110H

Event code 00100H
00400H
00401H
00800H
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HPrecautions
* When the CIP Safety module is the target, if multiple connections are connected for one connection setting in multicast

communications and unicast communications, the number of connections will be one in the setting. However, the number
of used connections will be equivalent to the number of connected connections. The total number of used connections is up
to 64.

Originator 1 Originator 2 | Originator 64

Target
2 connections for the settings

Connection No.1
Number of
used connections: 1

Number of
used connections: 1

Py

Number of
used connections: 1

Number of
used connections: 2

-

Number of

€---==pemmem—————— used connections: 1

Number of
1

used connections: 64 |
1

D '

h
Connection ------e------------'p
failed | |

Number of

Connection No.2 used connections: 1

Due to the parameter settings, the number of connections is 2. However, if there are 64 originators connected to the connection number 1 and the 65th
originator tries to connect to connection number 2, the connection will not be made and an error will occur.

» The current number of consumed connections can be checked from 'Number of connection consumed' (Un\G1777843,
Un\G1777844).

« |f the current number of consumed connections is 64, 36FBFBOAH will be stored in 'Class1 Connection Behavior Error
status' (Un\G99584 to Un\G100351, Un\G1148160 to Un\G1148927).

« If the CIP Safety module is the target, when connecting multiple connections for one connection setting, multicast
communications and unicast communications can be mixed.

Existing connection Connection to be connected additionally

Multicast communications

Unicast communications

Exclusive Owner
Input Only

Listen Only

Exclusive Owner
Input Only

Listen Only

Not performed

Can be connected (new
connection)

Cannot be connected !

Can be connected (new
connection)

Cannot be connected”!

During multicast
communications

Can be connected 2

During unicast

Can be connected™

Can be connected

communications

*1 ACIP response code (General Status: 1H, Extended Status: 119H) is sent to the external device.

*2 Communication from the target to originator reuses multicast communications, and thus the load on the CIP Safety module and the line
is low.

Communication in which both directions are handled (from the target to originator, and from the originator to target) is newly started, and
thus the load on the CIP Safety module and on the line is high.

* In multicast communications, connection cannot be made if the existing connection and the connection settings are

*3

different. Each originator to be connected must match the settings of the following parameter items. Otherwise, a CIP
response code is sent to the additionally connected device.

Parameter item General Status Extended Status
RPI from the target to originator 1H 112H
Size from the target to originator 1H 134H
Fixed/Variable from the target to originator 1H 135H
Priority from the target to originator 1H 136H
Transport Class 1H 137H
Production Trigger from the target to originator 1H 138H
Production Inhibit Time from the target to originator 1H 139H

8 COMMUNICATION TYPE
8.1 Standard Communications

92



* In unicast communications, connection can be made even if the existing connection and the connection settings are
different.

« If the Ethernet cable is disconnected and connected within 3 seconds or if it is connected to a different port during
communication, connection will not be established again, causing a data link error in some cases. In this case, disconnect
and connect the Ethernet cable again.

Tag communications

Tag communications are used when communication is to be performed between programmable controllers.

Data communications are performed at a fixed scan by establishing connections between tags whose tag name and data size

are the same.

Producer tag data can be received by specifying the destination (IP address), tag name, and data size of the producer tag on

the consumer tag side.

Producer tags and consumer tags are defined between programmable controllers and connections are established from both

sides for communicating data each other.

» Producer tag: This tag is for sending data. It receives a connection establishment request from the consumer and sends the
data to the consumer.

» Consumer tag: This tag is for receiving data. It makes a connection establishment request to the producer and receives the
data from the producer.

CIP Safety module (producer) External device (consumer)
Tag name: Class1_Data1 Tag name: Class1_Data1
Producer tag Consumer tag -
Data Size: 8 Data Size: 8
Buffer memory I/O area
'Class1 Output Area'
(Un\G61440 to
Un\G94207,
Un\G1110016 to
Un\G1142783)
CIP Safety module (consumer) External device (producer)
Tag name: Class1_Data2 Tag name: Class1_Data2
Consumer tag Producer tag -
Data Size: 8 Data Size: 8
Buffer memory I/O area
'Class1 Input Area’ L
(Un\G24576 to \
Un\G57343,
Un\G1073152 to
Un\G1105919)
Pointp

« It is necessary to set the producer tag and consumer tag for each external device that wants to
communicate with the CIP Safety module.
» Tags whose tag name and data size are the same form a set of communication settings for communication.
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HFor producer
If the producer tag is set, data is sent to the external device when a connection establishment request is made from the

external device for which the corresponding consumer tag is set.

If the tags are set correctly for the CIP Safety module and the external device, communication will start automatically when
both communication preparations are complete.

The CIP Safety module sends the data stored in 'Class1 Output Area' (Un\G61440 to Un\G94207, Un\G1110016 to
Un\G1142783) to the receive area of the external device.

BFor consumer
If the consumer tag is set, data is received from the external device when a connection establishment response is made from

the external device for which the corresponding producer tag is set.

If the tags are set correctly for the CIP Safety module and the external device, communication will start automatically when
both communication preparations are complete.

The CIP Safety module receives the information of the output area of the external device in the 'Class1 Input Area’
(Un\G24576 to Un\G57343, Un\G1073152 to Un\G1105919).

ESetting method
This communication method can be used by setting Class1 communications (tag communications) for EtherNet/IP devices.
[=5~ Page 142 Parameter settings

EBuffer memory to be used
(=5~ Page 91 Buffer memory to be used

HI/O signals to be used
[=5~ Page 91 /O signals to be used

HError codes and event codes that occur
(=5~ Page 91 Error codes and event codes that occur

EPrecautions
[=5~ Page 92 Precautions
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UCMM communications

In UCMM communications, data read/write commands are used to communicate between the CIP Safety module and the
EtherNet/IP device at a desired timing without establishing connections.

The functions include a client function (commands are sent from the CIP Safety module to the EtherNet/IP device) and a
server function (commands are sent from the EtherNet/IP device to the CIP Safety module).

Communication method Client function Server function

Message communications Used Used

Message communications

Message communications allow for the CIP object of the external device to execute various services. Communications start

without establishing connections.

Also, the parameter settings of the external device can be written, and the device information can be read.
With the client function, the buffer memory is used to communicate with arbitrary timing.

The server function communicates at the timing when the request on the client side is processed.

+ Client function

Command request

| >
C—

Command response

Client

CIP Safety module \
'UCMM data link (No.1) request area' Buffer memory
(Un\G153600 to Un\G154623,

Un\G1202176 to Un\G1203199),
'UCMM data link (No.1) response area’
(Un\G154624 to Un\G155647,
Un\G1203200 to Un\G1204223)
- /

» Server function

Command request

Command response
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ESetting method
« Server function: This function can be used to set the IP address for the CIP Safety module. (==~ Page 58 Network 1: EIP/

CIPS Scanner, Network 2: EIP/CIPS Scanner)
« Client function: This function can be used to set a request to the buffer memory. (==~ Page 96 Buffer memory to be used)

EBuffer memory to be used

Name Address Description
P1 P2
Data link execution request (No.1 to Un\G151552 to Un\G151553 Un\G1200128 to Un\G1200129 Used for requesting/checking the
No.32) communication status.
Data link execution request Un\G151568 to Un\G151569 Un\G1200144 to Un\G1200145
acceptance (No.1 to No.32)
Data link execution completion (No.1 | Un\G151584 to Un\G151585 Un\G1200160 to Un\G1200161
to No.32)
UCMM communications (No.1 to Un\G153600 to Un\G219135 Un\G1202176 to Un\G1267711 The communication request area for
No.32) the client

HI/O signals to be used
* 'Module READY" (X0)
« 'Port start status (P1)' (X1), 'Port start status (P2)' (X11)

HMError codes that occur

Type Code
Error code 3110H
ECommand

Items such as data and parameters can be read and written with commands.
For details on supported commands (objects), refer to the CIP specifications.
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8.2 safety Communications

The CIP Safety module operates as an originator or target, establishes a connection with a CIP Safety compatible device, and
performs safety communications at a fixed scan.

There are two methods in which to establish safety communications: instance communications that use instance IDs and tag
communications that use tag names.

Both communication methods allow unicast and multicast communications.

The side that sends data is the producer, and the side that receives data is the consumer.

The following table shows the combinations that can be set for each communication method.

O: Settable, X: Not settable

Originator O @] O X O X

Target O O X O X O

- Precautons

If a momentary power failure occurs, the error is detected and the safety communications may be suspended. To restart the
safety communications, release an interlock.

For measures against the momentary power failure, refer to the following.

MELSEC iQ-R Module Configuration Manual

n setting compatibility

HEWhen the CIP Safety module is the originator
O: Request to the external device possible, X: Request to the external device not possible

Instance Producer
communications

Consumer

Tag communications Producer

Consumer

O| 0|0 O
X | x| x| x
x| x| x| x
O| 0|0 O
O|O|0O]O

EWhen the CIP Safety module is the target
O: Request to the external device possible, X: Request to the external device not possible

Instance Producer

communications Consumer

Tag communications Producer

O| 0|0 O
X | x| x| x
x| x| x| x
O| 0|0 O
O| 0|0 O

Consumer
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Overview of safety communications

The following describes the communication between the CIP Safety module and a CIP Safety compatible device.

Safety communications when unicast is selected

HEBetween the CIP Safety module (consumer) and an input device (producer)
When receiving data from a CIP Safety compatible device, set the CIP Safety module as the originator and consumer.

/CPU module CIP Safety module \ /CIP Safety compatible device\
Consumer Producer
Safety device
(receive data) Send data
- ° - ° @
< < |

@ The status of the external device is stored in the safety input of the CIP Safety compatible input device (producer).
@ By transferring the safety data, the status of safety input of the CIP Safety compatible input device (producer) is stored in the safety device (receive data) of
the CPU module connected to the CIP Safety module (consumer).
HBetween the CIP Safety module (producer) and an output device (consumer)
When sending data to a CIP Safety compatible device, set the CIP Safety module as the target and producer.

/CPU module CIP Safety module CIP Safety compatible device

Producer Consumer

Safety device
(send data) Receive data I3}

A

- I | ° k>-: @

@ The safety device (send data) of the CPU module connected to the CIP Safety module (producer) turns on.

@ By transferring safety data, the status of the safety device of the CPU module connected to the CIP Safety module (producer) is stored in the safety output
of the CIP Safety compatible output device (consumer).

© The safety output status of the CIP Safety compatible output device (consumer) is output to the external device.

Pointp

Data and signals can be communicated between the CIP Safety module (producer) and the CIP Safety
compatible output device (consumer) only when either of the following conditions is met: the CIP Safety
module is the target; the CIP Safety module is the originator and a consumer connection to the CIP Safety
compatible output device exists.
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HEBetween the CIP Safety modules (producer/consumer)
When communicating data with a CIP Safety compatible device, set one producer connection and one consumer connection
in the CIP Safety module and set the CIP Safety module as the producer and consumer.

/ CPU module CIP Safety module \ /CIP Safety compatible device\
Consumer Producer
Safety device
(receive data) 2} Send data
° | —
Producer Consumer

Safety device
(send data)

) Receive data

| - = -

@ The safety device (send data) of the CPU module connected to the CIP Safety module (producer) turns on.

@ By transferring safety data, the status of the safety device (send data) of the CPU module connected to the CIP Safety module (producer) is stored in the
safety device (receive data) of the CPU module connected to the CIP Safety module (consumer).

=/
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Safety communications when multicast is selected

EWhen receiving data from a CIP Safety compatible device
When receiving data from a CIP Safety compatible device, set the CIP Safety module as the originator and consumer.

/ CPU module \/ CIP Safety module \ [ CIP Safety \ [ CIP Safety \
compatible device compatible device
Consumer Producer Consumer

Safety device
(receive data) Send data Receive data

N N
N 7

A N ) A — A /
Same data
(multicast)
Point

Set the same RPI for all devices that receive data by multicast communications.

HEWhen sending data to a CIP Safety compatible device
When sending data to a CIP Safety compatible device, set the CIP Safety module as the target and producer.

/CPU module \/CIP Safety module CIP Safety
compatible device
Producer Consumer

Safety device

(send data) Receive data

Producer communications

T\ &

CIP Safety
compatible device

Consumer

Receive data

Same data
(multicast)
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How to check the status during safety communications

Information indicating whether safety communications are normal for each connection is stored in the Oth and 8th bits of the
receive data storage device (SA\OO) of the CPU module set for each connection.

Item Description

Consumer safety connection status (Oth | Indicates whether safety communications of the consumer connection are normal.
bit of the safe input device) The bit is on when normal and is off when abnormal.

Also, if the consumer connection is not set, this bit will always remain turned off.

If the bit is on, create a safety program such that the safety input data is enabled.

Producer safety connection status (8th Indicates whether safety communications of the producer connection are normal.
bit of the safety input device) The bit is on when normal and is off when abnormal.

Also, if the producer connection is not set, this bit will always remain turned off.

If the bit is on, create a safety program such that the safety output data is enabled.

[Ex]

When the safe input device is set from SA\X0 and the consumer safety connection status changes to on

/CPU module \/CIP Safety module \ CIP Safety \

compatible device

Consumer Target
Safety device
(receive data) Send data
SAX0:On gk c —-— Enable
SAX8: Off y onsumer communications
Producer Consumer

Safety device
(send data) Receive data

A\ AN / AN J
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[Ex]

When the safe input device is set from SA\X0 and the producer safety connection status changes to on

/CPU module \/CIP Safety module \ ( CIP Safety \

compatible device

Consumer Target
Safety device
(receive data) Send data

SAXO: Off .

Producer Consumer

Safety device
(send data) Receive data

N
Producer communications
1Z

A\ AN / AN J

» Unicast: Since the number of connections that can be established for one connection setting is one, if an error occurs in
safety communications, the consumer safety connection status and the producer safety connection status are turned off.

» Multicast: The number of connections that can be established for one connection setting may be multiple. In that case, if
there is even one connection that can perform safety communications normally, the producer safety connection status turns
on, and if safety communications on all connections become abnormal, it turns off.
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Precautions

* When safety input data is received in safety communications, two bytes of system data is added and stored as well.
Therefore, the receive data storage device (SA\OO) of the CPU module secures two bytes more areas in addition to the
areas of safety input data to be received by safety communications. For the receive data storage device (SA\OO) of the
CPU module, set it even when setting only the producer connection.

Receive data storage device Send data storage device

Bit 7 Bit1 Bit0 Bit 7 Bit 0
1st byte System area (1) 1st byte
2nd byte System area 2)
3rd byte

Safety output data
Safety input data
14th byte

16th byte

(1) Consumer safety connection status
(2) Producer safety connection status

* When the status of safety communications changes from abnormal to normal, the consumer safety connection status and
producer safety connection status automatically change from off to on.
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The number of safety connections used

The following describes the examples of when the CIP Safety module sends data by multicast.

[Ex]

When establishing 15 connections with the originator for the multicast connection setting

1
Target (producer) E Originator 1 (consumer) Originator 15 (consumer) Originator 16 (consumer)
1 connection for the setting !

1

1

|

1

Connection No.1 Connection establishment

1

1

1

1

1

1

1

:

1

Number of used @ Number of used 1
Ip——— - !
1

1

1

1

1

1

1

1

1

connections: 1 connections: 1

Connection establishment

Number of used e o o o -
connections: 15

Number of used
connections: 1

L_

L L P

Connection establishment
failed

B 0% | mammnYmmmmnpmannnnannnnnnonhnnnnnonnnnnnnpa] LI

connections: 16 1 R | connections: 1

Only one connection is set, but the number of consumed connections is the number of connections connected to the
originator (up to 15).

When establishing 15 connections of originators 1 to 15 (consumer) to connection number 1 of the target (producer), if
originator 16 tries to connect to connection number 1, the connection cannot be established.

[Ex]

When only one connection can be established with the originator for the multicast connection setting

Originator 120
(consumer)

Target (producer)
120 connections
for the settings

Originator 1
(consumer)

Originator 2
(consumer)

Originator 119
(consumer)

Originator 121
(consumer)

Connection No.1 Connection

establishment
Number of used = - Number of used
connections: 1 connections: 1

Connection No.2 Connection
establishment

Number of used - -
connections: 2

Number of used
connections: 1

w o ------oo

R Rt

Connection No.119  |connection
establishment;

Number of used - 1
connections: 119 |

Number of used
connections: 1

hmmm———————

Connection No.120 | connection

establishment,

Number of used @ \
- memmmmmme—————

Number of used

goTIITIIIIgTIIoIIzIoIoIs

e IR e T EEE TR PP P

. e s )
connections: 120 I ! connections: 1
1 1
Connection : : : | |
establishment| H . |
failed ! ! Vol !
Number of used ! ! V! | Number of used
) gy Uy Ly ey S Ay Iy iy S —— )
connections: 121 1 " 1 N 1| connections: 1
b R b ]  ————

If the number of unicast connections is set to 119 (connection number 1 to 119) and the number of multicast connections is set
to 1 (connection number 120), 120 connections are used at that point.
Therefore, if originator 121 tries to connect to connection number 120, the connection cannot be established.
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Precautions for using the safety communications

Check the following when testing the entire system operation.

1. UsecIP Safety Configuration Tool to set the safety connection and write the parameters to the CIP Safety module.
O [Configuration] = [Safety Communication Module] = [Safety Communication Module Access] = [Save configuration to

module]

2. Reset the CPU module or power off and on the system, then check whether the same value between the acquired value
from the CIP Safety module and the setting value in CIP Safety Configuration Tool with the output list. (Check both ports
as necessary.)

For details, refer to Step 17 as below.

[=5~ Page 172 Parameter settings for the CIP Safety module (target)

3. Forthe safety connection, check that the safety connection status is normal and safety input and output data are normal.
(==~ Page 103 Precautions)

4. Check thatall safety devices operate according to a program.

5. Check that the system is tested according to the system configuration and it has no problem.
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9 FUNCTIONS

9.1  Output Hold/Clear When the CPU Module Is
Stopped (at Error Occurrence/STOP State)

Whether to clear or hold the output data when the CPU module stops in standard communications can be set.

Data to be held or cleared is output from the CIP Safety module to another EtherNet/IP device on EtherNet/IP packet. ('Class1
Output Area' (Un\G61440 to Un\G94207, Un\G1110016 to Un\G1142783) is not cleared.)

The state in which the CPU module is stopped refers to the following two situations.

» CPU error: When a stop error occurs in the CPU module that manages the CIP Safety module

» CPU STOP: When the CPU module that manages the CIP Safety module is set to the STOP state

The settings differ depending on the type of communication method.

Communication method Setting
Class1 communications Enable
UCMM communications” Disable

*1 Regardless of this setting, message communications (client function) stop when the CPU module stops. This is because message
communications are executed by the program that uses buffer memory.
If an execution instruction is made directly to the CIP Safety module using the device monitor of an engineering tool instead of a
program, message communications will operate even when the CPU module is stopped.

Behavior

The following shows how the hold and clear operations behave depending on the CPU module status corresponding to each

setting status when the setting is enabled.

"Output Hold/Clear Setting "Output Hold/Clear Setting CPU module status Hold/clear

during CPU Error" during CPU STOP"

Hold Hold RUN — STOP Hold
Error stop Hold

Hold Clear RUN — STOP Clear
Error stop Hold

Clear Hold RUN — STOP Hold
Error stop Clear

Clear Clear RUN — STOP Clear
Error stop Clear

Precautions

For safety communications, the operation differs depending on the safe operation mode of the CPU module.

» Test mode: Output data is held at RUN to STOP and is cleared at a CPU module stop.

» Safety mode: Output data is cleared at RUN to STOP or a CPU module stop.

Setting method

For the setting method, refer to the following.

[Z=~ Page 37 Basic Setting
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9.2

This function guarantees the 1/0 data of Class1 communications between the CPU module and the CIP Safety module.

Block Assurance

By enabling this function, the I/O data inconsistency can be prevented.

In standard communications, whether or not to guarantee I/O data is determined according to the parameter settings of the
engineering tool.

In safety communications, I/O data is guaranteed regardless of the parameter settings of the engineering tool.

Behavior

When block assurance is enabled, block assurance is applied to I/O data for both write processing to the buffer memory and

read processing from the buffer memory.

Data assurance

p

CPU module

Device

A

Connection No.1
(4 words)

Connection No.3
(128 words)

Connection No.2
(32 words)

Connection No.3

CIP Safety module

Buffer memory

~

Refresh )

K Refresh

Connection No.1
(4 words)

Connection No.3
(128 words)

Connection No.2
(32 words)

>| Data assurance

Data assurance [< Connection No.3 >| Data assurance
(128 words) N1 | (128 words)
Connection No.4 Connection No.4
(12 words) (12 words)
\ N SR J

The range in which block assurance is applied is the range set for the auto refresh target of the following buffer memory. Block

assurance is applied per input area and output area. (Not applied per connection)
* 'Class1 Input Area' (Un\G24576 to Un\G57343, Un\G1073152 to Un\G1105919)
+ 'Class1 Output Area' (Un\G61440 to Un\G94207, Un\G1110016 to Un\G1142783)

Setting method

For the setting method, refer to the following.
[=5~ Page 37 Basic Setting

Precautions

« If this function is not enabled for standard communications, /O data may be separated into new data and old data during

auto refresh.
« If this function is enabled for standard communications, the transmission delay time will be longer.
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9.3 Auto Refresh

Auto refresh is a function that automatically performs refresh (transfer) operation between the buffer memory used in standard
communications (Class1 communications) and any device of the CPU module.

This function can be used to access the assigned device without having to directly access the buffer memory in the specified
area, thereby simplifying the program.

In addition, by also enabling block assurance, data inconsistency can be prevented.

Behavior

Auto refresh is executed during the END processing of the control CPU.
Also, only the devices set in the auto refresh setting is refreshed.

CPU module CIP Safety module
""""""" 1o ST T
Range set by Device Auto refresh Buffer E E E E E
the parameter T memory™ |1 ' : : i
: Auto refresh E E E E E
Range set by Device : Buffer ' , i :
the parameter T | memory? | : ! ! !
-------------
Range set by . ' Auto refresh | Buffer ; ; ;
Device . I I I
the parameter " T ™ memory® | ' '
Range st by . | Auto refresh ! I\:'\ Buffer E E
Device . ' '
the parameter 7 ; ; 1| memory* | !
Fixed range . ! i Auto refresh ' | Buffer '
Device N !
536 words . . . . 7| memory® |1
------------- R 4 smmeees
Fixed range Device ' h Auto refresh h h | Buffer
536 words T T T T T : memory®
.............. s S SRS SRR R

*1 'Class1 Input Area (P1)' (Un\G24576 to Un\G57343)

*2 'Class1 Output Area (P1)' (Un\G61440 to Un\G94207)

*3 'Class1 Input Area (P2)' (Un\G1073152 to Un\G1105919)

*4 'Class1 Output Area (P2)' (Un\G1110016 to Un\G1142783)

*5 'Class1 communication status (P1)' (Un\G99408 to Un\G99447), 'Class1 Connection Behavior Error status (P1)' (Un\G99584 to
Un\G100351)

*6 'Class1 communication status (P2)' (Un\G1147984 to Un\G1148023), 'Class1 Connection Behavior Error status (P2)' (Un\G1148160 to
Un\G1148927)
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Setting method

For the setting method, refer to the following.
(==~ Page 39 Auto Refresh Setting

Buffer memory to be used

The buffer memory to be automatically refreshed is the I/O data area and status area of Class1 communications (standard

communications).

Name

Address

P1

P2

Description

Class1 Input Area

Un\G24576 to Un\G57343

Un\G1073152 to Un\G1105919

The data receive area

Class1 Output Area

Un\G61440 to Un\G94207

Un\G1110016 to Un\G1142783

The data send area

Class1 communication status data
link status (Class1)

Un\G99408 to Un\G99415

Un\G1147984 to Un\G1147991

The communication status of each
connection

Class1 communication status error
status (Class1)

Un\G99424 to Un\G99431

Un\G1148000 to Un\G1148007

The error status of each connection

Class1 Connection Behavior Error
status input

Un\G99584 to Un\G99839

Un\G1148160 to Un\G1148415

The error code on the input side (at
the time of reception) that occurred at
each connection during Class1
communications is stored.

Class1 Connection Behavior Error
status output

Un\G100096 to Un\G100351

Un\G1148672 to Un\G1148927

The error code on the output side (at
the time of transmission) that
occurred at each connection during
Class1 communications is stored.

Precautions

« If block assurance is disabled, data inconsistency may occur. (=5~ Page 107 Block Assurance)

« Since auto refresh can be set only for each area, if the connection size is changed, the program needs to be modified after

the connection in which the device area is changed. Check the list of assignment destinations for each connection with the

engineering tool, and modify the program as needed. (==~ Page 39 Auto Refresh Setting)
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9.4 DLR Function

The DLR (Device Level Ring) function continues to communicate with a normally operating station even if a cable
disconnection occurs or a faulty station exists in the ring configuration. In the line topology, all stations after the point of cable
disconnection or faulty station are disconnected, but the data link with the normal station is maintained by using this function
in a ring topology.

In the CIP Safety module, a ring configuration can be set in combination with other devices that support the DLR function.

In addition, each can be a ring configuration with two networks.

Point ;>

» When using this function, check the firmware version of the CIP Safety module and software version of CIP
Safety Configuration Tool. (==~ Page 260 Added and Enhanced Functions)

» When using this function, use line configuration to configure the setting. If the ring configuration is used
before configuring the setting, a broadcast storm may occur, resulting in network failure.

Ring Configuration

A ring configuration is built with one or more ring supervisors and multiple ring nodes.

The CIP Safety module is compatible with both a ring supervisor and a ring node.

For details on the installation of ring configurations, refer to the following.

LTICIP specifications

The maximum number of ring nodes supported by the CIP Safety module is less than 50 nodes.
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Behavior

HFor one ring supervisor
* When an error occurs in the ring node

When an error occurs in the ring node 2, the active ring supervisor detects the error, notifies each station of the error, and
reconstructs the connection route.

When the error occurred in the ring node 2 is resolved, the active ring supervisor detects the recovery, notifies each station of
the normal detection, and reconstructs the connection route.

(1) Active ring supervisor
(2) Ring node 1
(3) Ring node 2
(4) Ring node 3
(5) Ring node 4

* When an error occurs in the active ring supervisor
When an error occurs in the active ring supervisor, the stations detecting and notifying the error are disconnected, so each
station cannot detect the error. The system configuration becomes a line topology state.

When the error occurred in the active ring supervisor is resolved, communications with the active ring supervisor is resumed.
The system configuration is back in the ring topology state.

1) (5)

(1) Active ring supervisor

(2) Ring node 1

(3) Ring node 2

(4) Ring node 3

(5) Ring node 4
HFor multiple ring supervisors

* When an error occurs in the ring node
The situation is the same as when an error occurs in a ring node with one ring supervisor. (>~ Page 111 For one ring
supervisor)

* When an error occurs in the active ring supervisor

When an error occurs in the active ring supervisor, the backup ring supervisor becomes the active ring supervisor, notifying
each station of the error, and reconstructing the connection route.

When the error occurred in the active ring supervisor is resolved, the station operating as the active ring supervisor returns to
the backup ring supervisor.

(1 ®)

1) Active ring supervisor

2) Ring node 1

3) Ring node 2

4) Ring node 3

5) Backup ring supervisor — Active ring supervisor

9 FUNCTIONS
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H When the ring fault is detected continuously
When using the CIP Safety module as the active ring supervisor, the module operates as follows.

» When the ring fault within 30 seconds is detected for five consecutive times, rapid fault (high-speed fault) occurs.

A
v
A
v
A
v
A
v

25s 20s 10s 20s

(1) Ring fault detection

1: First time

2: Second time

3: Third time

4: Fourth time

5: Fifth time (rapid-fault status)

» The ring fault which is detected after passing 30 seconds from the last ring fault detection is counted as the first time
because the condition of consecutive detection is reset.

25s 20s 10s 30s 5s

(1) Ring fault detection
1: First time

2: Second time

3: Third time

4: Fourth time

Once the rapid fault (high-speed fault) occurs, the status is not cleared automatically. For how to check and clear the rapid
fault (high-speed fault) status, refer to the following.
==~ Page 210 Communications cannot be properly performed using the DLR function
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Setting method

Operating procedure

1. StartcIP Safety Configuration Tool.
O [Navigation window] = [Parameter] = [Module Information] = [RJ71SEIP91-T4] = [CIP Safety Configuration Tool]

2. Display the DLR Supervisor settings on the [General] tab and set the DLR parameters.

Iﬂl-ll@ = &

File View Configuration DeviceLibrary Network Detection Window Help

-0Ox

4 T safety Communication Module

w9 Network 1 : EIP/CIPS Scannel
Identifier 192.168.1.1
Network 2 : EIP/CIPS Scanner
Identifier 192,168.2.11

2
H
=
£

-

&

A

o

&

[ seresy | vo wiapping | information | p/port | DLR | comment

DLR Supenvisor Cenfiguration

Ring Supervisor Enabled:

Ring Supervisor Precedence: | 0 ]
Beacon Interval: | 400
Beacon Timeout: | 1960

DLR VLAN ID: | [ ]

Item

Description

Setting range

Ring Supervisor Enabled

Sets whether to have the CIP Safety module operate with a ring supervisor or a ring node.
* Selected: Ring supervisor
* Not selected: Ring node™

« Selected
* Not selected
(Default: Not checked)

Ring Supervisor Precedence

Sets the active ring supervisor if multiple ring supervisors exist. When using the CIP Safety
module as the active ring supervisor, set its priority higher than that of other supervisors. The
higher the value is, the higher the priority is.

0 to 255
(Default: 0)

Beacon Interval

Sets the beacon interval.”"2"3

100us to 100000us
(Default: 400us)

Beacon Timeout Sets the beacon timeout. """ 800us to 500000us
(Default: 1960us)
DLR VLAN ID Sets the VLAN ID used in DLR protocol frames. 0 to 4094
(Default: 0)

*1  For the error detection time, refer to the following.

==~ Page 257 Time required for detecting and recovering from ring configuration error
*2 If the CIP Safety module is a backup ring supervisor, it is automatically overwritten with the value of the active ring supervisor.
*3 Set the beacon timeout to at least twice the beacon interval.
*4 When a ring node is selected, default (initial) values are written to the other four setting values.

Pointp

The above settings can also be set from the Device Level Ring (DLR) object. For details on the object, refer to

the following.
+ LTICIP specifications
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3. Click the [Save configuration to module] button to write the set parameters to the CIP Safety module.

File  View Configuration Device Library MNetwork Detection Window  Help
Y ‘ £, || B start Diagnostic |y Run Mode [ Idle Mode| |

onfiguration Tool

PR|™ Safety Communication Module m CPU Data Exchange

Metwork 1: EIP/CIPS Scanner

Local network interface [P address to use: | 0.0.0.0 - ]

Identifier 192,168.1.11 Access
Metwork 2 : EIP/CIPS Scanner

Identifier 192,168.2.11

Download to Target
Target IP Address: | 192,168.1.11 | | Save configuration to module |

oy
]
=
-]
o
=
ey
i
=
]
A
=
]
=
=
=]

| Update Firmware... |

4. Click the [Yes] button in the following window to save the configuration.

(@) SAVE CONFIGURATION

Your project must be saved before downloading it.
Would you like to save it now?

e | v |

5. Reset the CPU module or power off and on the system.
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Precautions

« For the ring configuration, use DLR-compliant devices. For details, refer to the manual of the device used.

» Aring configuration requires one or more ring supervisors. The ring supervisor setting is disabled by default for the CIP

Safety module parameters. If a ring configuration is used without a ring supervisor, an unmanaged network group is
configured. An unmanaged network group can lead multicast, unicast, or broadcast storms, possibly disrupting network
communications.

» When the CIP Safety module operates as a ring node, it operates as a beacon method node.

« If the cable disconnection frequently occurs, the communications may not be performed.

» The CIP Safety module has four ports, but some port combinations do not accept the ring configuration. The following table
shows the port combinations which can accept the ring configuration.

Port to be connected Ring configuration acceptability
P1-A P1-B Yes
P1-A P2-A No
P1-A P2-B No
P1-B P2-A No
P1-B P2-B No
P2-A P2-B Yes
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9.5

Safety Diagnostic Function

The following table shows the safety diagnostic functions of the CIP Safety module.

This information can be checked in the [Error Information] tab of the "Module Diagnostics" window of the CIP Safety module.
(== Page 205 Error information)

Item Description Diagnostic timing Error code Action
Memory RAM diagnostics Detects an error in the memory * At powering off and on | 3EO0H, 3E01H The possible cause is a
diagnostics installed in the CIP Safety module. | < Atreset hardware failure of the CIP
* During operation Safety module. Please
Firmware diagnostics Diagnoses whether the firmware is | « At powering off and on | 3E02H, 3E03H consult you!' local Mitsubishi
corrupt. * At reset representative.
System MPU/MCU diagnostics | Diagnoses whether an error has « At powering off and on | 3E10H to 3E2FH
diagnostics occurred in the MPU/MCU. « At reset
« During operation
Firmware operation Diagnoses whether firmware is During operation 3E04H to 3EO07H
diagnostics functioning normally.
Power supply | Power supply voltage Diagnoses whether power is being | During operation 3E08H, 3E09H
voltage monitoring supplied correctly.
monitoring
9 FUNCTIONS
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9.6 Firmware Update

This function updates the firmware of the CIP Safety module.
Execute the function with CIP Safety Configuration Tool.

Point}3

« All communications are stopped during the firmware update. Stop equipment targeted for the firmware
update and confirm the safety before executing the update.
« This function is available when the software version of CIP Safety Configuration Tool is "1.3.0.28" or later.

j *
(1

(1) Firmware file
A firmware file is read to CIP Safety Configuration Tool and is directly written to the CIP Safety module.
The firmware update is prioritized over standard communications and safety communications when it is executed during these

CIP Safety Configuration Tool

communications.

Communication type Behavior
Standard Class1 communications | Instance Instance communications are stopped and the firmware update is executed.
communications communications
Tag communications Tag communications are stopped and the firmware update is executed.
UCMM communications | Message Message communications are stopped and the firmware update is executed.

communications

Safety communications | ClassO communications | Instance Instance communications are stopped and the firmware update is executed.
communications

Tag communications Tag communications are stopped and the firmware update is executed.

9 FUNCTIONS
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Firmware update procedure

Operating procedure
1. StartcIP Safety Configuration Tool.
O [Navigation window] = [Parameter] = [Module Information] = [RJ71SEIP91-T4] = [CIP Safety Configuration Tool]
2. Click the [Update Firmware] button, and select the firmware file of the CIP Safety module.
[Geners T

Access
[ Local network interface IP address to use: 0.0.0.0 I

Target IP Address: |192.168.1.11 | Save cenfiguration to medule |

Update Firmware...

’/Duwnua[ to Target ‘

3. The following window appears and the firmware update starts. The MS LED and NS LED flash in orange. It takes a few
minutes for the firmware update to be completed.

Sending new Firmware

00:03 / 15:00

The following window is displayed when the firmware update is performed. Judge whether the writing has completed or has
failed by the LED status such as MS LED.

To check the update status, kindly refer to the device LEDs,
You can find the LED indication details in the user manual.

15:00 / 15:00

Close |

4. After the color of MS LED and NS LED flashing changes to green, power off and on the system. After checking the
writing completion with the LED status, close the firmware update window with the [ X] button in the upper right corner.

* When the writing is completed, the MS LED and NS LED flash in green.

* When the writing fails, the MS LED and NS LED flash in red.

5. Check that a new firmware version is displayed in the product information list of the system monitor of the engineering
tool.

9 FUNCTIONS
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Point >
» Do not reset the CPU module or power off and on the system until the MS LED and NS LED start flashing in

green. Doing so may cause a failure of the CIP Safety module, and the module may become unusable.

* An error (2450H: module major error) occurs on the CPU module some time after the firmware update
execution. Therefore, confirm that stopping the system does not cause any problems before executing the
firmware update.

» The LEDs status during firmware update is not reflected on the "Module Diagnostics" window of the
engineering tool.

« After the firmware update starts, the NS LED indication may change due to a factor such as communication
status change. In such a case, judge the firmware update status by the LED status such as MS LED.

* When communication with the CIP Safety module cannot be established due to an incorrect target IP
address or for other reasons, the following window appears and the firmware update does not start. Check
the CIP Safety module state.

o =

3

=8 ERROR: FTP ERROR: Update firmware failure: Cannot reach Target [P 192.168.3.1

LT]

=¥ To check the update status, kindly refer to the device LEDs.

= ‘You can find the LED indication details in the user manual.

=

00:04 /1500
| Close |
BLEDs during firmware update

Firmware update state RUN LED ERR LED MS LED NS LED
Writing Off Off Flashing (orange) Flashing (orange)
Writing completed Flashing (green) Flashing (green)
Writing failed Flashing (red) Flashing (red)

Precautions

Performing any of the following operations during firmware update may cause an error completion of the update, disabling the

CIP Safety module start or a second firmware update. Therefore, pay full attention when executing the firmware update.
» Power-off or reset

» Operating status change using the remote operation from the engineering tool or the switch of the CPU module

» Operation from an external device

» Connection/disconnection of the module targeted for the firmware update

» Firmware update start operation from the engineering tool

9 FUNCTIONS
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1 0 PROGRAMMING

Default settings are used for parameters that are not described in this chapter.

10.1 Class1 Instance Communications

This section describes examples of performing Class1 instance communications between the originator and the target.

System configuration example

The following system configuration is used for the examples of Class1 instance communications.

System configuration

[Frrerrrmn s 2
B AR s N

GX Works3

CIP Safety Configuration Tool

(1) Programmable controller system (originator)
« Power supply module: R61P

» CPU module: RO8SFCPU

« Safety function module: R6SFM

« CIP Safety module: RJ71SEIP91-T4 (P1)
(2) Programmable controller system (target)

» Power supply module: R61P

» CPU module: RO8SFCPU

« Safety function module: R6SFM

« CIP Safety module: RJ71SEIP91-T4 (P2)2

*1 IP address (P1): 192.168.3.51, subnet mask: 255.255.255.0
IP address (P2): 192.168.0.5, subnet mask: 255.255.255.0

*2 IP address (P1): 192.168.0.6, subnet mask: 255.255.255.0
IP address (P2): 192.168.3.2, subnet mask: 255.255.255.0

120 10 PROGRAMMING
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Parameter settings

Set parameters using the engineering tool and CIP Safety Configuration Tool.

Settings using the engineering tool
Connect the engineering tool to the CPU module and set the parameters.

BParameter settings for the CIP Safety module (originator)

Operating procedure

1. Setthe CPU module as follows.
O [Project] = [New]

Mew
Series |-i| RCPU i |
Type |- ROBSF v |
[Mode ~
Program Language |ﬁ Ladder V|
I OK I | Cancel |

2. Click the [OK] button.

MELSOFT GX Works3

User name is required to login to the selected module type.
Please create a user name to login.

3. Set the item and click the [OK] button.

Add New User

User Mame: | |

Access Level; Administrators ~
Grant full access to all functions.

Password: | |

Re-enter Password: | |

Password Strength: ° @ °

Please enter the password with 6 to 32 single-byte characters, numeric characters,
alphabets A-Z, a-z, single-byte space

and! "#5%80 %+, [;;<=>?@[] " _"{[}~.

Passwords are case-sensitive.

Add a GUEST User

GUEST user is a user who is able to skip entering password at User Authentication
window when reading/editing only a standard program.

Sl

4. Set the items in the "Save as" window and click the [Save] button.

10 PROGRAMMING 1 21
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5. Click the [Setting Change] button to set to use the module label.

MELSOFT GX W

Add a module.
[Module Name] ROSSFCPU
[Start [fO No.] 3E00

Module Label:Use
Sample Comment:Use

[ Do Mot Show this Dialog Again III

6. Setthe safety function module as follows.

O [Navigation window] = [Parameter] = [Module Information] = Right-click = [Add New Module]

Add New Module

B |[ e |
Module Selection
Medule Type &% CPU Extension |Z|
Module Name RESFM [~
Station Type
Advanced Settings
Mounting Position
Mounting Base Main Base
Mounting Slot Mo. 0 |Z|
Start I/O No. Specification Mot Set |Z|
Start 1/0 No. 0000 H

Number of Occupied Points per 1 51 16 Points

Module Name
Select module name.

7. Clickthe [OK] button in the following window to add the safety function module labels of the CPU module.

MELSOFT G

Add a module.
[Module Mame] RESFM

[Start /O No.] 0000

Module Label:Use
Sample Comment:Use

[l Do Mot Show this Dialog Again m

122 10 PROGRAMMING
10.1 Class1 Instance Communications



8. SetthecIP Safety module as follows.
O [Navigation window] = [Parameter] = [Module Information] = Right-click = [Add New Module]

Add New Module

B |[ e |
Module Selection
Medule Type (&% MNetwork Module |Z|
Module Name RIT1SEIP91-T4 |Z|
Station Type
Advanced Settings
Mounting Position
Mounting Base Main Base
Mounting Slot Mo. 1 |Z|
Start I/O No. Specification Mot Set |Z|
Start 1/0 No. 0010 H

2 Slots Occupied Points (Empty) 16 F 32Point

Module Name
Select module name.

9. Clickthe [OK] button to add the CIP Safety module labels of the CPU module.

MELSOFT

Add a module.
[Module Mame] RI71SEIP91-T4

[Start /O No.] 0020

Module Label:Use
Sample Comment:Use

[l Do Mot Show this Dialog Again m
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10. Set the items in "Basic Setting" as follows.
O [Navigation window] = [Parameter] = [Module Information] = [RJ71SEIP91-T4] = [Module Parameter] = [Basic

Setting]

0020:RJ715EIP91-T4 Module Parameter

Setting ltem List

|Input the Setting ltem to Search | IEI

5 B3 Item | Setting Value
= Class1 Supplementary Settings Setsupplementary seltings for Class1 communications.
[-{fly BasicSetting :
: A A ] Block assurance {Enable
-y Refresh Setting B E
=] ‘Dutput Maintenance Setiings Set Output Hold/Clear Setfing.
------ QOutput Hold/Clear Setting during CPU STOP Clear
o Qutput Hold/Clear Setting during CPU Error Hold

Explanation

Set whether "Enable’ or "Disable’ of the input /output data assurance module in Class 1 communication.
When "Enable" is selected, also set the Auto refresh setting.

tem List Find Result

>

£
11. Write the set parameter to the CPU module and reset the CPU module or power off and on the system.

O [Online] = [Write to PLC]

HMParameter settings for the CIP Safety module (target)
The settings are the same as the CIP Safety module (originator). ((=5~ Page 121 Parameter settings for the CIP Safety

module (originator))
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Settings using CIP Safety Configuration Tool

Connect CIP Safety Configuration Tool to the CIP Safety module, and set parameters.

HEParameter settings for the CIP Safety module (originator)

Operating procedure

1. StartcIP Safety Configuration Tool.
O [Navigation window] = [Parameter] = [Module Information] = [RJ71SEIP91-T4] = [CIP Safety Configuration Tool]

2. Setthe IP addresses.
+ Select "Network 1: EIP/CIPS Scanner" and set 192.168.3.51 to "IP Address" (P1).

= - Ox
'._E.
= File  View Configuration DeviceLibrary MNetwork Detection  Window  Help
g‘ | EI ﬂ@ |a8tart DiagnosticI*,Run Mode|$ldle Modelﬂ
I_E_: Configuration
_:,E‘J 4 T safety Communication Module m Safety | /O Mapping | Information | IP/Port | DLR | Comment
?; - EZ::;:;11;§||:£55551& 1 Scanner |P Address Settings *
i - =
i g Networlc2: EIR/CIPS Scanner P Address: | Detect || 192168351 ]
2 Identifier 192.168.2.11 Subnet Mask: | 255.255.255.0 |
MNetwork Gateway: | 0.0.0.0 |

~NINS Server -
+ Select "Network 2: EIP/CIPS Scanner" and set 192.168.0.5 to "IP Address" (P2).
= - Ox
'._E.
= File  View Configuration DeviceLibrary MNetwork Detection Window  Help
g‘ | EI ﬂ@ |a8tart DiagnosticI*,Run Mode|$ldle Mo“l!‘
I_E_: Configuration
_:,E‘J 4 T4 safety Communication Module m Safety | /O Mapping | Information | IP/Port | DLR | Comment
,'J_E Metwork 1: EIP/CIPS Scanner B . — -
2 |dentifier 192.168.3.51 Scanner |P Address Settings
i w9 Network 2 : EIP/CIPS Scanner P Address: | Detect | | 192:168.0.5 |
& Identifier 192.168.0.5 Subnet Mask: | 255.255.255.0 |

DNS Server
{ Primary DNS ServerAddress:| 0.0.0.0 ” -

3. Register an EDS file of the external device (target).
In this program example, registration of the EDS file is not required because the external device is the CIP Safety module.

Pointp

To connect an external device whose EDS file is not registered as the target, register the EDS file of the
device to the library. Once the EDS file is registered, re-registration is not required.

To register the EDS file, use the [Add EDS] icon in [Device Library] in CIP Safety Configuration Tool.
[Z=" Page 81 Adding EDS files
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4. Add (drag and drop) the external device (target) to "Network 1: EIP/CIPS Scanner".

File View Configuration Devicelibrary MNetwork Detection Window Help
||ﬂ|‘|§” “aStart D\agnosticl* Run Model%ld\e Mode|‘

4ESafetyCommunlcatlonMudu\e Safety /0 Mapping | Information | IP/Port | DLR | Comment O = fE”deﬂﬂdDEViCE'

« :Iz::;:r‘ll;g":ﬁ?siﬂ i Scanner IP Address Settings = | Q M J
IP Address: | Detect ] 192.168.3.51 4 | Catalog -

RIT1SEIP91-TA V1.1

dentifier 192.168.2.1 Subnet Mask: 255.255.255.0 a | MITSUBISHI ELECTRIC CORPORATION

4 |y Other

Metwaork 2 : EIP/CIPS Scanner
Network Gateway: 0.0.0.0 2 RIT1SEIP91-TA V1.1

L Identifier 192.168.0.5

nfiguration Tool

IP Safety Product ¢

4 |y Molex Incorporated
4 |y Generic Device
0 EIP/CIPS Generic Device V1.2

-

Primary DNS Server Address: 0.0.0.0
Secondary DNS Server Address: 0.0.0.0

DNS Server ‘

MNurnber of iterns: 2

5. Set the external device (target) added.
* [General] tab

Item Setting value
Adapter IP Address 192.168.3.2
Enable Standard Connections Selected
Enable Safety Connections Not selected™!

n Tool

File  View Configuration Device Library MNetwork Detection Window Help
||ﬂ|‘|§” |[ERAstart Diagnostic i, Run Mode | db Idle Mode| |

Configuratic

_:,E‘J 4 T safety Communication Module m Standard Settings | Information | IP/Port | DLR
,'J_E Metwork 1: EIP/CIPS Scanner L
2 “ B \dentifier 192168351 Identification
£ e Adapter IP Address: | 192.168.3.2 |
B Identifier 192.168.3.2
Metwork 2 : EIP/CIPS Scanner rPing
L Identifier 192,168.0.5 Send Ping
Loop
Stop on error
| Clear message |

~Connections
+'| Enable Standard Connections:

Enable Safety Connections:

Ch\Users\wa63151"\AppData\Local\MITSUBISHNSWnDMN-GPPW3'4f 1485d 9 2E697765FB499ABE  EagleProject. mmct | Modified

*1  When changing the tick mark from "selected" to "not selected" and if the following window appears, select "Yes".

(3 REMOVE SAFETY CONFIGURATION

The safety configuration will be deleted. Do you confirm the action?

e || v |
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* [Standard Settings] tab

Select "Exclusive Owner (Class1 Instance)" in "Selected Connections" and set the following.

Item Setting value
General This Connection is active at startup Selected
Input Connection Parameters (Target To Originator) Size 48
RPI 10
Output Connection Parameters (Originator To Target) Size 96
RPI 10

File View Configuration Devicelibrary Network Detection Window Help

@q@ [ start Diagnostic b, Run Mod | ldle Mode ||

[

-0Ox

a 1 Safety Communication Module

4 i Network 1 : EIP/CIPS Scanner
5 ldentifier 192.168.3.51

A RITISEIP91-T4 V1.1
Identifier 192.168.3.2

Network 2 : EIP/CIPS Scanner
5 ldentifier 192.168.0.5

Selected Connections

Exclusive Owner (Class1 Instance)

I Add 1 Remove |

Available Connections

Bxclusive Owner (Class1 Instance]
Input Only (Class1 Instance)
Input Only (Class1 Tag)

General BEULELRTSL NI Information | IP/Port | DLR
- Keying | Apptcaion Pt

- General

This Connection is active at startup: |v/

Timeout Multiplier: |

Connection Name: [Exclusive Owner (Class | Instance)

Connection Type: [Exclusive Ouner

|
|
Identifier: [ 1 |
J

(- Path Parameters

Assembly Instance (O->T): ‘

Assembly Instance (T->0): |

Connection Ne.1

Connection Ne.1

rInput Connection Parameters (Target To Originator)

Size: [48 | bytes
Input Mode: | Paint To Paint connection M
Input Type: | Fixed -]
Pricrity: | Scheduled - |
Trigger Type: | Cyclic -]
RPI: [10 | ms
~Output Connection Parameters (Originator To Target)
Size: [96 | bytes
Output Type: | Fixed -]
Pricrity: | Scheduled - |
RPE: [ 10 | ms

6. Select "Safety Communication Module" and set the current IP address of the CIP Safety module to "Target IP Address".

Pointp

The current IP address of the CIP Safety module can be checked on the system monitor of the engineering

tool.

7.

Click the [Save configuration to module] button to write the set parameters to the CIP Safety module.

Eile View Configuration Devicelibrary Network Detection Window Help

[ Start Diagnostic &, Run Mode & Idle Mode q

-Ox

LRI== Safety Communication Module

Network 1: EIP/CIPS Scanner

4 B \dentifier 192.168.3.51

[Coner [T
RIT1SEIP91-TA V1.1

Local network interface IP address to use:

| 0.0.0.0

[."-\cc&!t
Identifier 192.168.3.2

L Identifier 192.168.0.5 Target IP Address: | 192.168.3.51

Network 2 : EIP/CIPS Scanner annw to Target

[ Save configuration ta module | ‘

| Update Firmware... |
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8. Click the [Yes] button in the following window to save the configuration.

Would you like to save it now?

(@) SAVE CONFIGURATION

Your project must be saved before downloading it.

e | v |

9. Click the [Close] button in the following window.

00:15

o
&
o}
]
a
=
=
=1
i
=]
o
=
=

Success: Config flashing succeeds. Power cycle or reset the device,

]
Close

10. Atter downloading, reset the CPU module or power off and on the system.

11. Click the [Set TUNID] button.

O "Network 1: EIP/CIPS Scanner" = [Safety] tab

File View Configuration DeviceLibrary Network Detection Window Help

|4 BB | ER start Diagnostic | &, Run Mode | & Idic Mode |

4 T safety Communication Medule

a kal Network 1 : EIP/CIPS Scanner
Identifier 192.168.3.51
RJ71SEIPS1-TA V1.1
Identifier 192.168.3.2

Network 2 : EIP/CIPS Scanner
B \dentifier 192.162.0.5

GEneral\/OMapping Information | IP/Port | DLR | Comment

Identification

Scanner CIP Identifier: |

192.168.3.51 |

Safety Network Number |

I ECR—

Copy

J

Paste

J

Set TUNID

J

12. Click the [OK] button in the following window.

(® SET TUNID

TUNID has been set successfully and the module is now ready to be configured.

s

13. Click the [Set TUNID] button.
O "Network 2: EIP/CIPS Scanner" = [Safety] tab

File View Configuration DeviceLibrary Network Detection Window Help

|4 BB | ER start Diagnostic | &, Run Mode | & Idic Mode |

4 T safety Communication Medule
B Network 1: EIP/CIPS Scanner
B \gentifier 192168351
RJ7ISEIP91-T4 V1.1
Identifier 192.1683.2

wy Network 2 : EIP/CIPS Scanner
Identifier 192.168.0.5

10 PROGRAMMING
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General 1/0 Mapping | Informatien | IP/Port

DLR | Comment

Identification

Scanner CIP Identifier: |

192.168.0.5 |

Safety Network Number |

835 0009 A [

Copy

J

Paste

J

Set TUNID

J
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14. Click the [OK] button in the following window.

(0 SET TUNID

TUNID has been set successfully and the module is now ready to be configured.

Pointp

If TUNID is already set to the CIP Safety module, a following error message is displayed.

(%) SET TUNID

Impossible to Set TUNID, Propose TUNID return an error.

Module has correctly received the request and has returned this error: Object state conflict [CIP Status = 0Ch]

If the error message is displayed, execute Safety Reset with the following procedure, then set TUNID.
(1) Reset the CPU module or power off and on the system.

(2) Click the [Safety Reset] button in the [Safety] tab. When a window appears, select [Reset Type 2] as
shown below and click the [Reset] button in the displayed window.

~Choose Reset Type:

O Reset Type 0
Reset type 0 emulates as closely as possible cycling power on the device.

w
a
=
=
i}
i
i)
o
w
I

O Reset Type 1
Reset type 1 returns as closely as possible to the default configuration, and then emulate cycling power as closely as possible.

® Reset Type 2
Reset type 2 returns as closely as possible to the out-of-box configuration except to preserve the parameters checked in the
options below, and then emulate cycling power as closely as possible,

+'| Preserve Soft-set Macld

+'| Preserve Soft-set Baud Rate
Preserve the TUNID

+'| Preserve the Password

+'| Preserve the CFUNID

+'| Preserve the OCPUNID

Reset Cancel

(3) After 10 seconds, the LED status will be as follows.

» Firmware version of the CIP Safety module is "01": MS LED lights up in green, and other LEDs are turned
off

* When the firmware version of the CIP Safety module is "02" or later: MS LED lights up in red, and other
LEDs are turned off

(4) Reset the CPU module or power off and on the system.

15. Close CIP Safety Configuration Tool.
16. write the set parameter to the CPU module and reset the CPU module or power off and on the system.

O [Online] = [Write to PLC]

10 PROGRAMMING 12
10.1 Class1 Instance Communications 9




HEParameter settings for the CIP Safety module (target)

Operating procedure
1. StartcIP Safety Configuration Tool.
O [Navigation window] = [Parameter] = [Module Information] = [RJ71SEIP91-T4] = [CIP Safety Configuration Tool]

2. Setthe IP addresses.
+ Select "Network 1: EIP/CIPS Scanner" and set 192.168.0.6 to "IP Address" (P1).

= —Ox
2
= File  View Configuration Device Library MNetwork Detection  Window  Help
% | Y ‘@I [ B start Diagnostic i, Run Mode| d Idie Mode|
_:,E‘J 4 T safety Communication Module m Safety | /O Mapping | Information | IP/Port | DLR | Comment
& w9 Network 1 : EIP/CIPS Scanne: e e .
2 \dentifier 102.168.0.6 Scanner |P Address Settings
i gy Networlc2: EIR/CIPS Scanner IP Address: | Detect || 19216804 |
& Identifier 192,168.2.11 Subnet Mask: | 255.255.255.0 |
MNetwork Gateway: | 0.0.0.0 |
DS Server
[_ Neivemmme AMC Crmene Al demre nononon |] M

= - Ox
2
= File  View Configuration Device Library MNetwork Detection  Window  Help
% | H ‘@I B start Diagnostic i, Run Mode| & Idie Mode ||
4 T4 safety Communication Module m Safety | /O Mapping | Information | IP/Port | DLR | Comment
Metwork 1: EIP/CIPS Scanner -

) |dentifier 192.168.0.6 Scanner |P Address Settings

w9 Network 2 : EIP/CIPS Scanner IP Address: Iﬁj | 192168.3.2 |
Identifier 192.168.3.2 Subnet Mask: | 255.255.255.0 |

DINS Server

CIP Safety Product (

Primary DNS Server Address: | 0.0.0.0 |

Secondary DNS Server Address: | 0.0.0.0 |
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3. Set "Network 2: EIP/CIPS Scanner".
* [General] tab

Operating Mode Target (Class1) Selected
=0Ox

File View Configuration Devicelibrary Network Detection Window Help
E' [ stert Diagrostic |, Run Mode i, Idle Mode“
4 '} safety Communication Module Target (Class 1) | Safety | 1/0 Mapping | Infermation | IP/Port | DLR | Comrment |

[ Metwork 1: EIP/CIPS Scanner ~Scanner [P Address Seltings

Identifier 192.168.0.6 —_—
w9 Network 2 : EIP/CIPS Scanner P Address: | Detect |
3.2 Subnet Mask: 255.255.255.0

i DM5 Server

Secondary DNS Server Address: _

 Module Marme
Host Narne:

Domain Name:

 Ports Settings
Port 1 baud rate: auto negotiation b
Port 2 baud rate: auto negotiation b
Ping
Send Ping
:l Loop

:l Stop on error
| Clear message I

Target (Class 1)

Operating Mode
[ || safety Target (Class 0)

Configuration Surmmary

Maxirmurn Murnber of Standard Connections:
MNurnber of Standard Connections:

Maximum Number of Safety Connections:
Number of Safety Connections:

Maximurm Number of Packets Per Second:

i

Number of Packets Per Second:

* [Target (Class1)] tab
Click the [Add] button in "Target (Class1 Instance) definitions" and set the following.
Target (Class1 Instance) definitions T->0 Size 48
O->T Size 96

n

File View Configuration Devicelibrary MNetwork Detection Window Help

|E|' ||[ER stort Diagnostic| i, Run Mode e e Mode“
4 T Safety Communication Module m Safety | 1/0 Mapping | Information | IP/Port | DLR | Comrment |

‘ Metwaork 1: EIP/CIPS Scanner
Identifier 192.168.0.6 ~Target (Class 1 Instance) definitions

Add Remnove
Connection: T->0 Size 0->T Size Active on startup

1 O

guratic

~Target (Class 1 Tag) definitions

Add Remove

(O means Originator so it is an external scanner that will connect to the local slave - T means Target so this is the local slave)

10 PROGRAMMING 1 1
10.1 Class1 Instance Communications 3



4. Select "Safety Communication Module" and set the current IP address of the CIP Safety module to "Target IP Address".

Point ;>

The current IP address of the CIP Safety module can be checked on the system monitor of the engineering

tool.

5. Clickthe [Save configuration to module] button to write the set parameters to the CIP Safety module.

= -Ox
E File View Configuration Devicelibrary MNetwork Detection Window Help
t ||ﬂ|q D || ERstart Disgnostic d Run Mode db Idie Mode |
& Network 1: EIP/CIPS Scanner e
Z Identifier 192.163.0.6 peeess ]
= Network 2: EIP/CIPS Scanner Local network interface P address to use: | 0.0.0.0 M
=3 Identifier 192.168.3.2
:. Download to Target
g Target IP Address: | 192.168.0.6 | | Save configuration to module ]
| Update Firmware.., )
6. Clickthe [Yes] button in the following window to save the configuration.
Your project must be saved before downloading it.
Would you like to save it now?
T
7. Click the [Close] button in the following window.
o x
-‘.fa‘. Success: Config flashing succeeds. Power cycle or reset the device.
8 00:15
e
2
E Close
8. Atter downloading, reset the CPU module or power off and on the system.
9. Click the [Set TUNID] button.
O "Network 1: EIP/CIPS Scanner" = [Safety] tab
File View Configuration Devicelibrary Metwork Detection Window Help
H @I ER Start Diagnostic| &, Run Mode | &, ldle Mode ||
i% 4 ¥l Safety Communication Module General 1/0 Mapping | Information | IP/Part | DLR | Comment
- w9 Network 1 : EIP/CIPS Scanner
z Network 2 EIP/CIPS Scanner Scanner CIP Identifier: | 192.168.0.6 |
s B \gentifier 192.168.3.2
5 Safety Network Number: | 4A39_0009_A432 I Edit |
ré! | Copy |
Paste

Set TUNID
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10. Click the [OK] button in the following window.

(® SET TUNID

TUNID has been set successfully and the module is now ready to be configured.

T

11. Click the [Set TUNID] button.
O "Network 2: EIP/CIPS Scanner" = [Safety] tab

File View Configurstion Devicelibrary Metwork Detection Window  Help

@ B Start Diagnostic | &, Run Mode | &, ldle Mode ‘

Genera\\/UMappmg Information | IP/Port | DLR | Comment

4 1A safety Communication Module
Network 1: EIP/CIPS Scanner
Scanner CIP Identifier: | 192.1683.2

Identification

Edit |

Identifier 192.168.0.6
| ]
w9 Network 2 : EIP/CIPS Scanner
Identifier 192.168.3.2
Safety Network Number: | 4A39_0009_A4A8

Copy J

Paste
Set TUNID

12. Click the [OK] button in the following window.

(® SET TUNID

TUNID has been set successfully and the module is now ready to be configured.

T
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Point ;>

If TUNID is already set to the CIP Safety module, a following error message is displayed.

(%) SET TUNID

Impossible to Set TUNID, Propose TUNID return an error.

Module has correctly received the request and has returned this error: Object state conflict [CIP Status = 0Ch]

If the error message is displayed, execute Safety Reset with the following procedure, then set TUNID.

(1) Reset the CPU module or power off and on the system.
(2) Click the [Safety Reset] button in the [Safety] tab. When a window appears, select [Reset Type 2] as
shown below and click the [Reset] button in the displayed window.

~Choose Reset Type:

O Reset Type 0
Reset type 0 emulates as closely as possible cycling power on the device.

w
=
=
b
i}
=
]
&
I}
=
[w]

O Reset Type 1
Reset type 1 returns as closely as possible to the default configuration, and then emulate cycling power as closely as possible.

® Reset Type 2
Reset type 2 returns as closely as possible to the out-of-box configuration except to preserve the parameters checked in the
options below, and then emulate cycling power as closely as possible,

+'| Preserve Soft-set Macld

+'| Preserve Soft-set Baud Rate
Preserve the TUNID

+'| Preserve the Password

+'| Preserve the CFUNID

+'| Preserve the OCPUNID

Cancel

Reset

(3) After 10 seconds, the LED status will be as follows.
» Firmware version of the CIP Safety module is "01": MS LED lights up in green, and other LEDs are turned

off
* When the firmware version of the CIP Safety module is "02" or later: MS LED lights up in red, and other

LEDs are turned off
(4) Reset the CPU module or power off and on the system.

13. Close CIP Safety Configuration Tool.

14. write the set parameter to the CPU module and reset the CPU module or power off and on the system.

O [Online] = [Write to PLC]
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1. Set the Auto refresh setting.
O [Navigation window] = [Parameter] = [Module Information] = [RJ71SEIP91-T4] = Right-click = [Auto Refresh Setting]

2. Write the set parameter to the CPU module in the following window and reset the CPU module or power off and on the
system.

O [Online] = [Write to PLC]

ESetting the CIP Safety module (originator)

Meodule Auto Refresh Setting

T B~ [SSL VE
Output devices (iQ-R CPU -> CIP Safery) | Input devices (iQ-R CPU <- CIP Safety)

Buffer Start Address  End Address

Class1 Status(P1)

Class1 Statws(P2)

Class1 Input{P1) DO D23

Class1 Input{P2)

oK || Cancel

D100 D147

swovia || Gt

Output devices (iQ-R CPU -> CIP Safety) | Input devices (iQ-R CPU <- CIP Safety)

Buffer Start Address  End Address
Class1 Output{P1) D100 D147
Class1 Output{PZ)
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ESetting the CIP Safety module (target)

D1000 D1047

swovia || Gt

Output devices (iQ-R CPU -> CIP Safety) | Input devices (10-R CPU <~ CIP Safeny ]!

Buffer Start Address  End Address
Class1 Status(P1)

Class1 Stanus{P2)
GestipafPy)

Class1 Input{P2)  D10D0 D147

D1073

Output devices (iQ-R CPU -»> CIP Safety) | Input devices (iQ-R CPU <- CIP Safety)

Buffer Start Address  End Address

Class1 Outpu(P2) D1050 D1073
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Program example

48 bytes (24 words) of data are received from 'Class1 Output Area (P2)' (Un\G1110016 to Un\G1142783) of the target to
'Class1 Input Area (P1)' (Un\G24576 to Un\G57343) of the originator.

Also, 96 bytes (48 words) of data are sent from 'Class1 Output Area (P1)' (Un\G61440 to Un\G94207) of the originator to

'Class1 Input Area (P2)' (Un\G1073152 to Un\G1105919) of the target.

RPIl is 10ms.

RJ71SEIP91-T4 (originator)

RJ71SEIP91-T4 (target)

Ve

'Class1 Input Area (P1)'
(Un\G24576 to Un\G57343)

'Class1 Input Area (P2)'
(Un\G1073152 to Un\G1105919)

48 bytes (24 words) < » 96 bytes (48 words)

'Class1 Output Area (P1)'
(Un\G61440 to Un\G94207)

'Class1 Output Area (P2)'
(Un\G1110016 to Un\G1142783)

96 bytes (48 words)

48 bytes (24 words)

Program for the CIP Safety module (originator)

Classification | Label name Description Device
Module label RJ71SEIP91_1.bSts_ModuleReady Module READY X20
RJ71SEIP91_1.bSts_PortCommInProcessP1 Port start status (P1) X21
RJ71SEIP91_1.bSts_PortStopErrorStatusP1 Port stop error status (P1) X22
RJ71SEIP91_1.stEIPCIs1_P1.uSet_CommunicationStartupRequest_D EtherNet/IP communication start request | U2\G98048
RJ71SEIP91_1.stEIPCIs1_P1.bnSts_Class1DuringDataLink_Connection_D[1] | Data link status (Class1) U2\G99408.0
RJ71SEIP91_1.stEIPCIs1_P1.bnSts_Class1Error_Connection_D[1] Error status (Class1) U2\G99424.0
RJ71SEIP91_1.stEIPCIs1_P1.unVal_Class1InputDataSize_Connection_D[1] Class1 Input data size U2\G98304
RJ71SEIP91_1.stEIPCIs1_P1.unVal_Class1OutputDataSize_Connection_D[1] | Class1 Output data size U2\G98560
Label to be Define global labels as shown below.
defined Label Name Data Type Class Assign (Device/Label)
1 |bClass1ConnectionP1 Bit ... |VAR_GLOBAL ~ |MD
2 |bStatConnection1P1 Bit ... |VAR_GLOBAL ~ |M1
3  |uninputData ‘Word [Unsigned]/Bit Sting [16-bit}0..23) ... |VAR_GLOBAL ~ D0
4 |unQutputData ‘Word [Unsigned]/Bit Sting [16-bitH0..47) ... |VAR_GLOBAL ~ D100
5 |u24 ConnectionNo1_Input ‘Word [Unsigned]/Bit Sting [16-bit}0..23) ... |VAR_GLOBAL ~ |D200
6 |u48 ConnectionNo1_Output ‘Word [Unsigned]/Bit String [16-bit}0..47) . |VAR_GLOBAL ~ [D300
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NO bClass1ConnectionP1
RJ71SEIP91_1 RJ71SEIP91_1.bSts_ RJ71SEIP91_1.bSts_
.bSts_ModuleR PortComminProcessP PortStopErrorStatusP
(0) eady 1 1 mC
MO
X20 X21 X22
— { A
bClass1Connec
tionP1
NO——MO0
KO RJ71SEIP91_1.stEIP K1 RJ71SEIP91_1.stEIPCIs1_P
Cls1_P1.uSet_Comm 1.uSet_CommunicationStart
unicationStartupRequ upRequest_D
est D
bClass1Connec
(5) tionP1 =AU MOV
U21G98048 U2\G98048
MO
bStartConnection1P1
RJ71SEIP91_1.stEIP RJ71SEIP91_1.stEIP
Cls1_P1.bnSts_Class Cls1_P1.bnSts_Class
1DuringDataLink_Con 1Error_Connection_D SET
nection_D[1] M1
U21G99408.0 U21G99424.0
{ '
uninputData u24_Connec RJ71SEIP91_1.stEIPCIs1_P
[0] tionNo1_Inp 1.unVal_Class1InputDataSiz
ut e_Connection_D[1]
bStartConnecti
(27) on1P1 BMOV
Do D200 U2\G98304
M1
}
u48_Connec unOutputDat RJ71SEIP91_1.stEIPClIs1_P
tionNo1_Out a[o] 1.unVal_Class10utputDataS
put ize_Connection_D[1]
BMOV
D300 D100 U2\G98560
bStartConnection1P1
RST
M1
NO
(41) MCR
(42)
{END }

(0) Configure an interlock by using X20, X21, and X22.
(5) If U2\1G98048 has not been requested once, a start request will be issued.
U2\G99408.0 and U2\G99424.0 are checked and the processing is started.

(27)Input data of DO is acquired for D200 and output data of D300 is set to D100.

(41)The processing is completed.
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Program for the CIP Safety module (target)

Classification | Label name Description Device
Module label RJ71SEIP91_1.bSts_ModuleReady Module READY X20
RJ71SEIP91_1.bSts_PortCommInProcessP2 Port start status (P2) X31
RJ71SEIP91_1.bSts_PortStopErrorStatusP2 Port stop error status (P2) X32
RJ71SEIP91_1.stEIPCIs1_P2.uSet_CommunicationStartupRequest_D EtherNet/IP communication start U2\G1146624
request
RJ71SEIP91_1.stEIPCIs1_P2.bnSts_Class1DuringDataLink_Connection_D[1] | Data link status (Class1) U2\G1147984.0
RJ71SEIP91_1.stEIPCIs1_P2.bnSts_Class1Error_Connection_D[1] Error status (Class1) U2\G1148000.0
RJ71SEIP91_1.stEIPCIs1_P2.unVal_Class1InputDataSize_Connection_D[1] Class1 Input data size U2\G1146880
RJ71SEIP91_1.stEIPCIs1_P2.unVal_Class10utputDataSize_Connection_D[1] | Class1 Output data size U2\G1147136
Label to be Define global labels as shown below.
defined Label Name Data Type Class Assign (Device/Label)
1 |bClass1ConnectionP2 Bit ... |VAR_GLOBAL ~ |MD
2  |bStatConnection1P2 Bit ... |VAR_GLOBAL ~ |M1
3  |uninputData ‘Word [Unsigned]/Bit Sting [16-bitH0..47) ... |VAR_GLOBAL ~ |D1000
4 |unOutputData ‘Word [Unsigned]/Bit Sting [16-bit}0..23) ... |VAR_GLOBAL ~ |D1050
5 |u48 ConnectionNo1_lnput ‘Word [Unsigned]/Bit String [16-bit}0..47) ... |VAR_GLOBAL ~ [D1200
6 |u24 ConnectionNo1_Output ‘Word [Unsigned]/Bit Sting [16-bit}0..23) . |VAR_GLOBAL ~ [D1300
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RJ71SEIP91_1.bS RJ71SEIP91_1.bSts_P RJ71SEIP91_1.bSts_P
ts_ModuleReady ortCommInProcessP2

NO bClass1ConnectionP2

0) ortStopErrorStatusP2 MC
Mo
X2 31 X32
X X A
bClass1Connectio
nP2
NO——MO0
Ko RJ71SEIP91_1.stEIPCI K1 RJ71SEIP91_1.stEIPCls
s1_P2.uSet_Communic 1_P2.uSet_Communicati
ationStartupRequest_D onStartupRequest_D
bClass1Connectio
®) nP2 =u MoV
U2\G1146624 U2\G1146624
MO
11
1T
bStartConnection1P2
RUTISEIROT_1SEIPC g 715EIPO1_1 stEIPCI
s1_P2.bnSts_Class1Du 705" o1 e 1oss1E;
ringDataLink_Connectio S'="2PnSts_Classigrr SET
- or_Connection_D[1]
n_D[1] M1
U21G1147984.0 U21G1148000.0
11 |
1T T
uninputData u48_Connec RJ71SEIP91_1.stEIPCls
tionNo1_Inp 1_P2.unVal_Class1Input
ut DataSize_Connection_D
bStartConnection1
@7) P2 BMOV
D1000 D1200 U2\G1146880
M1
11
1T
u24_Connec unOutputDat RJ71SEIP91_1.stEIPCls
tionNo1_Out a[0] 1_P2.unVal_Class10utp
put utDataSize_Connection_|
D[1]
BMOV
D1300 D1050 U2\G1147136
bStartConnection1P2
RST
M1
NO
(41) MCR
(42)
{END }

(0) Configure an interlock by using X20, X31, and X32.

(5) If U2\G 1146624 has not been requested once, a start request will be issued.
U2\G1147984.0 and U2\G1148000.0 are checked and the processing is started.
(27)Input data of D1000 is acquired for D1200 and output data of D1300 is set to D1050.

(41)The processing is completed.
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10.2 Class1 Tag Communications

This section describes an example of Class1 tag communications between the consumer and the producer.

System configuration example

The following system configuration is used for the example of Class1 tag communications.

System configuration

| T

|

GX Works3

CIP Safety Configuration Tool

(1) Programmable controller system (consumer)
» Power supply module: R61P

* CPU module: RO8SFCPU

« Safety function module: R6SFM

- CIP Safety module: RJ71SEIP91-T4 (P2)"
(2) Programmable controller system (producer)
« Power supply module: R61P

* CPU module: RO8SFCPU

« Safety function module: R6SFM

« CIP Safety module: RJ71SEIP91-T4 (P1)2

*1 IP address (P1): 192.168.3.51, subnet mask: 255.255.255.0
IP address (P2): 192.168.0.5, subnet mask: 255.255.255.0

*2 IP address (P1): 192.168.0.6, subnet mask: 255.255.255.0
IP address (P2): 192.168.3.2, subnet mask: 255.255.255.0
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Parameter settings

Set parameters using the engineering tool and CIP Safety Configuration Tool.

Settings using the engineering tool

The settings procedure is the same as Class1 instance communications. (=5~ Page 121 Settings using the engineering tool)
Replace the following terms.

* Originator — Consumer

» Target — Producer

Settings using CIP Safety Configuration Tool

Connect CIP Safety Configuration Tool to the CIP Safety module, and set parameters.

HEParameter settings for the CIP Safety module (consumer)

Operating procedure
1. startcIP Safety Configuration Tool.
O [Navigation window] = [Parameter] = [Module Information] = [RJ71SEIP91-T4] = [CIP Safety Configuration Tool]

2. Setthe IP addresses.
 Select "Network 1: EIP/CIPS Scanner" and set 192.168.3.51 to "IP Address" (P1).

= —Ox
K|
= File  View Configuration DeviceLibrary MNetwork Detection  Window  Help
% | H | |G| || start Diagnostic| d Run Modelﬁomwmwelvl
I_E_: Configuration
_:,E‘J 4 T safety Communication Module m Safety | /O Mapping | Information | IP/Port | DLR | Comment
& w9 Network 1: EIP/CIPS Scanne e N
2 \dentifier 192.168.3.51 Scanner |P Address Settings
i g Networlc2: EIR/CIPS Scanner P Address: | Detect || 192168351 ]
2 Identifier 192.168.2.11 Subnet Mask: | 255.255.255.0 |
MNetwork Gateway: | 0.0.0.0 |
~NINS Server -
» Select "Network 2: EIP/CIPS Scanner" and set 192.168.0.5 to "IP Address" (P2).
- 0Ox

File  View Configuration DeviceLibrary MNetwork Detection Window  Help

| H 4|/ [EB] |EBstort Diognostic| 8, Run Mode | db die Mode ||

onfiguration Tool

] Configuration
_:,E‘J 4 T4 safety Communication Module m Safety | /O Mapping | Information | IP/Port | DLR | Comment
,'J_E Metwork 1: EIP/CIPS Scanner B . — -
2 ) |dentifier 192.168.3.51 Scanner |P Address Settings
i w9 Network 2 : EIP/CIPS Scanner P Address: | Detect | | 192:168.0.5 |
2 Identifier 192.168.0.5 Subnet Mask: | 255.255.255.0 |
DNS Server
{ Primary DNS ServerAddress:| 0.0.0.0 ” -

3. Register an EDS file of the external device (producer).
In this program example, registration of the EDS file is not required because the external device is the CIP Safety module.

Pointp

To connect an external device whose EDS file is not registered as the producer, register the EDS file of the
device to the library. Once the EDS file is registered, re-registration is not required.

To register the EDS file, use the [Add EDS] icon in [Device Library] in CIP Safety Configuration Tool.

[Z=" Page 81 Adding EDS files
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4. Add (drag and drop) the external device (producer) to "Network 2: EIP/CIPS Scanner".

File View Configuration Devicelibrary MNetwork Detection Window Help
| ‘IE” “a Start Diagnosticl* Run Modelﬁ,ld\e Mode|‘

Device Library L
4 T Safety Communication Module Safety | /0 Mapping | Information | IP/Port | DLR | Comment 0 || | Vendor and Device = !

Metwaork 1: EIP/CIPS Scanner Scanner IP Address Settings ‘ - | Q v]

L Identifier 192.168.3.51

Bl =1 Network 2 : EIP/CIPS Scanner IP Address: | Detect | 192.168.0.5 4y Catalog -
Identifier 192.168.0.5 Subnet Mask 2552552550 4 | MITSUBISH) ELECTRIC CORPORATION
RITISEIPS1-TAV1.1 4 | Other

Identifier 192.168.0.6 DNS Server ~ RITISEIP91-TA V1.1

Primary DNS Server Address: 4 |y Molex Incorporated
e i g”:l:;fl:;‘:i:nenc Device V1.2
[‘MUdUIENamE . — - Nurmber of items: 2
5. setthe setting values in the [General] tab.
Item Setting value
Adapter IP Address 192.168.0.6
Enable Standard Connections Selected
Enable Safety Connections Not selected™’
= - 0Ox
2
= File  View Configuration Device Library MNetwork Detection Window Help
E“ | w ‘ @WQS&M Dlagnostlcl*,Run Model‘nldle Mode|‘
_:,E‘J 4 T4 safety Communication Medule m Standard Settings | Information | IP/Port | DLR
,'J_E Metwork 1: EIP/CIPS Scanner L
2 & |qentifier 192.168.3.51 Identification
i Metwark 2 : EIP/CIPS Scanner Adapter [P Address: | 192.168.0.6 |

4 W |gentifier 192.168.0.5

4 RIT1SEIP91-T4 V1.1 rPing
Identifier 192.168.0.6 Send Ping

Loop
Stop on error

IP

| Clear message ]

~Connections
+'| Enable Standard Connections:
Enable Safety Connections:

*1  When changing the tick mark from "selected" to "not selected" and if the following window appears, select "Yes".

(3 REMOVE SAFETY CONFIGURATION

The safety configuration will be deleted. Do you confirm the action?

e || v |
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6. Select "Input Only (Class1 Tag)" in "Available Connections" in the [Standard Settings] tab and then click the [Add] button.

File View Configuration Device Library MNetwork Detection Window Help
||ﬂ|‘|§” |[ERAstart Diagnostic i, Run Mode | db Idle Mode| |

4 = Safety Communication Module General EEIELLENLRELOLEN Informatio

Metwork 1: EIP/CIPS Scanner . N
B | dentifier 192.168.3.51 Selected Connections

Metwork 2 : EIP/CIPS Scanner Ereme Soney (Lol harres

4 B |gentifier 192.168.0.5
 RIT1SEIP91-T4 V1.1
Identifier 192.168.0.6 -

| Add I Rernove ]

onfiguration Tool

CIP Safety Product (

Available Connections -
Exclusive Owner (Class1 Instance)
Input Only (Class1 Instance)

Input Only (Class1 Tag)

-

7. Select "Exclusive Owner (Class1 Instance)" in "Selected Connections" and click the [Remove] button.

File View Configuration Device Library MNetwork Detection Window Help
||ﬂ|‘|§” |[ERAstart Diagnostic i, Run Mode | db Idle Mode| |

onfiguration Tool

_:,E‘J 4 = Safety Communication Module General EEIELLENLRELOLEN Informatio
,'J_E Metwork 1: EIP/CIPS Scanner _ N
z & |gentifier 192.168.3.51 Selected Connections
3 4k Network2: EIP/CIPS Scanner Exchisty eihames{tass llInstance)
B L Identifier 192.168.0.5 Input Only (Class1 Tag)
A RIT1SEIP91-T4 V1.1
Identifier 192.168.0.6 -
| Add I Rermove ]
Available Connections -

Exclusive Owner (Class1 Instance)
Input Only (Class1 Instance)
Input Only (Class1 Tag)

8. When the following window is displayed, click the [Yes] button.

() REMOVE CONNECTION

Are you sure to remove this connection?

e || v |
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9. Select "Input Only (Class1 Tag)" in "Selected Connections" in the [Standard Settings] tab and set the following.

Item Setting value
General This Connection is active at startup Selected
Path Parameters Symbol Ansi MyProducerTag’t1
Input Connection Parameters (Target To Originator) Size 496

RPI 10
Output Connection Parameters (Originator To Target) RPI 10

*1 This tag name is for the connection destination. Set the same tag name as that of the target.

-Ox

Fle View Configuration Device Library Network Detection Window Help

[ q@ [ start Diagnostic b, Run Mnda|j,,m\eMnue_

Configuration

4 153 Safety Communication Module General IRl Information | IP/Port | DLR

| m?ﬂ;(:ﬁ;fég?;sm"”” Selected Connections N Keying | Application Parameters

Network 2 : EIP/CIPS Scanner ISRtk Rl

4 B \dentifier 192.168.05

This Connection is active at startup: |
A RITISEIPO1-T4V1.1
Identifier 192.168.0.6 Connection Name: [[nput Only (Class | Tag)

|
Connection Type: [Input Only ]
Identifier: [ 1 ]

)

- General

Timeout Multiplier: | x4 -

Symbol Ansi: [MyProducerTag ]

[ Path Parameters

 Input Connection Parameters (Target To Originater)

Size: [496 | bytes
| Add | Remove |
Input Mode: | Point To Paint connection M
Szaltabis Connioctions = Input Type: | Fixed -
Exclusive Owner (Class| Instance) .
Input Only (Class1 Instance) riority: | Scheduled M
Input Only (Class Tag) Trigger Type: | Cyelic M
RPL: [10 | ms
Output Connection Parameters (Originator To Target)
Size: [0 | bytes
Output Type: | Fixed M|
Priority: | Scheduled M
RPL: [10 | ms

10. select "Safety Communication Module" and set the current IP address of the CIP Safety module to "Target IP Address".

11. Click the [Save configuration to module] button to write the set parameters to the CIP Safety module.

File  View Configuration Devicelibrary Metwork Detection  Window Help

i 7 || EMstart Diagnostic i Run Mode | g, Idie Mode
|::\_|q::- q

Configuration

Y= Satety Communication Modulelill General [T LT Y

Network 1: EIP/CIPS Scanner P
|dentifier 192.168.3.51 r“b"

Metwork 2 : EIP/CIPS Scanner
Identifier 192.168.0.5

RIT1SEIPS1-TA V1.1 ’/annlﬂatl to Target ‘

Local network interface |P address to use: | 0.0.0.0 - I l

&
]
3

3

£

i
5

A

o

=

Identifier 192.168.0.6 Target IP Address: | 192.168.0.1 | Save configuration to module |

| Update Firmware... |

12. Click the [Yes] button in the following window to save the configuration.

(@) SAVE CONFIGURATION

Your project must be saved before downloading it.
Would you like to save it now?

e | v |
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13. Click the [Close] button in the following window.

Success: Config flashing succeeds. Power cycle or reset the device,

00:15

]
Close

o
&
o}
=
a
=
=
=1
i
=]
o
=
=

14. Atter downloading, reset the CPU module or power off and on the system.

15. click the [Set TUNID] button.
O "Network 1: EIP/CIPS Scanner” = [Safety] tab

File View Configuration Devicelibrary Network Detection Window Help

|4 | BB || 8 start Disgrostic| i, Run Modie &, tdle Mode [

4 T Safety Communication Module General /0 Mapping | Information | IP/Port | DLR | Comment

w9 Network 1: EIP/CIPS Scanner N
Identifier 192.168.3.51 laentreaton
Scanner CIP |dentifier. ‘ 192.168.3.51

Network 2 : EIP/CIPS Scanner

4 W \dentifier 19216805

Safety Network Number: | 4A39_0009_A432

Il Edit |

RITISEIPO1-TA V1.1
Identifier 192.168.0.6

| Copy |

Paste
TUNID

16. Click the [OK] button in the following window.

(® SET TUNID

TUNID has been set successfully and the module is now ready to be configured.

o |

17. Click the [Set TUNID] button.
O "Network 2: EIP/CIPS Scanner” = [Safety] tab

File View Configuration Devicelibrary Network Detection Window Help

@‘ﬁ@”[‘vs«an Diagnostic i, Run Mode | & Idic Mode i

[

4 T Safety Communication Module General 1/0 Mapping | Information | IP/Port | DLR | Comment

Network 1: EIP/CIPS Scanner

Identification

B \denifier 192.168.3.51

W = Network 2: EIP/CIPS Scanner Scanner CIP Identifier: | 192.168.0.5
Identifier 192.168.0.5
Safety Network Number: | 4A39_0009_A4AS

Il Edit |

RI71SEIP91-T4 V1.1
Identifier 192.168.0.6

| Copy |

Paste
TUNID

18. Click the [OK] button in the following window.

(® SET TUNID

TUNID has been set successfully and the module is now ready to be configured.

o |
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Pointp

If TUNID is already set to the CIP Safety module, a following error message is displayed.

(%) SET TUNID

Impossible to Set TUNID, Propose TUNID return an error.

Module has correctly received the request and has returned this error: Object state conflict [CIP Status = 0Ch]

If the error message is displayed, execute Safety Reset with the following procedure, then set TUNID.
(1) Reset the CPU module or power off and on the system.

(2) Click the [Safety Reset] button in the [Safety] tab. When a window appears, select [Reset Type 2] as
shown below and click the [Reset] button in the displayed window.

~Choose Reset Type:

O Reset Type 0
Reset type 0 emulates as closely as possible cycling power on the device.

w
a
=
=
i}
i
i)
o
w
I

O Reset Type 1
Reset type 1 returns as closely as possible to the default configuration, and then emulate cycling power as closely as possible.

® Reset Type 2
Reset type 2 returns as closely as possible to the out-of-box configuration except to preserve the parameters checked in the
options below, and then emulate cycling power as closely as possible,

+'| Preserve Soft-set Macld

+'| Preserve Soft-set Baud Rate
Preserve the TUNID

+'| Preserve the Password

+'| Preserve the CFUNID

+'| Preserve the OCPUNID

Reset Cancel

(3) After 10 seconds, the LED status will be as follows.

» Firmware version of the CIP Safety module is "01": MS LED lights up in green, and other LEDs are turned
off

* When the firmware version of the CIP Safety module is "02" or later: MS LED lights up in red, and other
LEDs are turned off

(4) Reset the CPU module or power off and on the system.

19. Close CIP Safety Configuration Tool.
20. Write the set parameter to the CPU module and reset the CPU module or power off and on the system.

O [Online] = [Write to PLC]
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HEParameter settings for the CIP Safety module (producer)

Operating procedure

1. StartcIP Safety Configuration Tool.

O [Navigation window] = [Parameter] = [Module Information] = [RJ71SEIP91-T4] = [CIP Safety Configuration Tool]

2. Setthe IP addresses.

+ Select "Network 1: EIP/CIPS Scanner" and set 192.168.0.6 to "IP Address" (P1).

= —Ox
K|
= File  View Configuration Device Library MNetwork Detection  Window  Help
% | Y ‘@I [ B start Diagnostic i, Run Mode| d Idie Mode|
_:,E‘J 4 T safety Communication Module m Safety | /O Mapping | Information | IP/Port | DLR | Comment
& w9 Network 1 : EIP/CIPS Scanne: e e .
2 \dentifier 102.168.0.6 Scanner |P Address Settings
i gy Networlc2: EIR/CIPS Scanner IP Address: | Detect || 19216804 |
% Identifier 192,168.2.11 Subnet Mask: | 255.255.255.0 |
MNetwork Gateway: | 0.0.0.0 |
DS Server
[_ Nl am e PMC Crmeme Al demre nononon |] M
+ Select "Network 2: EIP/CIPS Scanner" and set 192.168.3.2 to "IP Address" (P2).
- 0Ox

File  View Configuration

Device Library ~ MNetwork Detection

Window Help

||ﬂ|‘|@| B start Diagnostic i, Run Mode| & Idie Mode ||

onfiguration Tool

4 T4 safety Communication Module

Metwork 1: EIP/CIPS Scanner
Identifier 192.168.0.6

w9 Network 2 : EIP/CIPS Scanner
Identifier 192.168.3.2

CIP Safety Product (

mSafety I/0 Mapping | Information | IP/Port | DLR | Comment

Scanner |P Address Settings

IP Address: | Detect || 192.168.3.2 |
Subnet Mask: | 255.255.255.0 |
DINS Server
Primary DNS Server Address: | 0.0.0.0 |
Secondary DNS Server Address: | 0.0.0.0 |
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3. Set "Network 1: EIP/CIPS Scanner".
* [General] tab

Operating Mode Target (Class1) Selected

File View Configuration Devicelibrary Network Detection Window Help

E" HEStan Diagmsﬁclgmn Modalq,\d\e Mode“

4 Y safety Communication Module Target (Class 1) | Safety | /0 Mapping | Information | 1P/Port | DLR | Comment ‘

Network 1 : EIP/CIPS Scanner
ldentifier 19. .6 -
Network 2 : EIP/CIPS Scanner 1P Addres: | Detect | | 192.168.0.6 |

Identifier 192,168.3.2 Subnet Mask: 255.255.255.0

( Scanner IP Address Settings

(- DNS Server

Pimary ONSSeves Acrss
Secondary DNS Server Address:

Module Name

- Ports Settings
Port 1 baud rate: auto negotiation -
Port 2 baud rate: auto negotiation -
r Ping

[ SendPing
| Loop

|| Stop on error

Clear message

Target (Class 1)

Operating Mode
[ || Safety Target (Class 0)

Configuration Summary

Maximum Number of Standard Connections:
Number of Standard Connections: [ 0 |
Maximum Number of Safety Connections:
Number of Safety Connections: [ 0 |

Maximum Number of Packets Per Second:
Number of Packets PerSecond: [ 0|

* [Target (Class1)] tab
Click the [Add] button in "Target (Class1 Tag) definitions" and set the following.

Target (Class1 Tag) definitions Name MyProducerTag
T->0 Size 496

- 0Ox

File View Configuration Devicelibrary MNetwork Detection Window Help

E' ||[ER stert Diagnostic| &, run Moae|q,|d\eMo¢e“

4 ESafety Communication Module W Safety | 1/0 Mapping | Information | IP/Port | DLR | Comment |

w9 Network 1: EIP/CIPS Scanner

 Target (Class 1 Instance) definitions

' Identifier 192,168.3.2 Add Remove

r Target (Class 1 Tag) definitions

Add Remove
Name T->0 Size Active on startup

. MyProducerTag I 496 _

(O means Originator se it is an external scanner that will connect to the local slave - T means Target so this is the local slave)
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4. Select "Safety Communication Module" and set the current IP address of the CIP Safety module to "Target IP Address".

5. clickthe [Save configuration to module] button to write the set parameters to the CIP Safety module.

= -0Ox
'E File View Configuration Device Library Network Detection Window Help
g Hﬂ“ 1| | tart Diagnostic| b, Run Mode b Idie Mode [
& Network 1 : EIP/CIPS Scanner , -
z 5 ldentifier 19216805 e
4 Network 2. EIP/CIPS Scanner { Local network interface IP address to use: | 0.0.0.0 - I
= 5 ldentifier 192.168.3.2
= Download to Target
g Target IP Address: [192.163.0.6 | Save configuration to module |
| Update Firmware... |
6. Click the [Yes] button in the following window to save the configuration.
Your project must be saved before downloading it.
Would you like to save it now?
] v |
7. Clickthe [Close] button in the following window.
u H
-‘.fa‘. Success: Config flashing succeeds. Power cycle or reset the device.
8 00:15
E Close
8. After downloading, reset the CPU module or power off and on the system.
9. Click the [Set TUNID] button.
O "Network 1: EIP/CIPS Scanner” = [Safety] tab
File View Configuration Devicelibrary Network Detection Window Help
4 W BB | ER svart Disgrostic| & Run Mode &, die Mode [
;;5 4 T safety Communication Module General /0 Mapping | Information | IP/Port | DLR | Comment
& Identifier 192.168.0.6 laentmeaton
3 Network 2 : EIP/CIPS Scanner Scanner CIP Identfier: | 192.168.0.6 |
a B \denifier 192.1683.2
- Safety Network Number: | 4A39_0009_A432 Il Edit |
g | Copy |
Paste

Set TUNID

10. Click the [OK] button in the following window.

(0 SET TUNID

TUNID has been set successfully and the module is now ready to be configured.

T
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11. Click the [Set TUNID] button.
O "Network 2: EIP/CIPS Scanner” = [Safety] tab

File View Configuration Devicelibrary Network Detection Window Help

\ﬂl”l@ [ 5tart Diagnostic g, Run Mode |, Idie Mode |

EN || 4 15 Safety Communication Module General 1/0 Mapping | Information | IP/Port | DLR | Comment

= Network 1 : EIP/CIPS Scanner )

) B | dentifier 192.162.06 Identification

3 my Network 2 : EIF/CIPS Scanner Scanner CIP Identifier: | 192.1683.2 ]

= Identifier 192.168.3.2

K Safety Network Number: | 4A39 0009 A4A8 1l Edit |

il

= | Copy |

Paste |

o wwe |

1 2. Click the [OK] button in the following window.

(0 SET TUNID

TUNID has been set successfully and the module is now ready to be configured.

Point}3

If TUNID is already set to the CIP Safety module, a following error message is displayed.

(%) SET TUNID

Impossible to Set TUNID, Propose TUNID return an error.

Module has correctly received the request and has returned this error: Object state conflict [CIP Status = 0Ch]

If the error message is displayed, execute Safety Reset with the following procedure, then set TUNID.
(1) Reset the CPU module or power off and on the system.

(2) Click the [Safety Reset] button in the [Safety] tab. When a window appears, select [Reset Type 2] as
shown below and click the [Reset] button in the displayed window.

~Choose Reset Type:

) Reset Type 0
Reset type 0 emulates as closely as possible cycling power on the device.

w
a
=
=
i}
i
i)
o
w
I

() Reset Type 1
Reset type 1 returns as closely as possible to the default configuration, and then emulate cycling power as closely as possible.

@ Reset Type 2
Reset type 2 returns as closely as possible to the out-of-box configuration except to preserve the parameters checked in the
options below, and then emulate cycling power as closely as possible,

+/| Preserve Soft-set Macld
Preserve Soft-set Baud Rate
Preserve the TUNID
Preserve the Password
Preserve the CFUNID
Preserve the OCPUNID

v
v
v
v

| Reset 1 Cancel |

(3) After 10 seconds, the LED status will be as follows.

» Firmware version of the CIP Safety module is "01": MS LED lights up in green, and other LEDs are turned
off

* When the firmware version of the CIP Safety module is "02" or later: MS LED lights up in red, and other
LEDs are turned off

(4) Reset the CPU module or power off and on the system.
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13. Close CIP Safety Configuration Tool.
14. write the set parameter to the CPU module and reset the CPU module or power off and on the system.

2O [Online] = [Write to PLC]
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1. Set the Auto refresh setting.
O [Navigation window] = [Parameter] = [Module Information] = [RJ71SEIP91-T4] = Right-click = [Auto Refresh Setting]

2. Write the following parameters to the CPU module and reset the CPU module or power off and on the system.

O [Online] = [Write to PLC]

BSettings for the CIP Safety module (consumer)

D500 D747

Meodule Auto Refresh Setting

swovia || Gt

Output devices (iQ-R CPU -> CIP Safery) | Input devices (iQ-R CPU <- CIP Safety)

Buffer Start Address  End Address
Class1 Status(P1)

Class1 Status(P2)

Class1 Input{P1)

Class1 Input{P2) D500 D747

ESettings for the CIP Safety module (producer)

DO D247

swovia || Gt

Output devices (iQ-R CPU -> CIP Safety) | Input devices (iQ-R CPU <- CIP Safety)

Buffer Start Address  End Address
Classi Outpwt{P1) DO D247
Class1 Output{PZ)
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Program example

496 bytes (248 words) of data are received from 'Class1 Output Area (P1)' (Un\G61440 to Un\G94207) of the producer to
'Class1 Input Area (P2)' (Un\G1073152 to Un\G1105919) of the consumer.

RPIl is 10ms.
RJ71SEIP91-T4 (consumer) RJ71SEIP91-T4 (producer)
'Class1 Input Area (P2)'
(Un\G1073152 to Un\G1105919)
496 bytes (248 words) <
'Class1 Output Area (P1)'
(Un\G61440 to Un\G94207)
496 bytes (248 words)
Point >

Class1 tag communications cannot be communicated data with one connection, unlike Class1 instance
communications. Therefore, Class1 tag communications always send data from the producer to the
consumer.

To send data from the consumer to the producer, the following are required; establish another connection,
configure the settings on the producer side to the consumer and configure the settings on the consumer side
to the producer.
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Program for the CIP Safety module (consumer)

Classification | Label name Description Device
Module label RJ71SEIP91_1.bSts_ModuleReady Module READY X20
RJ71SEIP91_1.bSts_PortCommInProcessP2 Port start status (P2) X31
RJ71SEIP91_1.bSts_PortStopErrorStatusP2 Port stop error status (P2) X32
RJ71SEIP91_1.stEIPCIs1_P2.uSet_CommunicationStartupRequest_D EtherNet/IP communication start U2\G1146624
request
RJ71SEIP91_1.stEIPCIs1_P2.bnSts_Class1DuringDataLink_Connection_D[1] | Data link status (Class1) U2\G1147984.0
RJ71SEIP91_1.stEIPCIs1_P2.bnSts_Class1Error_Connection_D[1] Error status (Class1) U2\G1148000.0
RJ71SEIP91_1.stEIPCIs1_P2.unVal_Class1InputDataSize_Connection_D[1] Class1 Input data size U2\G1146880
Label to be Define global labels as shown below.
defined Label Name Data Type Class Assign (Device/Label)
1 |bClass1ConnectionP2 Bit ... |VAR_GLOBAL ~ |MD
2 |bStartConnection1P2 Bit ... |VAR_GLOBAL ~ |M1
3  |uninputData ‘Word [Unsigned]/Bit Sting [16-bit)0..247) ... |VAR_GLOBAL ~ | D500
4 |u24 ConnectionNo1_Input ‘Word [Unsigned]/Bit Sting [16-bit)0..247) ... |VAR_GLOBAL ~ |D800
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NO bClass1ConnectionP2
RJ71SEIP91_1.bSts RJ71SEIP91_1.bSts_PortCo RJ71SEIP91_1.bSts_PortSto
© y pErrorStatusP2 mMC
Mo
20 X31 X32
1 | 1 L 1A
T 1T el
bClass1Connection
P2
NO—=MO
Ko RJ71SEIP91_1.stEIPCI K1 RJ71SEIP91_1.stEIPCIs1_P
s1_P2.uSet_Communic 2.uSet_CommunicationStart
ationStartupRequest_D upRequest_D
bClass1Connection
5) P2 =U MoV
U2\G 1146624 U2\G1146624
MO
1t
1T
bStartConnection1P2
RJ71SEIPO1_1.StEIPCIs1_P  RJ71SEIP91_1.StEIPCIs1_P
2.bnSts_Class1DuringDatali  2.bnSts_Class1Error_Conne
nk_Connection_D[1] ction_D[1] SET
M1
U2\G1147984.0 U2\G1148000.0
1 L 1A
1T el
uninputData u24_ConnectionN RJ71SEIP91_1 StEIPCIs1_P
[0] o1_Input 2.unVal_Class1InputDataSiz|
e_Connection_D[1]
bStartConnection1P
(27) 2 BMOV
D500 D800 U2\G1146880
M1
] |
1T
bStartConnection1P2
RST
M1
NO
(35) MCR
(36)
{END }

(0) Configure an interlock by using X20, X31, and X32.

(5) If U2\G 1146624 has not been requested once, a start request will be issued.
U2\G1147984.0 and U2\G1148000.0 are checked and the processing is started.

(27)Input data of D500 is acquired for D800.

(35)The processing is completed.
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Program for the CIP Safety module (producer)

Classification | Label name Description Device
Module label RJ71SEIP91_1.bSts_ModuleReady Module READY X20
RJ71SEIP91_1.bSts_PortCommInProcessP1 Port start status (P1) X21
RJ71SEIP91_1.bSts_PortStopErrorStatusP1 Port stop error status (P1) X22
RJ71SEIP91_1.stEIPCIs1_P1.uSet_CommunicationStartupRequest_D EtherNet/IP communication start request | U2\G98048
RJ71SEIP91_1.stEIPCIs1_P1.bnSts_Class1DuringDataLink_Connection_D[1] | Data link status (Class1) U2\G99408.0
RJ71SEIP91_1.stEIPCIs1_P1.bnSts_Class1Error_Connection_D[1] Error status (Class1) U2\G99424.0
RJ71SEIP91_1.stEIPCIs1_P1.unVal_Class10utputDataSize_Connection_D[1] | Class1 Output data size U2\G98560
Label to be Define global labels as shown below.
defined Label Name Data Type Class Assign (Device/Label)
1 |bClass1ConnectionP1 Bit ... |VAR_GLOBAL ~ |MD
2 |bStatConnection1P1 Bit ... |VAR_GLOBAL ~ |M1
3 |unQutputData ‘Word [Unsigned]/Bit Sting [16-bit}0..247) ... |VAR_GLOBAL ~ |D0
4 |u248_ConnectionNol1_OQutput | Word [Unsigned]/Bit String [16-bit}0..247) . |VAR_GLOBAL ~ [D300
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RJ71SEIP91_1.bSts RJ71SEIP91_1.bSts_Po RJ71SEIP91_1.bSts_Po

NO bClass1ConnectionP1

0) _ModuleReady rCi T P1 1 MC
Mo
X20 X21 X22
{ { A
bClass1ConnectionP
1
NO——MO
KO RJ71SEIP91_1.stEIPCls| K1 RJ71SEIP91_1.stEIPCI
1_P1.uSet_Communicat s1_P1.uSet_Communic
ionStartupRequest_D ationStartupRequest_D
bClass1ConnectionP
5) 1 =U MoV
U2\G98048 U2\G98048
Mo
11
1T
bStartConnection1P1
RITISEIPII_1SEIPCIS o 1745k 1pg1 1 stEIPCIs
1_P1.bnSts_Class1Duri
ngDataLink_Connection 1_P1.bnSts_Class1Error SET
- _Connection_D[1]
M1
U21G99408.0 U2\G99424.0
{ A
u248_Conne unOutputDat RJ71SEIP91_1.stEIPCI
ctionNo1_Ou a[0] s1_P1.unVal_Class10u
tput tputDataSize_Connectio|
n_D[1
@) bStartConnection1P1 BMOV
D300 Do U2\G98560
M1
11
1T
bStartConnection1P1
RST
M1
NO
(35), MCR
(36)
{END }——

(0) Configure an interlock by using X20, X21, and X22.
(5) If U2\1G98048 has not been requested once, a start request will be issued.

U2\G99408.0 and U2\G99424.0 are checked and the processing is started.

(27)Output data of D300 is set to DO.
(35)The processing is completed.
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10.3 UCMM message communications

This section describes an example of UCMM message communications between the client and the server.

System configuration example

The system configuration example is the same as Class1 instance communications. (=5~ Page 120 System configuration
example)

Replace the following terms.

* Originator — Client

» Target — Server

Parameter settings

Settings using the engineering tool

The settings procedure is the same as Class1 instance communications. (I~ Page 121 Settings using the engineering tool)

Settings using CIP Safety Configuration Tool

Connect CIP Safety Configuration Tool to the CIP Safety module, and set parameters.

HEParameter settings for the CIP Safety module (client)

Operating procedure
1. StartcIP Safety Configuration Tool.

O [Navigation window] = [Parameter] = [Module Information] = [RJ71SEIP91-T4] = [CIP Safety Configuration Tool]

2. Setthe IP addresses.
+ Select "Network 1: EIP/CIPS Scanner" and set 192.168.3.51 to "IP Address" (P1).

= —Ox
2
= File  View Configuration DeviceLibrary MNetwork Detection  Window  Help
% | H | |G| || start Diagnostic| d Run Modelﬁomwmwelvl
I_E_: Configuration
_:,E‘J 4 T safety Communication Module m Safety | /O Mapping | Information | IP/Port | DLR | Comment
& w9 Network 1: EIP/CIPS Scanne e N
2 \dentifier 192.168.3.51 Scanner |P Address Settings
i g Networlc2: EIR/CIPS Scanner P Address: | Detect || 192168351 ]
2 Identifier 192.168.2.11 Subnet Mask: | 255.255.255.0 |
MNetwork Gateway: | 0.0.0.0 |

~NINS Server -
» Select "Network 2: EIP/CIPS Scanner" and set 192.168.0.5 to "IP Address" (P2).
= —Ox
2
= File  View Configuration DeviceLibrary MNetwork Detection Window  Help
% | H | 55| [Estart Diagnostic | Run Modelﬁommm‘;delvl
I_E_: Configuration
_:,E‘J 4 T4 safety Communication Module m Safety | /O Mapping | Information | IP/Port | DLR | Comment
,'J_E Metwork 1: EIP/CIPS Scanner B . — -
2 ) |dentifier 192.168.3.51 Scanner |P Address Settings
i w9 Network 2 : EIP/CIPS Scanner P Address: | Detect | | 192:168.0.5 |
& Identifier 192.168.0.5 Subnet Mask: | 255.255.255.0 |

DNS Server
{ Primary DNS ServerAddress:| 0.0.0.0 ” -
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3. Select "Safety Communication Module" and set the current IP address of the CIP Safety module to "Target IP Address".

4. Click the [Save configuration to module] button to write the set parameters to the CIP Safety module.

= - 0Ox
'E File View Configuration Device Library Network Detection Window Help

g Hﬂ“ 1| | tart Diagnostic| b, Run Mode b Idie Mode [

& Network 1 : EIP/CIPS Scanner , -

z 5 ldentifier 192.168.3.51 e

4 Netwwerk 2 EIP/CIPS Scanner [ Local network interface IP address to use: | 0.0.0.0 - | I

= 5 ldentifier 192.168.0.5

= Download to Target

g Target IP Address: [192.16.3.51 | Save configuration to module |

| Update Firmware... |
5. Click the [Yes] button in the following window to save the configuration.
Your project must be saved before downloading it.
Would you like to save it now?
] v |

6. Click the [Close] button in the following window.

u H

-‘.fa‘. Success: Config flashing succeeds. Power cycle or reset the device.

8 00:15

£ Close
7. After downloading, reset the CPU module or power off and on the system.
8. Click the [Set TUNID] button.
O "Network 1: EIP/CIPS Scanner" = [Safety] tab

File View Configurstion Device Library Metwork Detection Window Help
@ @I ERStart Diagnostic | &, Run Mode | &, ldle Mode ||

;5 a ¥ Safety Communication Module General 1/0 Mapping | Information | IP/Port | DLR | Comment

2 w9 Network 1 : EIP/CIPS Scanner

z Identifier 192.1683.51 Identification

= Network 2 : EIP/CIPS Scanner Scanner CIP Identifier: | 192.168.3.51 |

a B \gentifier 192.168.0.5

- Safety Network Number: | 4A39_0009_A432 Il Edit |
g | Copy |

Paste

Set TUNID

9. Clickthe [OK] button in the following window.

(0 SET TUNID

TUNID has been set successfully and the module is now ready to be configured.

T
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10. click the [Set TUNID] button.
O "Network 2: EIP/CIPS Scanner” = [Safety] tab

File View Configuration Devicelibrary Network Detection Window Help

@ @I [} Start Diagnostic g, Run Mode |, Idle Mode |

4 T Safety Communication Module General /0 Mapping | Information | IP/Port | DLR | Comment

Network 1 : EIP/CIPS Scanner
B \gentifier 192.168.3.51

9 Network 2 : EIP/CIPS Scanner Scanner CIP Identifier. [ 192.168.05 ]
Identifier 192.168.0.5
I

a
E)
A
o
5

Safety Network Number. | 4A39_0009_A4AB Edit |
[ Copy |

Paste |

T s |

71. Click the [OK] button in the following window.

(0 SET TUNID

TUNID has been set successfully and the module is now ready to be configured.

Point}3

If TUNID is already set to the CIP Safety module, a following error message is displayed.

(%) SET TUNID

Impossible to Set TUNID, Propose TUNID return an error.

Module has correctly received the request and has returned this error: Object state conflict [CIP Status = 0Ch]

If the error message is displayed, execute Safety Reset with the following procedure, then set TUNID.
(1) Reset the CPU module or power off and on the system.

(2) Click the [Safety Reset] button in the [Safety] tab. When a window appears, select [Reset Type 2] as
shown below and click the [Reset] button in the displayed window.

~Choose Reset Type:

) Reset Type 0
Reset type 0 emulates as closely as possible cycling power on the device.

w
a
=
=
i}
i
i)
o
w
I

() Reset Type 1
Reset type 1 returns as closely as possible to the default configuration, and then emulate cycling power as closely as possible.

@ Reset Type 2
Reset type 2 returns as closely as possible to the out-of-box configuration except to preserve the parameters checked in the
options below, and then emulate cycling power as closely as possible,

+/| Preserve Soft-set Macld
Preserve Soft-set Baud Rate
Preserve the TUNID
Preserve the Password
Preserve the CFUNID
Preserve the OCPUNID

v
v
v
v

| Reset 1 Cancel |

(3) After 10 seconds, the LED status will be as follows.

» Firmware version of the CIP Safety module is "01": MS LED lights up in green, and other LEDs are turned
off

» When the firmware version of the CIP Safety module is "02" or later: MS LED lights up in red, and other
LEDs are turned off

(4) Reset the CPU module or power off and on the system.
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12. Close CIP Safety Configuration Tool.
13. Write the set parameter to the CPU module and reset the CPU module or power off and on the system.

2O [Online] = [Write to PLC]
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HEParameter settings for the CIP Safety module (server)

Operating procedure
. Start afety Configuration Tool.
1. Start CIP Safety Configuration Tool
O [Navigation window] = [Parameter] = [Module Information] = [RJ71SEIP91-T4] = [CIP Safety Configuration Tool]

2. Setthe IP addresses.
+ Select "Network 1: EIP/CIPS Scanner" and set 192.168.0.6 to "IP Address" (P1).

= —Ox
2
= File  View Configuration Device Library MNetwork Detection  Window  Help
% | Y ‘@I [ B start Diagnostic i, Run Mode| d Idie Mode|
_:,E‘J 4 T safety Communication Module m Safety | /O Mapping | Information | IP/Port | DLR | Comment
& w9 Network 1 : EIP/CIPS Scanne: e e .
2 \dentifier 102.168.0.6 Scanner |P Address Settings
i gy Networlc2: EIR/CIPS Scanner IP Address: | Detect || 19216804 |
& Identifier 192,168.2.11 Subnet Mask: | 255.255.255.0 |
MNetwork Gateway: | 0.0.0.0 |
DS Server
[_ Neivemmme AMC Crmene Al demre nononon |] M

= - Ox
2
= File  View Configuration Device Library MNetwork Detection  Window  Help
% | H ‘@ B start Diagnostic i, Run Mode| & Idie Mode ||
4 T4 safety Communication Module m Safety | /O Mapping | Information | IP/Port | DLR | Comment
Metwork 1: EIP/CIPS Scanner -

) |dentifier 192.168.0.6 Scanner |P Address Settings

my Network 2 : EIP/CIPS Scanner IP Address: | Detect || 192.1683.2 |
Identifier 192.168.3.2 SubnetMask: [ 255.255.255.0 |

DINS Server

CIP Safety Product (

Primary DNS Server Address: | 0.0.0.0 |

Secondary DNS Server Address: | 0.0.0.0 |

Select "Safety Communication Module" and set the current IP address of the CIP Safety module to "Target IP Address".

A W

Click the [Save configuration to module] button to write the set parameters to the CIP Safety module.

= -0Ox
2

= File View Configuration Devicelibrary Network Detection Window Help

=1

= B 2 = 1 . e i

S ::@‘EE B Start Diagnostic &, Run Mode | & Idle Mode ‘

_é Safety Communication Mod CPU Data Exchange

s Netwark 1: EIP/CIPS Scanner o N
z Identifier 192,168.0.6 eeess ]

ﬁ Network 2 : EIP/CIPS Scanner Local network interface |P address to use: | 0.0.0.0 - ]

= Identifier 192.168.3.2

:‘E Target IP Address: [ 192,168.0.6 | | Save configuration te module |

| Update Firmware.., |

{annnatl to Target ‘
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5. Click the [Yes] button in the following window to save the configuration.

(@) SAVE CONFIGURATION

Your project must be saved before downloading it.
Would you like to save it now?

e | v |

6. Click the [Close] button in the following window.

00:15

o
&
o}
]
a
=
=
=1
i
=]
o
=
=

Success: Config flashing succeeds. Power cycle or reset the device,

Close

7. After downloading, reset the CPU module or power off and on the system.

8. Click the [Set TUNID] button.

O "Network 1: EIP/CIPS Scanner" = [Safety] tab

B EE@”L—“Smn Diagnostic| & Run Mode |, lale Mode i

File View Configuration Devicelibrary Network Detection Window  Help

4 1A Safety Communication Module

w9 Network 1:EIP/CIPS Scanner
Identifier 192.168.0.6

Network 2 : EIP/CIPS Scanner
L] Identifier 192.168.3.2

General JEELERN /0 Mapping | Information | 1P/Fort | DLR | Comment

Identification

Scanner CIP |dentifier: ‘ 192.168.0.6

Safety Network Number: ‘ 4A39 0009 A432

Il Edit

| Copy

Pasta

TIJN\D

9. Click the [OK] button in the following window.

(® SET TUNID

TUNID has been set successfully and the module is now ready to be configured.

T

10. Click the [Set TUNID] button.

O "Network 2: EIP/CIPS Scanner” = [Safety] tab

|| ER Start Diagnostic| &, Run Mode b, ldie Mode |

(]

File View Configuration Devicelibrary Metwork Detection Window Help

4 T Safety Communication Module

Network 1 : EIP/CIPS Scanner
B \dentifier 192.168.0.6

w9 Network 2 : EIP/CIPS Scanner
Identifier 192.168.3.2
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General [l 1/0 Mapping | Information | P/Port | DLR. | Comment

Identification

Scanner CIP |dentifier. ‘ 192.1683.2

Safety Network Number: |

I
4A39_0009_A4AS Il Edit |
| Copy |
Paste

TUNID
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11. Click the [OK] button in the following window.

(0 SET TUNID

TUNID has been set successfully and the module is now ready to be configured.

Pointp

If TUNID is already set to the CIP Safety module, a following error message is displayed.

(%) SET TUNID

Impossible to Set TUNID, Propose TUNID return an error.

Module has correctly received the request and has returned this error: Object state conflict [CIP Status = 0Ch]

If the error message is displayed, execute Safety Reset with the following procedure, then set TUNID.
(1) Reset the CPU module or power off and on the system.

(2) Click the [Safety Reset] button in the [Safety] tab. When a window appears, select [Reset Type 2] as
shown below and click the [Reset] button in the displayed window.

~Choose Reset Type:

O Reset Type 0
Reset type 0 emulates as closely as possible cycling power on the device.

w
a
=
=
i}
i
i)
o
w
I

O Reset Type 1
Reset type 1 returns as closely as possible to the default configuration, and then emulate cycling power as closely as possible.

® Reset Type 2
Reset type 2 returns as closely as possible to the out-of-box configuration except to preserve the parameters checked in the
options below, and then emulate cycling power as closely as possible,

+'| Preserve Soft-set Macld

+'| Preserve Soft-set Baud Rate
Preserve the TUNID

+'| Preserve the Password

+'| Preserve the CFUNID

+'| Preserve the OCPUNID

Reset Cancel

(3) After 10 seconds, the LED status will be as follows.

» Firmware version of the CIP Safety module is "01": MS LED lights up in green, and other LEDs are turned
off

* When the firmware version of the CIP Safety module is "02" or later: MS LED lights up in red, and other
LEDs are turned off

(4) Reset the CPU module or power off and on the system.

12. Close CIP Safety Configuration Tool.
13. Write the set parameter to the CPU module and reset the CPU module or power off and on the system.

2O [Online] = [Write to PLC]
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Program example

'UCMM data link (No.1) request area (P1)' (Un\G153600 to Un\G154623) of the client is used to send the request command to
the server.

The server generates a response data and sends the response data to 'UCMM data link (No.1) response area' (Un\G154624
to Un\G155647).

RJ71SEIP91-T4 (client) RJ71SEIP91-T4 (server)

'UCMM data link (No.1) request area’
(Un\G 153600 to Un\G154623)

Request command » Request command

'UCMM data link (No.1) response
area' (Un\G154624 to Un\G155647)

A

Response data Response data
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Program for the CIP Safety module (client)

Classification | Label name Description Device
Module label RJ71SEIP91_1.bSts_ModuleReady Module READY X20
RJ71SEIP91_1.bSts_PortCommInProcessP1 Port start status (P1) X21
RJ71SEIP91_1.bSts_PortStopErrorStatusP1 Port stop error status (P1) X22
RJ71SEIP91_1.stUCMM_P1.stnComm[1].stReqArea.uSet_CommunicationMethod_D | Request Communication U2\G153600
area method
specification
RJ71SEIP91_1.stUCMM_P1.stnComm][1].stReqArea.uSet_CommunicationStyle_D Communication U2\G153601
method
specification
RJ71SEIP91_1.stUCMM_P1.stnComm[1].stReqArea.uSet_Service_D Service U2\G153605
RJ71SEIP91_1.stUCMM_P1.stnComm[1].stRegArea.unSet_IpAddress_DI[0] IP Address U2\G153606
RJ71SEIP91_1.stUCMM_P1.stnComm[1].stRegArea.unSet_IpAddress_DI[1] IP Address U2\G153607
RJ71SEIP91_1.stUCMM_P1.stnComm[1].stRegArea.uSet_Class_D Class U2\G153630
RJ71SEIP91_1.stUCMM_P1.stnComm[1].stRegArea.uSet_Instance_D Instance U2\G153631
RJ71SEIP91_1.stUCMM_P1.stnComm[1].stRegArea.uSet_Attribute_D Attribute U2\G153632
RJ71SEIP91_1.stUCMM_P1.stnComm][1].stReqArea.uSet_DataSize_D Data Size U2\G153628
RJ71SEIP91_1.stUCMM_P1.stnComm[1].stRegArea.unSet_RequestData_D Request data U2\G153766
RJ71SEIP91_1.stUCMM_P1.bnSts_SendRequestAcceptance_D[1] UCMM data link execution U2\G151568.0
request acceptance
RJ71SEIP91_1.stUCMM_P1.bnSts_SendCompletion_D[1] UCMM data link execution U2\G151584.0
completion
RJ71SEIP91_1.stUCMM_P1.bnSet_SendRequest_D[1] UCMM data link execution U2\G151552.0
request
RJ71SEIP91_1.stUCMM_P1.stnComm[1].stResArea.unRes_ResultStorageArea_D[0] | Response | Result storage area | U2\G154627
RJ71SEIP91_1.stUCMM_P1.stnComm[1].stResArea.unRes_ResultStorageArea_D[1] | 2¢8 Result storage area | U2\G154628
RJ71SEIP91_1.stUCMM_P1.stnComm][1].stResArea.unRes_ReceiveData_D Response data U2\G 154790
RJ71SEIP91_1.stUCMM_P1.stnComm][1].stResArea.uRes_DataSize_D Data Size U2\G 154652
Label to be Define global labels as shown below.
defined Label Name Data Type Class Assign (Device/Label)
1 |bUCMMClientP1 Bit ... |VAR_GLOBAL ~ |[M20
2  |bRequestUCMMClientNo1_P1  |Bit ... |VAR_GLOBAL » |M21
3  |bComplete UCMMClientNo1_P1  |Bit ... |VAR_GLOBAL - |[M22
4 |bSuccessUCMMClientNo1_P1  |Bit ... |VAR_GLOBAL ~ |[M23
5 |uDataSizeWord ‘Word [Unsigned]/Bit String [16-bit] ... |VAR_GLOBAL ~ | D4000
6 |unResponseDataMNol1_P1 ‘Word [Unsigned]/Bit String [16-bit}0..706) ... |VAR_GLOBAL ~ | D4001
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)

RJ71SEIP91_1.bSts_ ModuleRead RJ7ISEIP91_1.bSts_PortComminProc RJ71SEIP91_1.bSts PortStopE
vy tatusP

NO

Me

BUCMMClientPT

No-

bUCMMClientP1

M20

bRequestUCMNClientNo1_P1

‘bCompleteUCMMClientNo1_P1

bSuccessUCMMClientNoT_P1

MoV

i

RI7ISEIPST_1 SIUCMNL_P1 sinComm
[1]:stReqArea uSet_CommunicationMeth
00D

U2G153600

MoV

i

RI7ISEIPS1_1 SIUCMNL_P1 sinComm
[1]:stReqArea uSet_CommunicationStyle
D

U2G153601

i

RI7ISEIPST_1 SIUCMM_P1 sinComm
[1]stReaArea uSet_Service_D

U2G153605

302

RI7ISEIPST_1 SIUCMM_P1 sinComm
[1]:stReqArea.unSet_IpAddress_D[0]

U2G153606

HOCO0AB

RI7ISEIPST_1 SUCMM_P1 sinComm
[1]:stReqArea.unSet_IpAddress_D[1]

U2G153607

I

RI7ISEIP91_1 SUCMM_P1 sinComm
[1] stReqArea uSet Class_D

U2G153630

I

RI7ISEIPST_1 SUCMM_P1 sinComm
[1].stReqArea.uSet_Instance_D

U2G153631

HO

RI7ISEIPST 1 SIUCNIV_P1 sinComm
(1] stRegArea.uSel_Attibute_D

U2G153632

Ko

RI7ISEIPST 1 SIUCMIV_P1 sinComm
(1] stRegArea.uSel_DataSize D

U2G153628

FMoV

O RJ71SEIPOT_1 SIUCMM_P1.st K707

[1]:stReqArea unSet_RequestD
ata D

U2G153766

10 PROGRAMMING
10.3 UCMM message communications




RI7ISEIPS1 1 SIUCMM_P1 bnSet_Sen
dRequest_D[1]
RUTISEIP91_1.SIUCMM_P1.bnSts_Se  RJ7ISEIP91 1 StUCMM_P1.bn
ndRequestAcceptance_DI1] sts_SendCompletion_D[1] SET
U2G1515520
U2G151568.0 U2G151584.0
3 s
e e
BCompleteUCMMClientNa1_P1
by RJTISEIPS1_1SIUCMM P1bnSts Se  RI7ISEIP1_1SUCMM P1bn
@) . Dl1] Sts_SendCompletion D[] SET
M22
m21 U2G151568.0 U2G151584.0
h 1 F I F
1t 1t 1t
O RI7ISEIP91_1 SUCMM_P1 stn HO RI7ISEIP91_1SWUCNIN_P1stnCom bSuccessUCMNClientNoT P1
[1]stResArea. unRes_Resulstor [1] stResArea.unRes_ResulStorage
ageArea Area_D[1]
(| BoomPeUCMMCInNo1_P1 o an —
U2G154627 U2G154628 M23
M22
i
1t
RI71SEIP9T 1 S1UCNIM_P 15t UDataSizeWord
[1]stResArea.uRes_Datasize_
D
bSuccessUCMMClientNo1_P1 —
U21G154652 D4000
M23
it
WDataSizeWord
INC_U
D4000
UDataSizeWord KT
SFR
D4000
RITISEIP9T 1 StUCM P
P1.stnComm
(1] tResArea.unRes_R
eceiveData_D
BMOV
U2G154790 4001 D4000
RI7ISEIPS1_15{UCMN_P1.bnset_Sen
dRequest_D[1]
RST
U2G1515520
bSuccessUCMMClientNoT_P1
RST
M23
bRequestUCMMClientNo_P1
RST
M21
BCompleteUCMMClientNa1_P1
RST
M22
o
(121) MCR
(122)
{END }

(0) Configure an interlock by using X20, X21, and X22.

(5) By turning off and on the execution request, the send command is written to the buffer memory area and if the first area is not reception or completion status,

Data link execution request is turned on.
(71)Wait until the processing is completed.

(81)When processing is completed, if the execution result is normal, the response data is acquired.

(121)The processing is completed.
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Program for the CIP Safety module (server)

A program is not required on the server side.
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10.4 safety Program

When using this program, I/O data is enabled when the safety communication status changes from abnormal to normal. To
enable I/O data at intended timing, use the devices of the CPU module or others to perform the interlock.

System configuration example

The following system configuration is used for the example of performing a safety program that uses the interlock.

System configuration

GX Works3

CIP Safety Configuration Tool

(1) Programmable controller system (originator)
» Power supply module: R61P

* CPU module: RO8SFCPU

« Safety function module: R6SFM

- CIP Safety module: RJ71SEIP91-T4™"

(2) Programmable controller system (target)

« Power supply module: R61P

* CPU module: RO8SFCPU

« Safety function module: R6SFM

« CIP Safety module: RJ71SEIP91-T4"2

*1 IP address (P1): 192.168.0.1, subnet mask: 255.255.255.0
IP address (P2): 192.168.1.1, subnet mask: 255.255.255.0

*2 IP address (P1): 192.168.0.10, subnet mask: 255.255.255.0
IP address (P2): 192.168.1.10, subnet mask: 255.255.255.0
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Parameter settings

Set parameters using the engineering tool and CIP Safety Configuration Tool.

Settings using the engineering tool

The settings procedure is the same as Class1 instance communications. (=5~ Page 121 Settings using the engineering tool)

Settings using CIP Safety Configuration Tool

Connect CIP Safety Configuration Tool to the CIP Safety module, and set parameters.

HEParameter settings for the CIP Safety module (target)

Operating procedure
1. StartcIP Safety Configuration Tool.

O [Navigation window] = [Parameter] = [Module Information] = [RJ71SEIP91-T4] = [CIP Safety Configuration Tool]

2. Setthe IP addresses.

* Select "Network 1: EIP/CIPS Scanner" and set 192.168.0.10 to "IP Address" (P1).

File  View Configuration Device Library MNetwork Detection

||ﬂlﬂ@ |a8tart Diagnosticl* Run Mode|$ldle Modelﬂ

Configuration

onfiguration Tool

Window Help

a = Safety Communication Module

w9 Network 1: EIP/CIPS Scanner
Identifier 192.168.0.10

Metwork 2 : EIP/CIPS Scanner
Identifier 192.168.2.11

CIP Safety Product (

msﬂety I/0 Mapping | Information | IP/Port | DLR | Comment

Scanner |P Address Settings

IP Address: | Detect || 192.168.0.10 |
Subnet Mask: | 255.255.255.0 |
MNetwork Gateway: | 0.0.0.0 |

~NINS Server

+ Select "Network 2: EIP/CIPS Scanner" and set 192.168.1.10 to "IP Address" (P2).

File  View Configuration Device Library MNetwork Detection

||_|=|@ |a Start Diagnosticl* Run Mode|$ldle Modelﬂ

onfiguration Tool

Configuration

Window Help

a = Safety Communication Module

Metwork 1: EIP/CIPS Scanner
L Identifier 192.168.0.10

w9 Network 2 : EIP/CIPS Scanne
Identifier 192.168.1.10

oy
]
=
b-]
o
=
ey
i
=
1]
A
=

msﬂetyﬁrget(classo] Safety | /O Mapping | Information

IP/Port | DLR | Comment

Scanner |P Address Settings
IP Address: | Detect || 192.168.1.10 |
Subnet Mask: | 255.255.255.0 |
DNS Server
Primary DNS Server Address: | 0.0.0.0 |
Secondary DNS Server Address: | 0.0.0.0 |

-
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3. Set "Network 1: EIP/CIPS Scanner".
* [General] tab

Operating Mode Safety Target (Class 0) Selected
-0Ox
File View Configuration DeviceLibrary Network Detection Window Help
|| ERdStart Diagnostic &, Run Mode | Idie Mode '
= Safety Communication Module Safety Target (Class 0) | Safety | /O Mepping | Information | IP/Port | DLR | Comment |
(-Scanner [P Address Settings
g eowork 2: EIP/CIPS Scanner P Address | Detect | | 192.168.0.10 |
Identifier 192.168.1.10 Subnet Mask: | 255.255.255.0 |
Network Gateway: | 0.0.0.0 ]
(DNS Server
Primary DNS Server Address: | 0.00.0 |
Secondary DNS Server Address: | 0.0.0.0 ]
Module Name
Host Name: | |
Domain Name: | ]
Ports Settings
Port 1 baud rate: | auto negotiation - I
Port 2 baud rate: | auto negotiation - I
¢ DLR Supenvisor Configuration
Ring Supervisor Enabled: |
Ring Supervisor Precedence: | 0 ]
Beacon Interval: | 400 | ws
Beacon Timeout: | 1960 | us
DLR VLAN ID: | [] ]
(Ping
Send Ping |
| Loop
[ | stop on error
[ Clear message log |
Operating Mode
|| Target (Class 1)
Safety Target (Class 0)
Configuration Summary
[ Number of Class 1 connections (current / max): | 0/64 ||
s
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* [Safety Target (Class 0)] tab

Target (Class 0) instance definitions | Direction T->0
Instance 540
Size 8
Max Subscribers 1

Target (Class 0) tag definitions Direction T->0
Name MyTag
Tag Size 14
Max Subscribers 1

N

File  View Configuration Device Library MNetwork Detection Window Help

@' ||[Etart Diagnostic| da, Run Mode | db e Mode“
4 =4 safety Communication Module General JEEHGVREES0-ERNE Safety | 1/0 Mapping | Information | IP/Port | DLR | Comment |

wy Network 1: EIP/CIPS Scanner

E=
e
=]
=

]
-

u

" Identifier 192.168.0.10

 Target (Class 0 Instance) definitions

Metwork 2 : EIP/CIPS Scanner

Identifier 192,168,110 | Add | | Remove

Direction Instance Size Max Subscribers

T->0 - 540 8 1 |

~ Target (Class 0 Tag) definitions

. Add . Rernove

Direction Name Tag Size Max Subscribers

T->0 + M MyTag| 14 1 ||

(0 means Originator so it is an external scanner that will connect to the local slave - T means Target so this is the local slave)

174 10 PROGRAMMING
10.4 Safety Program



4. Set "Network 2: EIP/CIPS Scanner".
* [General] tab

Operating Mode Safety Target (Class 0) Selected

-0Ox
File View Configuration DeviceLibrary Network Detection  Window  Help
|| ERdStart Diagnostic &, Run Mode | Idie Mode '
= Safety Communication Module Safety Target (Class 0) | Safety | /O Mepping | Information | IP/Port | DLR | Comment |
Network 1 : EIP/CIPS Scanner
W | otitier 192.168.010 -Scanner IP Address Settings
P Address: | Detect |[ 192.168.1.10 ]
Subnet Mask: | 255.255.255.0 |
DN Server
Primary DNS Server Address: | 0.0.0.0 ]
Secondary DNS Server Address: | 0.00.0 |
Module Name
Host Name: | ]
Domain Name: | |
Ports Settings
Port 1 baud rate: | aute negotiation v]
Port 2 baud rate: | aute negotiation v]

~DLR Supervisor Configuration
Ring Supervisor Enabled: |

Ring Supervisor Precedence: | 0 ]
Beacon Interval: | 400 | us
Beacon Timeout: | 1960 | ws
DLR VLAN ID: | 0 ]
(Ping
Send Ping |
| Loop

|| Stop on error

| Clear message log |

Operating Mode
|| Target (Class 1)
Safety Target (Class 0)

Configuration Summary
[ Number of Class 1 connections (current / max): | 0/64 | l
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* [Safety Target (Class 0)] tab

Target (Class 0) instance definitions | Direction T->0
Instance 540
Size 8
Max Subscribers 1
Direction O->T
Instance 541
Size 8
Max Subscribers 1

File  View Configuration Device Library MNetwork Detection  Window Help

@‘ ||[Etart Diagnostic| da, Run Mode | db e Mode“
4 T4 safety Communication Module Safety Target (Class 0) [Bii=q1 | 1/0 Mapping | Information | IP/Port | DLR | Comment |

Metwork 1: EIP/CIPS Scanner
Identifier 192.168.0.10  Target (Class 0 Instance) definitions

w9 Network 2 : EIP/CIPS Scanner i .
Identifier 192.168.1.10 Add Rermove

Direction Instance Size Max Subscribers

N

E=
e
=]
=
]
+

ty Produc

€1

Saf

cip

| Ts0 +| 540 8 1

~ Target (Class 0 Tag) definitions
| Add I | Remove I

(0 means Originator so it is an external scanner that will connect to the local slave - T means Target so this is the local slave)

541 2 1 |
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5. Select "Safety Communication Module" and set the details in the [CPU Data Exchange] tab.
* [Labels/Devices] tab

Receive Labels Receive Devices | Send Labels Send Devices
Data Cons. Status Prod. Status No. Data No.

— StsCons_In_P1_Asm540 StsProd_In_P1_Asm540 70 Out_P1_Asm540 70

— StsCons_In_P1_MyTag StsProd_In_P1_MyTag 0 Out_P1_MyTag 0

— StsCons_In_P2_Asm540 StsProd_In_P2_Asm540 BO Out_P2_Asm540 BO
In_P2_Asmb541 StsCons_In_P2_Asm541 StsProd_In_P2_Asm541 FO — FO

-ox

File View Configuration Device Library Network Detection  Window  Help

1 . || E start Dingnostic| g Run Mnuelj,,laleMnueH

5 WIY= safety Communication Module IR CPU Data Exchange

g Networl 1: EIP/CIPS Scanner »

't; B \dentifier 192.168.0.10 Timings (Auto Calculation)

3 W MNetwork 2: EIP/CIPS Scanner CPU Safety Data Exchange Definition

S fdaties 192.168.1.10 | GWorks3Copylabels | GuWorks 3 Paste Labels |

8 Identifications CIP Safety Cx Receive Labels Receive Devices Send Labels Send Devices

S Chan. 1P Slot nput  Output Data Cons. Status Prod. Status Name  No. Paint Data Name  No. Paint
[N1][instance 540] [StsCons In P1_Asm540][StsProd In P1_Asm530] | sawx - [ 70][ 32| [outP1 Asmsao] | saw [ 7o ea
[StsCons In P1_MyTag|[StsProd In P1 MyTag| | SAX ~|[ o|[ 32| [OutPiMyTag | | say ~| o] 12
[StsCons_In_P2_Asm540|[StsProd_in_P2_Asm540| | sax - [ Bo|[ 32| [outP2Asm540] | saw [ Bo|[ &4
[M2][Instance 541] In_P2_Asm541 |[StsCons_In_P2_Asm541][StsProd_In_P2_Asm541| | smx - [ o] 80| SAW  ~

Pointp
« In this example, set the device in order of (SA\X) FO —» BO — 70 — 0, (SA\Y) FO — B0 — (Out_P1_MyTag

is 140) - 70 — 0 to avoid duplication.
» The following is an example of when a safety device other than SA\X and SA\Y is assigned. (When using a

program example, review the assignment of global labels to avoid duplicating the assignment with other

devices.)
Receive Devices Send Labels Send Devices
MName Mo. Point Data MName Mo. Point

| sap ~ [  of 4] [outP1Asm540| | saD ~
| sam ~ [ of 112] [OutP1MyTag | | SAM ~
| sme ~ [ of 64| [outP2Asm540| | SAB ~

ISA\W ~| o] s_ saw ~| 100] 5§
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178

+ [Timings (Auto Calculation)] tab

12

-0Ox
File View Configurstion Device Library MNetwork Detection Window Help B
ENEE H‘ermuuagmmc s, Run Mndel.,,lale Moda“
PY == safety Communication Module: CPU Data Exchange
Network 1 : EIP/CIPS Scanner
5 entifer 192.168.0.10 Labels / Devices A
g Network2: EP/CIPS Scanner CPU Safety Data Exchange Definition
Identifier 192.168.1.10 .
e Receive (Input) Send (Output)
"""’"m“ CIP Safety Cx Sending Int. Sending Int. Safety Ref.
Chan. Input  Output EPI (ms) Timeout Mult.  Mon.Time (ms)  EPI (ms) Timeout Mult. Mon.Time (ms) Mon. Time {ms)
Instance 540) 12 2| 239 12 2 24 359
N1 MyTag| 12 2| 239 12 2 24 359
N2|[_Instance 540) 2 2239 2 2 21 359
N2|[ Instance 541 2 2| 239 12 2 21 359
Safety Cycle Time (ms)=8

» Take notes of the value in safety cycle time to set it to the engineering tool later. (==~ Page 197 Settings
using the engineering tool)

* Entering the setting values is required for EPI and Timeout Multiplier in the connection on the target side
because values are not set for those parameters, unlike the originator.
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6. Set the current IP address of the CIP Safety module to "Target IP Address" in the [Safety Communication Module
Access] tab.

7. Click the [Save configuration to module] button to write the set parameters to the CIP Safety module.

-ox

File View Configuration Device Library Network Detection Window  Help
i [ERStart Diagnostic | Run Mndelj,,laleMnueH

Configuration

PYI= Safety Communication Module m CPU Data Exchange
Network 1: EIP/CIPS Scanner

5 ldentifier 192.168.0.10
Network 2: EIP/CIPS Scanner

5 ldentifier 192.168.1.10

Access
Local network interface IP address to use: 0.0.0.0 - ]

Download to Target

Target P Address: [192.168.0.10 [ Save configuration to module J
[ Update Firmuare... J

0020 - CIP Safety Produc

Number of Class 1 connections (current / max): [ 0/128 |

Class 110 data size in bytes (current / max): [ 0/16384 |

Number of Class 0 connections (current / max): [ 4/ 240 |

Number of CPU Data Exchange Safety connections (current / max): [ 47120 ]
[ 0/12000 ]

Number of packsts per second (current / max):

|r fon Summary

8. Click the [Yes] button in the following window to save the configuration.

(@) SAVE CONFIGURATION

Your project must be saved before downloading it.
Would you like to save it now?

Yes Mo
e |

9. Click the [Close] button in the following window to close CIP Safety Configuration Tool.

Success: Config flashing succeeds. Power cycle or reset the device.

00:15

Close

o
&
o}
]
a
=
=
=1
i
=]
o
=
=

10. After downloading, reset the CPU module or power off and on the system.

11. startcIP Safety Configuration Tool.
O [Navigation window] = [Parameter] = [Module Information] = [RJ71SEIP91-T4] = [CIP Safety Configuration Tool]
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12. Click the [Set TUNID] button.
O "Network 1: EIP/CIPS Scanner” = [Safety] tab

File  View Configuration Device Library MNetwork Detection  Window Help

||_|‘|E” ||a5tart Diagnosticl* Run Model*‘,ldle Mode|‘

5
=

=1
i
=]
o
=
=

Safety Network Number: |

4856_010C_29BE

_:,E‘J 4 T4 safety Communication Module General | Safety Target (Class 0) fEEUEVE /0 Mapping | Information | IP/Port | DLR | Comment
& w9 Network 1 : EIP/CIPS Scannel o

z Identifier 192.168.0.10 Identification

b Network 2 : EIP/CIPS Scanner Scanner CIP Identifier: | 192.168.0.10 |

= & Identifier 192.168.1.10

[ T

| Copy ]
| Paste ]

| Set TUNID ]

Pointp

(originator).

Take notes of the value in "Safety Network Number" to set it to the parameter of CIP Safety module

13. Click the [OK] button in the following window.

(® SET TUNID

TUNID has been set successfully and the module is now ready to be configured.

T

14. Click the [Set TUNID] button.
O "Network 2: EIP/CIPS Scanner” = [Safety] tab

File  View Configuration Device Library MNetwork Detection  Window Help

||_|‘|E” ||a5tart Diagnosticl* Run Model*‘,ldle Mode|‘

onfiguration Tool

‘ESafetyCDmmunicationModule General | Safety Target (Class 0) BRELEAT

Metwork 1: EIP/CIPS Scanner

1/0 Mapping

Information

IP/Port | DLR | Comment

B | dentifier 192.168.0.10 Identification

Scanner CIP |dentifier: |

192.168.1.10

oy
]
=
-]
o
=
ey
i
=
]
A
=

w9 Network 2 : EIP/CIPS Scannel
Identifier 192.168.1.10

Safety Network Number: |

4856_010C_29EA

I Edit

Copy

|
| Paste
| Set TUNID
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15. Click the [OK] button in the following window.

(0 SET TUNID

TUNID has been set successfully and the module is now ready to be configured.

Pointp

If TUNID is already set to the CIP Safety module, a following error message is displayed.

(%) SET TUNID

Impossible to Set TUNID, Propose TUNID return an error.

Module has correctly received the request and has returned this error: Object state conflict [CIP Status = 0Ch]

If the error message is displayed, execute Safety Reset with the following procedure, then set TUNID.
(1) Reset the CPU module or power off and on the system.

(2) Click the [Safety Reset] button in the [Safety] tab. When a window appears, select [Reset Type 2] as
shown below and click the [Reset] button in the displayed window.

~Choose Reset Type:

w
a
=
=
i}
i
i)
o
w
I

O Reset Type 0
Reset type 0 emulates as closely as possible cycling power on the device.

O Reset Type 1
Reset type 1 returns as closely as possible to the default configuration, and then emulate cycling power as closely as possible.

® Reset Type 2
Reset type 2 returns as closely as possible to the out-of-box configuration except to preserve the parameters checked in the
options below, and then emulate cycling power as closely as possible,

Preserve Soft-set Macld
Preserve Soft-set Baud Rate
Preserve the TUNID

+'| Preserve the Password
Preserve the CFUNID
Preserve the OCPUNID

(3) After 10 seconds, the LED status will be as follows.

» Firmware version of the CIP Safety module is "01": MS LED lights up in green, and other LEDs are turned
off

* When the firmware version of the CIP Safety module is "02" or later: MS LED lights up in red, and other
LEDs are turned off

(4) Reset the CPU module or power off and on the system.
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16. Check that the values in "Signature in SNCT" and those of "Signature in Scanner" are the same.

O "Network 1: EIP/CIPS Scanner" = [Safety] tab = [Refresh] button (same procedure for "Network 2: EIP/CIPS Scanner")

- 0O x

File View Configuration DeviceLibrary MNetwork Detection  Window  Help

H_Iq@ |a Start Diagnosti(I*Run Model‘oldle Mode“

5

=

E

el Configuration

=

_é 4 T Safety Communication Medule General | Safety Target (Class 0) BELESS /0 Mapping | Information | IP/Port | DLR | Comment

= w9 Network 1: EIP/CIPS Sca B .

z Identifier 192.168.0.10 Identification

-E Network 2 : EIP/CIPS Scanner Scanner CIP |dentifier: | 192.168.0.10

= Identifier 192.168.1.10

= Safety Network Number: | 484E_007F_DC68 I Edit |
| Copy |
| Paste |
| Set TUNID |

Safety Reset
[ Safety Reset ]l
Signature in SNCT Signature in Scanner
ID: [E4B8.609C | ID: [E4B8_609C |
Date: [09/05/2022 | Date: [09/05/2022 |
Time: [12:06:26 PM 311 | ms Time: [12:06:26 PM 311 ms

17. Click the [Display listing information on the current project] button and check that the parameters in the [Listing] tab is
changed to the required settings. (Same procedure for "Network 2: EIP/CIPS Scanner")

- 0Ox
Eile View Configuration DeviceLibrary Network Detection  Window  Help
|_| |@Start Diagnosticl* Run Modelﬁnldla Modelq
3 Configuration
I
H |¢;ﬂ ® 2 B E B B refresh |
&
&
=
Product Configuration Tool Report
L. Network 1 : EIP/CIPS Scanner
Parameter Config
Product Identifier 1g2.168.0.10
LL Safety
Parameter Config Scanner
Safety Network Number 484E_oo7F_DC68 484E oo7F_DC68
Signature [D E4B8_6ogC E4B&_60gC
Signature Date Time 0g/05/2022 12:06:26 PM 311 0g/05/2022 12:06:26 PM 311
-
| Type text to find... ik | =
Point}’

» Steps 17 and 18 must be performed for each port for which parameters have been set.

» To output a list, close the [Listing] tab being displayed, then output the list. (Or, click the [Refresh] button in
the tab.)

» "Signature ID" and "Signature Date Time" in the [Config] column are displayed when "Enable Signature" is
selected.

(=5~ Page 77 [Safety Settings] tab

18. Close CIP Safety Configuration Tool.

19. Reset the CPU module or power off and on the system.
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HParameter settings for the CIP Safety module (originator)

Operating procedure
1. StartcIP Safety Configuration Tool.
O [Navigation window] = [Parameter] = [Module Information] = [RJ71SEIP91-T4] = [CIP Safety Configuration Tool]

2. Setthe IP addresses.
+ Select "Network 1: EIP/CIPS Scanner" and set 192.168.0.1 to "IP Address" (P1).

= —Ox

K|

= File  View Configuration DeviceLibrary MNetwork Detection Window  Help

% | H !H@ [ B start Diagnostic i, Run Mode| d Idie Mode|

I_E_: Configuration

_:,E‘J 4 T4 safety Communication Module m Safety | /O Mapping | Information | IP/Port | DLR | Comment

& w9 Network 1: EIP/CIPS Scanne e e .

2 \dentifier 192.168.0.1 Scanner |P Address Settings

i gy Networlc2: EIR/CIPS Scanner IP Address: | Detect || 192.1680. |

2 Identifier 192.168.2.11 Subnet Mask: | 255.255.255.0 |

MNetwork Gateway: | 0.0.0.0 |

~NINS Server -

+ Select "Network 2: EIP/CIPS Scanner" and set 192.168.1.1 to "IP Address" (P2).

= - Ox
2
= File  View Configuration Device Library MNetwork Detection  Window  Help
% | H HI@I B start Diagnostic i, Run Mode| & Idie Mode ||
I_E_: Configuration
_:,E‘J 4 T4 safety Communication Medule m Safety | /O Mapping | Information | IP/Port | DLR | Comment
,'J_E Metwork 1: EIP/CIPS Scanner B . — -
2 ) |dentifier 192.168.0.1 Scanner |P Address Settings
i w9 Network 2 : EIP/CIPS Scanner P Address: | Detect | | 192.168.1.1 |
2 Identifier 192.168.1.1 Subnet Mask: | 255.255.255.0 |
DS Server
Primary DNS Server Address: | 0.0.0.0 |
Secondary DNS Server Address: | 0.0.0.0 |

3. Register an EDS file of the external device (target).
In this program example, registration of the EDS file is not required because the external device is the CIP Safety module.

Point}3

To connect an external device whose EDS file is not registered as the target, register the EDS file of the
device to the library. Once the EDS file is registered, re-registration is not required.

To register the EDS file, use the [Add EDS] icon in [Device Library] in CIP Safety Configuration Tool.
[ Page 81 Adding EDS files
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4. Add (drag and drop) the external device (target) to "Network 1: EIP/CIPS Scanner". (Connection No.1)

File View Configuration Devicelibrary MNetwork Detection Window Help

@| Hﬂsmn Diagmsﬁcl.ﬁ, Run Model.ﬁ,ld\e Modem

Device Library > QX
4 ESafety Communication Module Safety | 1/0 Mapping | Information | IP/Port | DLR | Comment El ‘i’endorand Devicew

£ wy Network 1: EIP/CIPS Scanner ) - .
z \dentifier 192.168.0.1 Scanner IP Address Settings ‘ Q J
% RTTSEIPOLTa /1.1 IP Address: | Detect ] 192.168.0.1 a |y Catalog -
S Identifier 192.168.0.2 Subnet Mask: 255.255.255.0 4 g MITSUBISHI ELECTRIC CORPORATION
Network 2 : EIP/CIPS Scanner 4 |y Other
' Identifier 192.168.1.1 ork bateway: - RIT1SEIP91-T4 V1.1

4 | Molex Incorporated

0 EIP/CIPS Generic Device V1.2 [
Secondary DNS Server Address:

DMS Server

- MNurnber of iterns: 2

5. Set the external device (target) added.
* [General] tab

Adapter IP Address 192.168.0.10
Enable Standard Connections Not selected
Enable Safety Connections Selected

n T

File  View Configuration Device Library MNetwork Detection Window Help
H |E|| |[Estart Diagnostic| de, Run Mode | d e Modeu

4 T4 safety Communication Module m&fetySettings Information | IP/Port | DLR

guratic

fi

)
-

L

= Metwork 1: EIP/CIPS Scanner I
2 “ B |gentifier 192.166.0.1 Identification
£ e Adapter IP Address: | 192.168.0.10 |
= Identifier 192.168.0.10
Network 2 : EIP/CIPS Scanner rPing
Identifier 192.168.1.1 Send Ping
Loop

Stop on error

| Clear message ‘

~Connections
Enable Standard Connections:

+| Enable Safety Connections:
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* [Safety Settings] = [Safety Parameters] tab

Identification Safety Network Number Avalue in "Safety Network Number" of the target

Signature in SNCT Enable Signature Not selected

n T

File  View Configuration Device Library MNetwork Detection Window Help
@‘ |[Estart Diagnostic| de, Run Mode | d e Mode“
4 T4 safety Communication Module Safety Settings QLTI EG] | IP/Port | DLR |
Metwark 1: EIP/CIPS 5
Identi‘fjirer‘lg.’_.‘I;B.D.‘l canner CEVIETET Al Safety Connections
A RIT1SEIP91-T4 V1.1 General
Identifier 192.168.0.10 . . r
Configuration Type: | Externally Initialized "

Metwork 2 : EIP/CIPS Scanner
Identifier 192.168.1.1

guratic

)
-

L

ty Pre

Safed

CIP

Identification

Adapter CIP identifier: 192.168.0.10

Safety Network Nurber: [ 4856 010C 200e || Edit

I
Copy ‘
J
Set TUNID |

|
|. Paste
|.

[ Safety Reset

| Safety Reset l

Signature in Device

Signature in SNCT
I:‘ Enable Signature

I :
Date: Date:

Time: [ ms Time:
. Copy IE Copy Refresh

g
f

10 PROGRAMMING
10.4 Safety Program 1 85



* [Safety Settings] = [Safety Connections] tab

Connection Type Input Format Safety Input Class0 Tag
Output Format None
Input Connection Parameters (Target To Originator) Safety Input 14
EPI 12
Symbol Ansi MyTag'!

*1 This tag name is for the connection destination. Set the same tag name as that of the target.

-0Ox
File View Configuration DeviceLibrary Network Detection  Window  Help
H | EdStart Diagnostic| &, Run Mode | &, Idic Mode '
a T Safety Communication Module General Information | IP/Port | DLR
Network 1 : EIP/CIPS Scanner = :
W | yonsifier 192.168.0.1 Il Safety Connections
4 RITISEIP1-TAVI , - -
\dentifier 192.168.0.10 \ Restore Default Values | Collapse Al | Expand All
gy Nebwork 2: ER/CIPS Scanner I Start Connections | Stop Cannections
Identifier 192.162.1.1
General Parameters
[ Safety Format: | Extended -] l
Keying
Check Type: | Compatible Module -
~ Identification
Vendor ID: [ 161 |
Product Type: [140 |
Product Code: [1] |
Major Version: [ 1 |
Minor Version: |1 |
 Connection Type
Input Format; | Safety Input ClassD Tag -
Output Format: | None - |
B3 Input Connection Parameters (Target to Originator) Restore Default Values
Identifier: [1 |
Safety Input: [ 14 | bytes
Input Mode: | Point-to-Point -
EpL: [12 | ms
Input Priority | High -
Timeout Multiplier. | 2 -
Network Multiplier: [200 |
Network Reaction Time: [60 | ms
Input Path Parameters
[ Symbol Ansi: [My Tag
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6. Add (drag and drop) the external device (target) to "Network 1: EIP/CIPS Scanner". (Connection No.2)

File  View Configuration Devicelibrary Network Detection  Window Help

£ 40| B || ERstert Diagnostic| d Run Mode| b Lale Mede|
Device Library %
P
_é 4 ESafaty Communication Module @ Safety Settings | Information | IP/Port | DLR 0 - wj
& Network 1: EIP/CIPS Scanner o A
z 4B \gentifier 192.168.0.1 Identification ‘ Q-
= 3 RITASEIP91-TAV1.1 Adapter IP Address: 192.168.0.10 4 |y Catalog -
A B .
a Identifier 192.168.0.10 4 gy MITSUBISHI ELECTRIC CORPORATION
RIT1SEIP91-T4 V1.1 Ping 4 g Other
Identifier 192.168.0.2 Send Ping = RIT1SEIP91-T4 V1.1
o Netwaork 2 : EIP/CIPS Scanner Loop 4 | Molex Incorporated
|dentifier 192.168.1.1 Stop on error . Generic Device
| Clear message | @ EIP/CIPS Generic Device V12 =
- Number of iterns: 2

Point ;>

For safety connection, only one connection can be set per external device. Therefore, to add a connection for
the same IP address, an external device must be added as well.

7. Set the external device (target) added.
* [General] tab

Item Setting value
Adapter IP Address 192.168.0.10
Enable Standard Connections Not selected
Enable Safety Connections Selected

File  View Configuration Device Library MNetwork Detection  Window Help
||ﬂ|‘@| |[ERAstart Diagnostic i, Run Mode | db Idle Mode| |

5
=

=1
i
=]
o
=
=

_:,E‘J 4 T safety Communication Module m Safety Settings | Information | IP/Port | DLR
,'J_E Metwork 1: EIP/CIPS Scanner L
2 4 B \gentifier 192.168.0.1 Identification
£ RITISEIPST-TA V11 Adapter IP Address: | 192.168.0.10] |
B Identifier 192,168,010
2 RITISEIP91-TAV1.1 rPing
Identifier 192.168.0.10 Send Ping
Metwork 2 : EIP/CIPS Scanner Loop
L Identifier 192.168.1.1 Stop on error
| Clear message |

~Connections
Enable Standard Connections:
+| Enable Safety Connections:
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* [Safety Settings] = [Safety Parameters] tab

Identification Safety Network Number Avalue in "Safety Network Number" of the target
Signature in SNCT Enable Signature Not selected
= - Ox
2
= File  View Configuration Device Library MNetwork Detection Window Help
g @‘ |[Estart Diagnostic| de, Run Mode | d e Mode“
o [l
:;i 4 T4 safety Communication Module m Information | IP/Port | DLR |
& Network 1: EIP/CIPS Scanner :
2 |dentifier 192.168.0.1 CEVEL el Safety Connections
i RIT1SEIP91-TA V1.1 General
= Identifier 192.168.0.10 Conf T r
o \qurati - .
. RUTISEIP91-T4 V1.1 onfiguration Type: | Externally Initialized
Identifier 192.168.0.10
Network 2 : EIP/CIPS Scanner |dentification
Identifier 192.168.1.1 Adapter CIP identifier: 192.168.0.10
Safety Metwork Number: 4856_010C_29BE . Edit
. Copy
. Paste
' Set TUNID
Safety Reset
[ Safety Reset l
Signature in SNCT Signature in Device
I:‘ Enable Signature
ID: ID:
Date: Date:
Time: ms Time: _## -### ms
[cory J| peste ] Copy | Retresh
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* [Safety Settings] = [Safety Connections] tab

Connection Type Output Format None
Input Connection Parameters (Target To Originator) Safety Input 8
EPI 12
Safety Assembly ID 540"

*1 This Assembly ID is for the connection destination. Set the same value as Assembly ID (instance) of the target.

File View Configuration Device Library

MNetwork Detection  Window  Help

| EdStart Diagnostic da, Run Mode & Idle Mode '

Configuration

—Ox

4 T safety Communication Module
Netwaork 1: EIP/CIPS Scanner
Identifier 192.168.0.1
RITISEIPG1-T4 V1.1
Identifier 192.168.0.10
A RIT1SHP91-TAV1.1
Identifier 192.168.0.10
' Network 2 : EIP/CIPS Scanner
Identifier 192.168.1.1

RN Information | IP/Port | DLR

Safety Parameters [EliE e INae

Restore Default Values | Collapse Al | Expand Al ]
| Start Connections I Stop Connections |
General -
( Sefety Format: | Extended -]
(Keying
Check Type: | Compatible Module -
v Identification

- Connection Type

B3] Input Connection Parameters (Target to Originator)

Input Format: |

Safety Input Assembly

-]

]

Output Format: ‘ None
Identifier: [2 |
Safety Input: [2 | bytes

Input Mode: | Point-to-Point -

EpL [12 | ms
Input Pririty | High -
Timeout Multiplier: | 2 - |
Network Multiplier: [200 |

| ms

Metwork Reaction Time: [60

[\nput Path

Safety Assembly ID: [540]
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8. Add (drag and drop) the external device (target) to "Network 2: EIP/CIPS Scanner". (Connection No.3)

Eile View Configuration Devicelibrary MNetwork Detection Window Help
3 0 IE””mstart Diagnosticl*ﬁun Model%ldlel\-’lodeu

E=
jud
=
=

c ESafety Communication Module m Safety Settings | Information | IP/Port | DLR !endorand Device~
Metwork 1: EIP/CIPS Scanner L -
4 w \dentifier 192.168.0.1 Identification | Q I
. . Catal -
RITISEIPG1-T4 V1.1 Adapter [P Address: 192.168.1.10 4 ‘ og
\dentifier 192.168.0.10 4 |y MITSUBISHI ELECTRIC CORPORATION
RITISEIP91-T4 V1.1 rPing 4 | Other
Identifier 192.168.0.10 Send Ping A RITISEIPI1-TAV1.1
Metwork 2 : EIP/CIPS Scanner Loop 4 ‘ Molex Incorporated
Identifier 192.168.1.1 Stop on error 4 ‘ Generic Device
A RIT1SEIP91-T4 V1.1 | Clear message I e EIP/CIPS Generic Device V1.2
Identifier 192.168.1.10
- Connections -
Enable Standard Connections: P ,
+'| Enable 5afety Connections:
Number of items: 2

9. Set the external device (target) added.
* [General] tab

Adapter IP Address 192.168.1.10
Enable Standard Connections Not selected
Enable Safety Connections Selected

n T

File  View Configuration Device Library MNetwork Detection  Window Help
H |E|| |[Estart Diagnostic| de, Run Mode | d e Modeu

E=
e
=l
=]

:;i 4 T4 safety Communication Module m Safety Settings | Information | IP/Port | DLR
& Network 1: EIP/CIPS Scanner L
2 4 W \gentifier 192.168.0.1 Identification
2 RITISEIPST-TA V11 Adapter IP Address: | 192.168.1.10 |
a Identifier 192.168.0.10
RJTISEIP91-T4 V1.1 rPing
Identifier 192.168.0.10 Send Ping i
:':I’etw.(fj.rk igglréggp? Scanner Loop
EQtieiile.108:1. Stop on error
A RIT1SEIP91-T4 V1.1 [ Clear message I
Identifier 192.168.1.10 —
~Connections
Enable Standard Connections:
+| Enable Safety Connections:
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* [Safety Settings] = [Safety Parameters] tab

Identification Safety Network Number Avalue in "Safety Network Number" of the target

Signature in SNCT Enable Signature Not selected

n T

File  View Configuration Device Library MNetwork Detection Window Help
@‘ |[Estart Diagnostic| de, Run Mode | d e Mode“
4 T4 safety Communication Module m Information | IP/Port | DLR |
Metwork 1: EIP/CIPS Scanner i
\dentifier 192.168.0.1 Safety Parameters 1RO T a il

RJT1SEIP91-T4 V1.1

Identifier 192.168.0.10 Genera!

RITISEIPO1-T4 V1.1 Configuration Type: | Externally Initialized ~

Identifier 192.168.0.10
Metwork 2 : EIP/CIPS Scanner r ldentification

Identifier 192.168.1.1 Adapter CIP idenifier
. RITISEIPO1-TAV11
Safety Network Number, Edit
Copy
Paste
Set TUNID

guratic

)
-

L

ty Pre

Safed

CIP

Safety Reset

Signature in Device

Date: Date:
\M Paste ] Copy I Refresh I

[ Safety Reset

Signature in SNCT
I:‘ Enable Signature

1D:

§ &
il
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192

+ [Safety Settings] = [Safety Connections] tab

Connection Type

Input Connection Parameters (Target To Originator) Safety Input 8
EPI 12
Safety Assembly ID 540"

Output Connection Parameters (Originator To Target) Safety Output 8
EPI 12
Safety Assembly ID 541"

*1  This Assembly ID is for the connection destination. Set the same value as Assembly ID (instance) of the target.

File VWiew Configuration

[=]

Device Library  Network Detection

Window Help

\ | ERVstart Diagnostic | &, Run Mode | &, Idie Made, l

4 J safety Communication Module
Metwork 1: EIP/CIPS Scanner
Identifier 192,168.0.1
RITISEIP91-T4 W11
Identifier 192.168.0.10
RITISEIP91-T4 W11
Identifier 192.168.0.10

Metwork 2: EIP/CIPS Scanner
Identifier 1 .

- RIT1SEIP91
Identifier 192.

General REIEWELEROLEN Information | IP/Port | DLR
Safety Parameters JEETEVEET LT

| Restore Default Values | Collapse All | Expand All |
| Start Connections “ Stop Connections ”
General Parameters
{ Safety Format: | Extended -
Keying
Check Type: | Compatible Module -
~ | Identification
~ Connection Type
Input Format: ‘ Safety Input Assembly - J
Output Format: ‘ Safety Output Assembly A J

[l Input Connection Parameters (Target to Originator)

Restore Default Values

Identifier: [1 |
Safety Input: [8 | bytes
Input Mode: | Point-to-Point - I
EPL: [12 | ms
Input Priority | High VI
Timeout Multiplier: | 2 - I
Network Multiplier: [200 |
MNetwork Reaction Time: |61] | ms
Input Path Parameters
[ Safety Assembly ID: 540 |
Identifier: [2 |
Safety Output: [2 | bytes
EPL: [12 | ms
Output Priority | High VI
Timeout Multiplier: | 2 - I
Network Multiplier: [200 |
Network Reaction Time: |61] | ms

Output Path Parameters
[ Safety Assembly ID: [541
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10. select "Safety Communication Module" and set the details in the [CPU Data Exchange] tab.

Receive Labels Receive Send Labels Send Devices
Devices
Data Cons. Status Prod. Status No. Data No.
In_P1_MyTag StsCons_In_P1_MyTag StsProd_In_P1_MyTag 0 — 0
In_P1_Asm540 StsCons_In_P1_Asm540 StsProd_In_P1_Asm540 80 — 80
In_P2_Asm540 StsCons_In_P2_Asm540 StsProd_In_P2_Asm540 DO Out_P2_Asm541 DO
-0Ox
File View Configuration Device Library ~MNetwork Detection Window Help
i ﬁ % || B stert Dingrostic| iy Run Miode[ e Mose
Configuration
3 ™ RITISEIPO1-TA V1.1 CPU Safety Data Exchange Definition
% :::‘:;z’g:f;:??“o [ GxWorks 3 Copy Labels || GxWorks 3 Paste Labels |
g |dentifier 162.162,0,10 Identifications CIP Safety Cnx Receive Labels Receive Devices Send Labels Send Devices
= B ok 2: EPCIPSS Chan. 1P Siot Input  Output Data Cons. Status Prod. Status Name No. Point Data Name No. Point
ork2: canner
* B \gentifier 192.168.1.1 v [N 192168.0.10] 001]["999] [nP1MyTag |[StsCons_In P1_MyTag|[StsProd_In P1_MyTag| | sax ~ [ o] 28] saw - [ of 16
E;’:‘;ﬁsﬂgﬁ‘;ﬂw v [N1][_192:1680.10] [ 002]["999] [in P1_ Asm540][StsCons In P1_Asm540][StsProd_In P1 Asm540] | sax - [ so][ 80| SAY  +
v [N2][ 1921681.10] 001][002] [in_P2_Asm540][StsCons In P2 Asm540|[StsProd In P2 Asm540] | sawx - |[ Do 80] [out P2 Asm541] | saw - | Do| 64

Point}3

« Since the setting values for EP| and Timeout Multiplier in the connection on the originator side are
automatically calculated, entering the values is not required.

« In this example, set the device in order of (SA\X, SA\Y) DO — 80 — 0 to avoid duplication.

« The following is an example of when a safety device other than SA\X and SA\Y is assigned. (When using a
program example, review the assignment of global labels to avoid duplicating the assignment with other

devices.)
Receive Devices Send Labels Send Devices
MName Mo. Point Data MName Mo. Point

I sap ~ | 256) 8_ sap ~| of sf
aw saw <[ o
| saw [ 100] 80| [outP2Asmsat] | saw [ 1] 4]

11. Set the current IP address of the CIP Safety module to "Target IP Address" in the [Safety Communication Module

Access] tab.
12. Click the [Save configuration to module] button to write the set parameters to the CIP Safety module.

-oOx

File View Configuration Device Library Network Detection Window  Help
i|' | strt Dingnostic| i Run Modie diy e Mode

PY == Safety Communication Module @ CPU Data Exchange

Network 1 EIP/CIPS Scanner e
B \dentifier 192.168.0.1 frecess
Local network interface [P address to use: 0.000 -

RITISEIPO1-TA V1
Identifier 192.168.0.10

RITISEIPO1-T4 V1.1 ’/Duwnloacl to Target.

Target IP Address: | 192.168.0.1 l Save configuration to module |

Identifier 192.168.0.10

0020 - CIP Safety Produc

Update Firmware... |

Metwork 2 EIP/CIPS Scanner
B \dentifier 192.168.1.1
RITISEIPO1-TA V11
Identifier 192.168.1.10

13. Click the [Yes] button in the following window to save the configuration.

(@) SAVE CONFIGURATION

Your project must be saved before downloading it.
Would you like to save it now?

Yes Mo
Yes |
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14. Click the [Close] button in the following window to close CIP Safety Configuration Tool.

Success: Config flashing succeeds. Power cycle or reset the device,

00:15

]
Close

o
&
o}
=
a
=
=
=1
i
=]
o
=
=

15. After downloading, reset the CPU module or power off and on the system.

16. Click the [Set TUNID] button.
O "Network 1: EIP/CIPS Scanner” = [Safety] tab

File  View Configuration Device Library MNetwork Detection Window Help

||ﬂ|‘|§” |[ERAstart Diagnostic i, Run Mode | db Idle Mode| |

onfiguration Tool

4 T4 safety Communication Medule General 1/0 Mapping | Information | IP/Port | DLR | Comment

« bal Network 1 : EIP/CIPS Scanne
Identifier 192.168.0.1 Safety Network Number: | 4856_010C_29BE

[

RJT1SEIP91-T4 V1.1
Identifier 192.168.0.10

RJT1SEIP91-T4 V1.1
Identifier 192.168.0.10

oy
]
=
=
o
=
ey
i
=
]
A
=

Copy ]

Paste ]

Set TUNID ]

" Metwork 2 : EIP/CIPS Scanner
L Identifier 192.168.1.1

RJT1SEIP91-T4 V1.1

Safety Reset
Identifier 192.168.1.10 [

| Safety Reset ] l

17. Click the [OK] button in the following window.

(® SET TUNID

TUNID has been set successfully and the module is now ready to be configured.

T

18. click the [Set TUNID] button.
O "Network 2: EIP/CIPS Scanner” = [Safety] tab

File  View Configuration Device Library MNetwork Detection Window Help

||ﬂ|‘|§” |[ERAstart Diagnostic i, Run Mode | db Idle Mode| |

onfiguration Tool

4 T4 safety Communication Medule

" Metwork 1: EIP/CIPS Scanner
L Identifier 192.168.0.1

RJT1SEIP91-T4 V1.1
Identifier 192.168.0.10

RJT1SEIP91-T4 V1.1
Identifier 192.168.0.10

P =y Network 2 : EIP/CIPS Scanne
Identifier 192.168.1.1

RJT1SEIP91-T4 V1.1
Identifier 192.168.1.10

oy
]
=
-]
o
=
ey
i
=
]
A
=

Generall.-"OMapping Information | IP/Port | DLR | Comment

Identification

Scanner CIP |dentifier: |

192.168.11

Safety Network Number: |

4856_010C_29EA

[

| Copy ]

| Paste ]
| Set TUNID ]
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19. Click the [OK] button in the following window.

(0 SET TUNID

TUNID has been set successfully and the module is now ready to be configured.

Pointp

If TUNID is already set to the CIP Safety module, a following error message is displayed.

(%) SET TUNID

Impossible to Set TUNID, Propose TUNID return an error.

Module has correctly received the request and has returned this error: Object state conflict [CIP Status = 0Ch]

If the error message is displayed, execute Safety Reset with the following procedure, then set TUNID.
(1) Reset the CPU module or power off and on the system.

(2) Click the [Safety Reset] button in the [Safety] tab. When a window appears, select [Reset Type 2] as
shown below and click the [Reset] button in the displayed window.

~Choose Reset Type:

O Reset Type 0
Reset type 0 emulates as closely as possible cycling power on the device.

w
a
=
=
i}
i
i)
o
w
I

O Reset Type 1
Reset type 1 returns as closely as possible to the default configuration, and then emulate cycling power as closely as possible.

® Reset Type 2
Reset type 2 returns as closely as possible to the out-of-box configuration except to preserve the parameters checked in the
options below, and then emulate cycling power as closely as possible,

Preserve Soft-set Macld
Preserve Soft-set Baud Rate
Preserve the TUNID

+'| Preserve the Password
Preserve the CFUNID
Preserve the OCPUNID

(3) After 10 seconds, the LED status will be as follows.

» Firmware version of the CIP Safety module is "01": MS LED lights up in green, and other LEDs are turned
off

* When the firmware version of the CIP Safety module is "02" or later: MS LED lights up in red, and other
LEDs are turned off

(4) Reset the CPU module or power off and on the system.
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20. Check that the values in "Signature in SNCT" and those of "Signature in Scanner" are the same.

O "Network 1: EIP/CIPS Scanner" = [Safety] tab = [Refresh] button (same procedure for "Network 2: EIP/CIPS Scanner")

= =0Ox
2
= File View Configuration Devicelibrary Network Detection Window Help
%’“ | q@ |a Start D\agnusticl* Run Mudel*,ld\e Mudelq
I‘_:E; Configuration
_é 4 '} safety Communication Module General m 1/0 Mapping | Information | IP/Port | DLR | Comment
s w9 Network 1: EIP/CIPS Sca o N
z cl \dentifier 192.168.0.1 Identification
b RITISEIP91-TA V1.1 Scanner CIP Identifier: | 192.168.0.1 |
. Identifier 192.168.0.10

RITISEIPS1-TA V.1 Safety Network Number: | 484E_007F_DCG8 I Edit |

Identifier 192.168.0.10 ‘ Copy |

Metwaork 2 : EIP/CIPS Scanner
“ W \dentifier 192.163.1.1 \ Paste J
RIT1SEIP91-TA V1.1 | Set TUNID )
Identifier 192.168.1.10
Safety Reset
[ Safety Reset ]
Signature in SNCT Signature in Scanner
ID: [SEBA_SEDD | D: [SEBA_3EDD |
Date: [09/05/2022 | Date: [09/05/2022 |

Time: [01:21:07 PM |[0s8

ms Time: |01:21:07 PM 988 ms
resh

21. Click the [Display listing information on the current project] button and check that the parameters in the [Listing] tab is
changed to the required settings. (Same procedure for "Network 2: EIP/CIPS Scanner")

= - 0Ox
8
o File View Configuration Devicelibrary MNetwork Detection Window Help
S; ||_|q |a Start Diagnosticl*Run Modelﬁ,ld\e Modelq
.E Configuration
E |¢;ﬁ @ 2 [E B E [ reeen | |
i
bl .
A
=
o
Product Configuration Tool Report
1 Network 1 : EIP/CIPS Scanner
Parameter Config
Product Identifier 192.168.0.1
11 Safety

Parameter Config Scanner

Safety Network Number 484E_oo7F_DC68 484E_oo7F_DC68

Signature ID SEBA_3EDD SEBA_3EDD

Signature Date Time 09052022 o1:21:07 PM 988 09 /05/2022 o1:21:07 PM 988

Type text to find... <] -
Point}’

« Steps 21 and 22 must be performed for each port for which parameters have been set.

» To output a list, close the [Listing] tab being displayed, then output the list. (Or, click the [Refresh] button in
the tab.)

« "Signature ID" and "Signature Date Time" in the [Config] column are displayed when "Enable Signature" is
selected.

(=5~ Page 77 [Safety Settings] tab

22. Close CIP Safety Configuration Tool.
23. Reset the CPU module or power off and on the system.
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-s using the engineering tool
Set [Safety Cycle Time] of CIP Safety Configuration Tool to "Safety Function Setting" of the originator and the target.

The value displayed in CIP Safety Configuration Tool is a recommended value. Therefore, adjust the time according to the

safety program or other programs.
. Set "Safety Function Setting" as follows.
1. Set "Safety Function Setting" as foll
O [Navigation window] = [Parameter] = [RO8SFCPU] = [CPU Parameter] = [Safety Function Setting]

R120SFCPU CPU Parameter

Setting ltem List Setting ltem

|Input the Setting ltem to Search | IEI

¥ B2

% Mame Setting

(=] Operation Related Setting
Intermupt Settings

Service Processing Setting
! File Setting
ﬁ Memoary/Device Setting

-l RAS Setting

(- Program Setting

(-] SFC Setting Explanation

(-] Refresh Setting between Muttiple CPUs Set the safety cycle time for safety functions.
-f4 Routing Setting

- § Safety Function Setti [Setting range]

=8 - Aol 1.0to 1000.0 fms] (0. Tms urit)

2. Write the set parameter to the CPU module and reset the CPU module or power off and on the system.

O [Online] = [Write to PLC]
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Program example

Create this program as a safety program.

RJ71SEIP91-T4 (originator)

Ve

RJ71SEIP91-T4 (target)

e
SA\Y SAWX
Sending of 8 bytes Instance communications (unicast) Receiving of 8 bytes
(producer) (consumer)
SAX SAlY
Receiving of 14 bytes P Tag communications (unicast) Sending of 14 bytes
(consumer) - (producer)
Receiving of 8 bytes ) Instance communications (unicast) Sending of 8 bytes
(consumer) - (producer)
Receiving of 8 bytes P Instance communications (unicast) Sending of 8 bytes
(consumer) - (producer)
N

198
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Program for the CIP Safety module (originator)

Classification Description Device
Safety special register Safety refresh communication status for each safety connection (1st module) (safety connection No.1) SA\SD1008.0
Safety refresh communication status for each safety connection (1st module) (safety connection No.2) | SA\SD1008.1
Safety refresh communication status for each safety connection (1st module) (safety connection No.3) | SA\SD1008.2
Label to be defined Define global labels as shown below.
Label Name Data Type Class Assign (Device/Label)
1 In_P1_MyTag Bit{0..111) .. |VAR_GLOBAL - |SAWX10
2 |StsCons_In_P1_MyTag Bit .. |VAR_GLOBAL = |SAWXD
3 |StsProd_In_P1_MyTag Bit .. |VAR_GLOBAL = |SA\XE
4 |In_P1_Asm540 Bit(0..63) .. |VAR_GLOBAL = |SA\XS0
5 |StsCons_In_P1_Asm540 Bit .. |VAR_GLOBAL = |SA\XB0
6 |StsProd_In_P1_Asm540 Bit .. |VAR_GLOBAL « |SA\X38
7 |In_P2_Asm540 Bit(0..63) .. |VAR_GLOBAL - |SAXDED
8  |StsCons_In_P2_Asm540 Bit .. |VAR_GLOBAL - |SA\XDDOD
9  |StsProd_In_P2_Asm540 Bit .. |VAR_GLOBAL -« |SA\XDD3
10 |Out_P2_Asm541 Bit(0..63) . |VAR_GLOBAL - |SA\YDDO
1 b
12 |bOtherSafeStateConnectionNo1P1 | Bit .. |VAR_GLOBAL - |SA\MID
13 |bOtherSafeStateConnectionNo2P1 | Bit .. |VAR_GLOBAL - |SAMT1
14  |bOtherSafeStateConnectionNo3P2 | Bit .. |VAR_GLOBAL - |SANMI2
15 |bRecvSafeDataConnectionNo1P1 Bit .. |VAR_GLOBAL « |SAMBD
16 |bRecvSafeDataConnectionMo2P 1 Bit .. |VAR_GLOBAL « |SA\BED
17 |bRecvSafeDataConnectionMo3P2 | Bit .. |VAR_GLOBAL - |SANBODOD
18 |bSendDataConnectionNo3P2 Bit . |VAR_GLOBAL - |SA\B200
SA\SD1008. StsCons_In_ bOtherSafeStateC In_P1_MyTa bRecvSafeDat
0 P1_MyTag onnectionNo1P1 g o1P1
0)
SAX0 SAWM10 SA\X10 SA\BO
—3A {1 { { O—
SA\SD1008. StsCons_In_ bOtherSafeStateC In_P1_Asm5 Zziﬁﬁiiiﬁ)aﬂ
1 P1_Asm540 onnectionNo2P1 40 02P1
®)
SA\X80 SAM11 SA\X90 SA\B60
—3A {1 { { O—
SA\SD1008. StsCons In_ bOtherSafeStateC In_P2_AsmS bRecvSafeDal
2 P2_Asm540  onnectionNo3P2 40
03P2
(10)
SAX0DO SAWM12 SAX0EO SA\BODO
—3A {1 { { O—
bSendDataC
StsProd_In_ bOtherSafeStateC - Out_P2_Asm5
P2_Asm540 onnectionNo3P2 onnectionNo
SA\X0D8 SAWM12 SA\B200 SA\YODO
: | | O—
(21)
{END }—

BMCommunication program for safety connection No.1
(0) When SA\SD1008.0 is normal and SA\XO is on, safety input of the CIP Safety module is enabled.
While bOtherSafeStateConnectionNo1P1 is on in this state, if the safety input data is received, bRecvSafeDataConnectionNo1P1 turns on.
BMCommunication program for safety connection No.2
(5) When SA\SD1008.1 is normal and SA\X80 is on, safety input of the CIP Safety module is enabled.
While bOtherSafeStateConnectionNo2P1"! is on in this state, if the safety input data is received, bRecvSafeDataConnectionNo2P1 turns on.
BMCommunication program for safety connection No.3
(10)When SA\SD1008.2 is normal and SA\XDO is on, safety input of the CIP Safety module is enabled.
While bOtherSafeStateConnectionNo3P2"" is on in this state, if the safety input data is received, bRecvSafeDataConnectionNo3P2 turns on.
In addition, when SA\SD1008.2 is normal and SA\XD8 is on, safety output of the CIP Safety module is enabled.
While bOtherSafeStateConnectionNo3P2"" is on in this state, if bSendDataConnectionNo3P2 is turned on, the safety output data reflects it.

*1 bOtherSafeStateConnectionO is a state defined independently by the user.
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Program for the CIP Safety module (target)

Classification Description Device
Safety special register Safety refresh communication status for each safety connection (1st module) (safety connection No.1) SA\SD1008.0
Safety refresh communication status for each safety connection (1st module) (safety connection No.2) | SA\SD1008.1
Safety refresh communication status for each safety connection (1st module) (safety connection No.3) | SA\SD1008.2
Safety refresh communication status for each safety connection (1st module) (safety connection No.4) SA\SD1008.3
Label to be defined Define global labels as shown below.
Label Name Data Type Class Assign
1 StsCons_In_P1_Asm540 Bit VAR_GLOBAL  ~ |SAXTD
2 |StsProd_In_P1_Asm540 Bit .. |VAR_GLOBAL  « |SA\XT8
3 |Out_P1_Asm540 Bit(0_63) . [VAR GLOBAL _ ~ [SAvwY7D
4 [StsCons_in_P1_MyTag Bt VAR GLOBAL _ [SAXD
5 |StsProd_In_P1_MyTag Bit .. |VAR_GLOBAL  ~ |SA\XE
6 |Out_P1_MyTag Bit(D_111) .. |VAR_GLOBAL  « |SAVYD
7 [StsCons_In_P2_Asm540 Bt _ |VAR GLOBAL __~ |SA\X0BD
8 | StsProd_In_P2_Asm540 Bit WAR_GLOBAL  ~ |SA\X0BS
9  |Out_P2_Asmb540 Bit(D..63) .. |VAR_GLOBAL  ~ |SAVYOBD
10 |In_P2_Asm541 Bit(D.63) . |VAR_GLOBAL  « |SAVX1D0
11 [StsCons_in_P2_Asm541 Bt VAR GLOBAL | SAWXOFD
12 |StsProd_In_P2_Asm541 Bit WAR_GLOBAL  ~ |SA\XOF8
13 . -
14 |bOtherSafeStateConnectionNo1P 1 Bit .. |VAR_GLOBAL  « |SAWMI10
15 |bOtherSafeStateConnectionNo2P 1 Bt VAR GLOBAL _~ [SAWITT
16 |bOtherSafeStateConnectionNo3P2 Bit VAR_GLOBAL  « |SAWM12
17 |bOtherSafeStateConnectionNo4P2 Bit .. |VAR_GLOBAL  « |SAWMI13
18 |bSendSafeDataConnectionMo1P1 Bt .. |VAR_GLOBAL  ~ |SA\BO
19 |bSendSafeDataConnectionMo2P 1 Bit VAR_GLOBAL  « |SA\B6D
20 | bSendSafeDataConnectionMo3P2 Bit .. |VAR_GLOBAL  ~ |SA\BODO
21 |bRecvDataConnectionNo4PZ Bit ... |VAR_GLOBAL  » [SA\B200

SA\SD1008.  StsProd_In_ bOtt&erSafeSl bSe(r;dSafel? Oout_P1_As
P1 Asmbap tAteConnecti ataConnecti m540
= onNo1P1 onNo1P1
(0)
SAX78 SAWM10 SA\BO SA\Y70
— {1 [ [ O—
SA\SD1008.  StsProd_In_ bOttéerSafeSl bSe(r;dSafel? out_P1_My
P1_MyTag tateConnecti ataConnecti Tag
- onNo2P1 onNo2P1
(©)
SAX8 SAWM11 SA\B60 SA\YY0
A | O—
SA\SD1008.  StsProd_In_ bOtherSafeS bSendSafeD Oout_P2_As
2 P2 Asm540 tateConnecti ataConnecti m540
- onNo3P2 onNo3P2
(10)
SAX0B8 SAWM12 SA\BODO SA\Y0BO

— {1 It It

SA\SI%1008. StsCons_In_ bOtherSafeS In_P2_Asm5

tateConnecti
P2_Asm541 onNo4P?2 4

(15)
SAIXOF0 SAM13 SAIX100

O_

bRecvDataC
onnectionNo
4P2

SA\B200

O_

— I { {

(20

{END }—|

BCommunication program for safety connection No.1
(0) When SA\SD1008.0 is normal and SA\X78 is on, safety output of the CIP Safety module is enabled.

While bOtherSafeStateConnectionNo1P1! is on in this state, if bSendSafeDataConnectionNo1P1 is turned on, the safety output data reflects it.

BECommunication program for safety connection No.2
(5) When SA\SD1008.1 is normal and SA\X8 is on, safety output of the CIP Safety module is enabled.

While bOtherSafeStateConnectionNo2P1"! is on in this state, if bSendSafeDataConnectionNo2P1 is turned on, the safety output data reflects it.

BCommunication program for safety connection No.3
(10)When SA\SD1008.2 is normal and SA\X0B8 is on, safety output of the CIP Safety module is enabled.

While bOtherSafeStateConnectionNo3P2"! is on in this state, if bSendSafeDataConnectionNo3P2 is turned on, the safety output data reflects it.

BCommunication program for safety connection No.4
(15)When SA\SD1008.3 is normal and SA\XO0FO is on, safety input of the CIP Safety module is enabled.
While bOtherSafeStateConnectionNo4P2"! is on in this state, if the safety input data is received, bRecvDataConnectionNo4P2 turns on.

*1  bOtherSafeStateConnectionO is a state defined independently by the user.
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11 TrROUBLESHOOTING

This chapter describes troubleshooting of the CIP Safety module.

11.1 Checking with LEDs

This section describes troubleshooting using the LEDs.

The error status can be determined by the status of the RUN LED and ERR LED.

RUN LED ERR LED Error status’! Description

Off Flashing Major error An error such as hardware failure or memory failure. The module stops operating.

On Flashing Moderate error An error, such as parameter error, which affects module operation. The module stops operating.
On On Minor error An error that does not effect module operation. The module continues operating.

*1  When multiple errors occur, the error status is displayed in the order of major, moderate, and minor.

When the RUN LED turns off

When the RUN LED turns off after the CIP Safety module is powered on, check the following.

Check item

Action

Check if the power of the CPU module is turned on.

Turn on the power.

Check if the CIP Safety module has been properly mounted.

If not, properly mount the module on the base unit.

Check if the system parameters of the CPU module match the configuration of
the actual machine.

Write the correct parameters to the CPU module. Then turn the CPU module
off and on.

Check if an error has occurred by performing the module diagnostics.

Take actions proposed by the module diagnostics. ((==~ Page 205 Checking
the Module Status)

Check if an error has been detected in the CIP Safety module using the
module diagnostics of the CPU module.

Take actions proposed by the module diagnostics of the CPU module.

Check if power-off or reset was performed while the parameters are being
written.

Power off and on or reset the CPU module again to start the CIP Safety
module. After that, rewrite the parameters.

Check if the module is powered off and on or reset after performing a firmware
update.'1

Power off and on or reset the CPU module again to start the CIP Safety
module.

Other than the above

Power off and on the system. If the problem persists, replace the module.

*1
module.

When the ERR LED turns on or flashes

After operation, the module diagnostics of the CPU module may detect a module major error (error code: 2450H) for the CIP Safety

When the ERR LED turns on or is flashing, check the following.

Check item

Action

Check if an error has occurred by performing the module diagnostics.

Take actions proposed by the module diagnostics. (==~ Page 205 Checking
the Module Status)
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When the MS LED turns on in red or is flashing in red

When the MS LED turns on in red or is flashing in red, check the following.

Check item

Action

Check if an error has occurred by performing the module diagnostics.

Take actions proposed by the module diagnostics. ((==~ Page 205 Checking
the Module Status)

Check if the TUNID between the CIP Safety module and the parameters is
mismatched.

Check P1 and P2 of the CIP Safety module and the parameter values using

CIP Safety Configuration Tool. If they mismatch, execute Safety Reset to clear

the TUNID and re-set the TUNID.

« How to check the TUNID of the CIP Safety module™ (I=~ Page 63
[Information] tab)

* How to check the TUNID of the parameters*2 (==~ Page 60 [Safety] tab)

*1 Can be checked in the item "CIP Identifier, SNN".

*2 TUNID is a combination of "Scanner CIP Identifier" and "Safety Network Number".

When the NS LED turns off

If the NS LED turns off, check the following.

Check item

Action

Is the RUN LED off?

Check the power supply and mounting status. (==~ Page 201 When the RUN
LED turns off)

Is the ERR LED on or flashing?

Identify the cause of the error. (=~ Page 201 When the ERR LED turns on or
flashes)

Is the SPEED LED to which the Ethernet cable is connected on (link-up)?

* Check if the Ethernet cable is properly connected.

+ Check that the external device (switching hub or device) is connected to the
end of the Ethernet cable and that communication is possible.

« If the SPEED LED does not turn on (link-up) even after the above action,
replace the Ethernet cable.

When the NS LED is flashing in green

When the NS LED is flashing in green, check the following.

Check item

Action

Is the connection set with the external device?

Use CIP Safety Configuration Tool to set the connection with the external
device and write the parameters again.

Is the SPEED LED to which the Ethernet cable is connected on (link-up)?

+ Check if the Ethernet cable is properly connected.

+ Check that the external device (switching hub or device) is connected to the
end of the Ethernet cable and that communication is possible.

« If the SPEED LED does not turn on (link-up) even after the above action,
replace the Ethernet cable.

Has EtherNet/IP communication started?

Check if 0001H (Communication start) is set to 'EtherNet/IP Communication
Start Request' (Un\G98048, Un\G1146624). If not, set the value and start
EtherNet/IP communications.

Check the connection status with the following buffer memory.

HCIP Safety

« 'Data link status' (Un\G16896 to Un\G16911, Un\G1065472 to
Un\G1065487)

« 'Error status' (Un\G16912 to Un\G16927, Un\G1065488 to Un\G1065503)

« 'CIP Safety own station connection error status' (Un\G16928 to Un\G17407,
Un\G1065504 to Un\G1065983)

HEtherNet/IP Class1

« 'Class1 communication status' (Un\G99408 to Un\G99447, Un\G1147984 to
Un\G1148023)

« 'Class1 Connection Behavior Error status' (Un\G99584 to Un\G100351,
Un\G1148160 to Un\G1148927)

HEtherNet/IP UCMM

« 'UCMM communication (No.1 to No.32) response area' (Un\G154624 to
Un\G219135, Un\G1203200 to Un\G1267711)

» Check the bit of the corresponding connection number in the data link status
in each communication status. If the bit of each data link status is not on,
check whether the connection with the external device is set from CIP
Safety Configuration Tool.

* In each communication status, check the bit of the connection number
corresponding to the error status. If the error status bit is on, check the error
code for each connection status, and take actions corresponding to the
error code. (I==~ Page 217 When the connection is abnormal)

Are the parameter settings correct?

Revise the following contents of CIP Safety Configuration Tool.
* Model and name of the connected EtherNet/IP device

* IP address of the connected EtherNet/IP device

« Version of the registered EDS file

Is the ERR LED on or flashing?

Identify the cause of the error. (==~ Page 201 When the ERR LED turns on or
flashes)
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When the NS LED is flashing in red

When the NS LED is flashing in red, check the following.

Check item

Action

Is the SPEED LED to which the Ethernet cable is connected on (link-up)?

* Check if the Ethernet cable is properly connected.

+ Check that the external device (switching hub or device) is connected to the
end of the Ethernet cable and that communication is possible.

« If the SPEED LED does not turn on (link-up) even after the above action,
replace the Ethernet cable.

Check the connection that has timed out with the following buffer memory.

HCIP Safety

« 'Data link status' (Un\G16896 to Un\G16911, Un\G1065472 to
Un\G1065487)

« 'Error status' (Un\G16912 to Un\G16927, Un\G1065488 to Un\G1065503)

HEtherNet/IP Class1

« 'Class1 communication status' (Un\G99408 to Un\G99447, Un\G1147984 to
Un\G1148023)

MEtherNet/IP UCMM

* 'UCMM communication (No.1 to No.32) response area' (Un\G154624 to
Un\G219135, Un\G1203200 to Un\G1267711)

Identify the external device from the timeout connection and perform the
subsequent checks.

Can the module communicate with the external device?

Check if the external device can perform EtherNet/IP connection
communications (by examining the device status and settings). For details,
refer to the manuals of the external device.

Use the software or hardware monitoring the line to check the load on the line
and the effect of noise.

* Reduce the line load. (Such as by reducing and distributing communication)
+ Take measures to reduce noise. (Such as by removing the source of noise,
using the noise-resistant cable, and changing the wiring)

When the NS LED is on in red

When the NS LED is on in red, check the following.

Check item

Action

Is the ERR LED on or flashing?

Identify the cause of the error. (==~ Page 201 When the ERR LED turns on or
flashes)

Check the error code of the following buffer memory.

HCIP Safety

« 'Data link status' (Un\G16896 to Un\G16911, Un\G1065472 to
Un\G1065487)

« 'Error status' (Un\G16912 to Un\G16927, Un\G1065488 to Un\G1065503)

« 'CIP Safety own station connection error status' (Un\G16928 to Un\G17407,
Un\G1065504 to Un\G1065983)

HMEtherNet/IP Class1

« 'Class1 communication status' (Un\G99408 to Un\G99447, Un\G1147984 to
Un\G1148023)

« 'Class1 Connection Behavior Error status' (Un\G99584 to Un\G100351,
Un\G1148160 to Un\G1148927)

HMEtherNet/IP UCMM

* 'UCMM communication (No.1 to No.32) response area' (Un\G154624 to
Un\G219135, Un\G1203200 to Un\G1267711)

Take actions corresponding to the error code. (1=~ Page 217 When the
connection is abnormal)
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When the SAFETY COM RUN LED turns off

If the SAFETY COM RUN LED turns off, check the following items.

Check item

Action

Is the SAFETY FUNCTION LED off?

Use CIP Safety Configuration Tool to set the connection with the external
device and write the parameters again.

Is the SPEED LED to which the Ethernet cable is connected on (link-up)?

+ Check if the Ethernet cable is properly connected.

 Check that the external device (switching hub or device) is connected to the
end of the Ethernet cable and that communication is possible.

« If the SPEED LED does not turn on (link-up) even after the above action,
replace the Ethernet cable.

Check the connection status with the following buffer memory.

HCIP Safety

« 'Data link status' (Un\G16896 to Un\G16911, Un\G1065472 to
Un\G1065487)

« 'Error status' (Un\G16912 to Un\G16927, Un\G1065488 to Un\G1065503)

« 'CIP Safety own station connection error status' (Un\G16928 to Un\G17407,
Un\G1065504 to Un\G1065983)

* Check the bit of the corresponding connection number in the data link status
in each communication status. If the bit of each data link status is not on,
check whether the connection with the external device is set from CIP
Safety Configuration Tool.

* In each communication status, check the bit of the connection number
corresponding to the error status. If the error status bit is on, check the error
code for each connection status, and take actions corresponding to the
error code. (I==~ Page 217 When the connection is abnormal)

Are the parameter settings correct?

Revise the following contents of CIP Safety Configuration Tool.
* Model and name of the connected CIP Safety device

+ IP address of the connected CIP Safety device

« Version of the registered EDS file

Is the ERR LED on or flashing?

Identify the cause of the error. (1=~ Page 201 When the ERR LED turns on or

flashes)

When the SAFETY COM ERR LED turns on

When the SAFETY COM ERR LED turns on, check the following.

Check item

Action

Is the ERR LED on?

Identify the cause of the error. (==~ Page 201 When the ERR LED turns on or
flashes)

Is the SPEED LED to which the Ethernet cable is connected on (link-up)?

* Check if the Ethernet cable is properly connected.

 Check that the external device (switching hub or device) is connected to the
end of the Ethernet cable and that communication is possible.

« If the SPEED LED does not turn on (link-up) even after the above action,
replace the Ethernet cable.

Check the connection that has timed out with the following buffer memory.
HCIP Safety

« 'Data link status' (Un\G16896 to Un\G16911, Un\G1065472 to
Un\G1065487)

« 'Error status' (Un\G16912 to Un\G16927, Un\G1065488 to Un\G1065503)

Identify the external device from the timeout connection and perform the
subsequent checks.

Can the module communicate with the external device?

Check if the external device can communicate with CIP Safety (by examining
the device status and settings). For details, refer to the manuals of the
external device.

Are the parameter settings correct?

Revise the following contents of CIP Safety Configuration Tool.
+ Transmission interval monitoring time

+ Safety refresh monitoring time

* Time out Multiplier

Use the software or hardware monitoring the line to check the load on the line
and the effect of noise.

* Reduce the line load. (Such as by reducing and distributing communication)
» Take measures to reduce noise. (Such as by removing the source of noise,
using the noise-resistant cable, and changing the wiring)
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11.2 Checking the Module Status

The following functions can be used in the "Module Diagnostics" window for the CIP Safety module.

Error Information Displays the details of the errors currently occurring.

module, and operations that have been executed.

Click the [Event History] button to check the history of errors that have occurred on the CIP Safety, errors detected for each

Module Information List

Displays various status information of the CIP Safety module.

Check the details of the error currently occurring and action to eliminate the error.

Meodule Diagn

Display Format of Error Code
() Decimal

No.  Occurrence Date

Legend | {4 Major Ay vodem B\ Miner
Cause A timeout error eocurred during safety communication. ~
Corrective Action -Check the safety seftings, After check the settings, write the parameters to CIP Safety module and CPU

module agsin, reset CPU module and then RUN.
-1f the parameters are set correctly, noise on the bus or hardware failure may be the cause, If the same error occurs
again even after noise suppression, the module may be faulty, Please consult your local Mitsubishi representative.

Status Major: An error such as hardware failure or memory failure. The module stops operating.
Moderate: An error, such as parameter error, which affects module operation. The module stops operating.
Minor: An error that does not effect module operation. The module continues operating.

Error Code =~ Page 212 List of Error Codes

[Error Jump] button

Cannot be used for the CIP Safety module.

[Event History] button

executed on each module. (==~ Page 222 Event List)

Click to display the errors that have occurred on the network and the history of the errors detected and the operations

[Error reset] button

Cannot be used for the CIP Safety module.

Detailed Information

Displays detailed information about each error (maximum of three pieces).

Cause

Displays the detailed error causes.

Action

Displays the actions to eliminate the error causes.
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Module Information List

Switch to the [Module Information List] tab to display each status information of the CIP Safety module.

Meodule Diagne

Module Name Production information e v Cion
RI7ISEIP91-T4
Ezziim
Display Format of Error Code
() Decimal (@) Hexadecmal
Emor Information Module Information List
Ttem Content 2
LED Information{Module)
RUN/ERR On{Green)/Off: Normal operation
LED Information{Communication)
MS Onf{Red): Operation stop{Major emor oooumence)
NS{P1) Onf{Red): Offfine{Port stop emor ocoured)
NS(PZ) Onf{Red): Offfine{Port stop emor ocoured)
LED Information{Safety)
SAFETY FUNCTION{P1) 513
SAFETY COM RUN{P1) 513
SAFETY COM ERR{P1) Off: No timeout on safety connection
SAFETY FUNCTION({PZ) 513
SAFETY COM RUN{PZ) 513
SAFETY COM ERR{P2) Off: No timeout on safety connection
Discrete Information
P1 IP Address(1st Oct=t) 152
P1 1P Address(2nd Oct=t) 168
P1 1P Address(3rd Octet) 0
P1 1P Address(dth Octet) 10
P1 MAC Address{ist Oct=t) 0
P1 MAC Address(2nd Oct=t) 0
P1 MAC Address(3rd Oct=t) 0
P1 MAC Address{dth Oc=t) 0
P1 MAC Address(Sth Oc=t) 0
P1 MAC Address(sth Oc=t) 0
P2 IP Address(1st Oct=t) 152
P2 1P Address(2nd Oc=t) 168 v
——
Item Description

LED information (Module)

Displays the status of the RUN LED and ERR LED of the CIP Safety module.

LED information (Communication)

Displays the status of the MS LED and NS LED of the CIP Safety module.

LED information (Safety)

Displays the status of the SAFETY FUNCTION LED, SAFETY COM RUN LED,
and SAFETY COM ERR LED of the CIP Safety module.

Setting information P1/P2 IP Address (1st Octet)

IP Address (2nd Octet)

IP Address (3rd Octet)

IP Address (4th Octet)

Displays the IP address of the CIP Safety module.

MAC Address (1st Octet)

MAC Address (2nd Octet)

MAC Address (3rd Octet)

MAC Address (4th Octet)

MAC Address (5th Octet)

MAC Address (6th Octet)

Displays the MAC address of the CIP Safety module.
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11.3 Checking the Network Status

Use the following methods to check the EtherNet/IP network status.
» EtherNet/IP network diagnostics of CIP Safety Configuration Tool
» Checking with the buffer memory

EtherNet/IP network diagnostics of CIP Safety Configuration Tool

The EtherNet/IP network diagnostics of CIP Safety Configuration Tool can be used to check the connection information of

EtherNet/IP devices.
For details on CIP Safety Configuration Tool, refer to the following.

[Z=~ Page 66 [Diagnostics] tab

Point ;>

If the CIP Safety module cannot connect to CIP Safety Configuration Tool, refer to the following.
[=5~ Page 208 The CIP Safety module cannot connect to CIP Safety Configuration Tool

Checking with the buffer memory

The status of the Class1 communication connections and the error details can be checked with the following buffer memory

areas.
+ 'Class1 communication status' (Un\G99408 to Un\G99447, Un\G1147984 to Un\G1148023)

* 'Class1 Connection Behavior Error status' (Un\G99584 to Un\G100351, Un\G1148160 to Un\G1148927)
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11.4 Troubleshooting by Symptom

This section describes troubleshooting by symptom. If an error has occurred in the CIP Safety module, identify the error cause

using the engineering tool. (=5~ Page 205 Checking the Module Status)

The CIP Safety module cannot connect to CIP Safety Configuration Tool

If the CIP Safety module cannot connect to CIP Safety Configuration Tool, check the following items.

Check item

Action

Is the Ethernet cable connected correctly?

Connect the Ethernet cable again.

Are the IP address settings for the CIP Safety module and the personal
computer to be connected correct?

Set the IP addresses so that they have the same class and subnet address.

Has "CIP Safety Configuration Tool" been allowed in the firewall settings?

Check the firewall settings and allow "CIP Safety Configuration Tool".

Communications with EtherNet/IP devices cannot be performed

The following table lists the actions to be taken if communications with EtherNet/IP devices cannot be performed.

Check item

Action

Is the Ethernet cable connected correctly?

Connect the Ethernet cable again.

Is the EtherNet/IP device compatible with the CIP Safety module
communication functions (Class1 communications and UCMM
communications)?

Check the specifications of the EtherNet/IP device.

Is the power supply of the EtherNet/IP device on?

Turn on the power supply of the EtherNet/IP device.

Has an error occurred on the EtherNet/IP device, switching hub, or a similar
device?

If an error has occurred on the EtherNet/IP device, switching hub, or a similar
device, check the manual of each device.

Has the initial processing completed successfully?

Check whether communication is starting after '"Module READY" (X0) turns on.

Are 'Port start status (P1)" (X1) and 'Port start status (P2)' (X11) on.

Check if 'Port stop error status (P1)' (X2) and 'Port stop error status (P2)'
(X12) are on, and if they are on, eliminate the cause and start communication
after 'Port start status (P1)' (X1) and 'Port start status (P2)" (X11) turn on.

Has EtherNet/IP communication started?

Check if 0001H (Communication start) is set to 'EtherNet/IP Communication
Start Request' (Un\G98048, Un\G1146624). If not, set the value and start
EtherNet/IP communications.

Has a timeout error occurred on the connection that performs communications
normally?

Depending on the external device used, the connection that performs
communications normally may be disconnected and a timeout error may occur
after the time specified by Encapsulation Inactivity Timeout has elapsed.

In that case, set the Encapsulation Inactivity Timeout setting to Disable (OH).
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Class1 communication cannot be performed

The following table lists the actions to be taken if Class1 communication cannot be performed.

Check item

Action

Has the EtherNet/IP device to be connected been registered in CIP Safety
Configuration Tool?

If the EtherNet/IP device to be connected is not displayed in the network
configuration setting of CIP Safety Configuration Tool, add the device.

Is the corresponding connection a reservation station?

Check the parameters and see if the corresponding connection is a reserved
station.

When the target is the CIP Safety module, has the multicast communication
been performed with other originators?

* Match the settings of the CIP Safety module (originator) with those of other
originators that are being communicated with.

+ Check the settings of other originators that are being communicated with
the external device.

« Configure the system so that the external device performs communications
only with the CIP Safety module (originator).

When the target is the CIP Safety module, is the number of connection
consumed 64?

Check 'Number of connection consumed' (Un\G1777843, Un\G1777844) and
revise the system configuration so that the number of used connections is less
than 64.

Is the input data stored in the 'Class1 Input Area' (Un\G24576 to Un\G57343,
Un\G1073152 to Un\G1105919)?

» Check that the send data is set in the send area of the external device, and
if not, set the data in the send area. For details, refer to the manual of each
device.

+ Check that the auto refresh setting is correct. (==~ Page 38 Refresh)

Is the output data set in 'Class1 Output Area’ (Un\G61440 to Un\G94207,
Un\G1110016 to Un\G1142783)?

If auto refresh is used, check that the auto refresh setting is correct. Also,
check that data is set for the set auto refresh device. (==~ Page 38 Refresh)

Is an external device the NX-EIC202 manufactured by OMRON Corporation?

Set "Check Type" to "Compatible" in CIP Safety Configuration Tool.
(Configuration view = Select communication destination device (target
device) in "Network O: EIP/CIPS Scanner" = [Standard Settings] tab =
[Keying] tab)

Class1 instance communications cannot be performed

The following table lists the actions to be taken if Class1 instance communications cannot be performed.

Check item

Action

Is the instance ID specified correctly?

Referring to the manual of the EtherNet/IP device connected, check the
parameters of the CIP Safety module (originator) to see that the specified
instance ID is available for receiving request.

When the specified instance ID is not available for receiving request, change
the instance ID and write the parameter again.

Class1 tag communications cannot be performed

The following table lists the actions to be taken if Class1 tag communications cannot be performed.

Check item

Action

Is the tag name specified correctly?

Check that the tag name of the external device on the CIP Safety module
(originator) matches the tag name on the external device (target). If they are
not matched, check the tag name and write the parameter again.
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UCMM communications (message communications) cannot be performed

The following table lists the actions to be taken if UCMM communications (message communications) cannot be performed.

CIP Safety module type

Check item

Action

Client Are the requested commands Check whether the supported commands being sent in the manual of the
supported by the EtherNet/IP device EtherNet/IP device (server).
(server)?
Client Are the settings of the commands to Check the value set in the request area in 'UCMM data link (No.1 to No.32) area'
request correct? (Un\G153600 to Un\G219135, Un\G1202176 to Un\G1267711).
Client Is the response result correct? Check the Result storage area stored in the response area in 'UCMM data link
(No.1 to No.32) area' (Un\G153600 to Un\G219135, Un\G1202176 to
Un\G1267711) and take the corrective action for the stored codes.
Client Is 'UCMM data link execution After 'UCMM data link execution request (No.1 to No.32)' (Un\G151552 to
completion (No.1 to No.32)' Un\G151553, Un\G1200128 to Un\G1200129) is turned on, if 'UCMM data link
(Un\G151584 to Un\G151585, execution completion (No.1 to No.32)' (Un\G151584 to Un\G151585,
Un\G1200160 to Un\G1200161) on? Un\G1200160 to Un\G1200161) is not turned on within 3 minutes, turn off and on
'UCMM data link execution request (No.1 to No.32)' (Un\G151552 to Un\G151553,
Un\G1200128 to Un\G1200129) again.
Client Does the number of simultaneous Reduce the number of client functions to be executed simultaneously.
executions per port exceed 167
Server Are the settings of the commands to Check the value of the command content to be requested by the EtherNet/IP
be requested from the EtherNet/IP device (client).
device (client) correct?
Server Is the response result of the EtherNet/ | Check the response result of the EtherNet/IP device (client).

IP device (client) correct?

Communications cannot be properly performed using the DLR function

The following table lists the actions to be taken if communications cannot be properly performed using the DLR function.

Check item

Action

Is the IP address for the active ring supervisor set to 0?

No ring supervisor exists in the ring configuration. Review the setting of each
device and set one or more ring supervisors. For CIP Safety module, check if the
ring supervisor is set to be enabled in CIP Safety Configuration Tool. If not, set it
and write the parameters again.

Is the line stable enough?

For each ring node, refer to the manual of each configuration device to check the
following:

* The number of ring nodes is less than 50.

* The module is DLR-compliant.

» The module is 100Mbps-compliant.

* The communication method is full-duplex.

Is the DLR network status normal?

In CIP Safety Configuration Tool, check that the network status in the [DLR] tab
and take an action according to the stored value.

If "Rapid Fault/Restore Cycle" is stored, use the [Clear Rapid Fault] button in the
window or instance service 4Ch (Clear_Rapid_Faults) for the Device Level Ring
(DLR) object to perform clear operation.

Is the value of ring supervisor priority appropriate?

If the active ring supervisor has been changed to a backup ring supervisor without
any failure, check the ring supervisor priority and change the priority as needed.
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Safety communications cannot be performed

The following table lists the actions to be taken if safety communications cannot be performed.

Check item

Action

Is the connection with the external device set using CIP Safety Configuration
Tool?

Use CIP Safety Configuration Tool to set the connection with the external
device and write the parameters again.

Is the safety station interlock status interlocked?

Use the safety station interlock release request for each safety connection to
release the interlock status.

For details on the safety station interlock status, refer to the following.

==~ Page 231 List of Safety Special Register Areas

Is a device that does not support CIP Safety set as the external device with
CIP Safety Configuration Tool?

Set a device that supports CIP Safety in the connection settings of CIP Safety
Configuration Tool, and write the parameters again.

Are the safety data transfer device settings for CIP Safety Configuration Tool
correct?

Use CIP Safety Configuration Tool to revise the safety data transfer device
settings, and write the parameters again.

Is the port used for communication with the external device and one that was
set with CIP Safety Configuration Tool correct?

Revise the port settings used by CIP Safety Configuration Tool, and write the
parameters again.

Are the originator and target settings set with CIP Safety Configuration Tool
correct?

If the external device is the target, set the CIP Safety Configuration Tool
settings to the originator. If the external device is the originator, set the CIP
Safety Configuration Tool settings to the target and write the parameters
again.

Are the target Device Name, Connection Name/Tag Name, and DataSize
correctly set in CIP Safety Configuration Tool?

Use CIP Safety Configuration Tool to select the EDS file that matches the
external device, review the settings for the target Device Name, Connection
Name/Tag Name, and Data Size, and write the parameters again.

Is the target IP Address, SNN, RPI, Timeout Multiplier, and Safety Signature
set according to the external device in CIP Safety Configuration Tool?

Use CIP Safety Configuration Tool to set the target IP Address, SNN, RPI,
Timeout Multiplier, and Safety Signature according to the external device, and
write the parameters again.

Is Connection Name set for the external device correct?

If the CIP Safety module is the target, set Connection Name set in CIP Safety
Configuration Tool to the external device.

Does the number of external devices for safety communications exceed 15 in
one producer (target) setting?

For the producer (target) setting of one CIP Safety module, the maximum
number of external devices that can perform safety communications by
multicast is 15. Therefore, if it exceeds 15, reduce the number of external
devices.

Does the producer (target) connection exceed the maximum number of
connections?

When the external device communicates with the producer (target) connection
by multicast, one connection is used for each external device.

Check the maximum number of connections that can be used for safety
communications as a producer in the CIP Safety module. If exceeded, reduce
the number of external devices. For the maximum number of connections,
refer to the following.

==~ Page 23 Performance Specifications

If the safety connection set in the CIP Safety module satisfies all the
conditions below even when any error codes (1A40H to 1A80H) of the safety
communications do not occur in the self-diagnostics code of the CPU module,
take the action.
« No safety connection with the normal safety communications exists in the
safety refresh communication status for each safety connection.
« No safety connection during an interlock exists in the safety station interlock
status for each safety connection.
» No normal safety connection exists in the safety connection status in the
safety device.

Reset the CPU module and restart it.
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11.5 List of Error Codes

This section lists the error codes, error details and causes, and actions for the errors that occur in the processing for data

communications between the CIP Safety module and EtherNet/IP devices or that are caused by processing requests from the

CPU module on the own station.

Error codes when a module error occurs

Error codes when a module error occurs are classified into major error, moderate error, and minor error, and can be checked

in the [Error Information] tab of the "Module Diagnostics" window of the CIP Safety module. (==~ Page 205 Error information)

Error code Error details and causes Action Detailed information
1080H The number of writes to ROM exceeded 100000. Replace the module. Frequency information
(Number of writes > 100000) * Frequency (setting
value)
1A40H Error information has been received from a safety * Check the detailed information (system ESystem configuration
communication destination station. configuration information) of the error by executing | information
module diagnostics using the engineering tool and * (IO No.)
check the displayed station number. * (Base No.)
* For safety communications using the CIP Safety * (Slot No.)
module, the network number and station number * (CPU No.)
are displayed as FFFFH. For safety » Network No.
communications using the CIP Safety module, « Station No.
execute the system monitor and check the details | BError information of other
of the error that has occurred in the CIP Safety stations CC-Link IE TSN/
module. (CC-Link IE Field)
» For communication types other than that of safety * Error classification
communications using the CIP Safety module, take | < Error code
actions as indicated in the manual for the CPU  Date (yyyymmdd)
module. (L1 MELSEC iQ-R CPU Module User's * Time (hhmmss)
Manual (Application)) + Day of the week
* Detailed error
information
1A50H * The safety approval codes written to the CPU * Check the detailed information (system System configuration

module and to the safety communication
destination station do not match.

* The parameters written to the CPU module and to
the safety communication destination station do not
match.

configuration information) of the error by executing

module diagnostics using the engineering tool and

check the displayed station number.
* For safety communications using the CIP Safety
module, the network number and station number
are displayed as FFFFH. For safety
communications using the CIP Safety module,
check the safety communication setting method
and setting procedure, and write the parameters for
the CPU module and the CIP Safety module. If the
same error code is displayed again, the possible
cause is a hardware failure of the data memory in
the CPU module or the CIP Safety module. Please
consult your local Mitsubishi representative.
For communication types other than that of safety
communications using the CIP Safety module, take
actions as indicated in the manual for the CPU
module. (L1 MELSEC iQ-R CPU Module User's
Manual (Application))

information

* (/0 No.)

* (Base No.)
* (Slot No.)

* (CPU No.)

* Network No.
« Station No.
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Error code

Error details and causes

Action

Detailed information

1A51H

The device actually connected to perform safety
communications and the device set in the network
configuration settings do not match.

1A52H

The version of the device actually connected to
perform safety communications and the version of
the device set in the network configuration settings do
not match.

« Check the detailed information (system
configuration information) of the error by executing
module diagnostics using the engineering tool and
check the displayed station number.

For safety communications using the CIP Safety
module, the network number and station number
are displayed as FFFFH. For safety
communications using the CIP Safety module,
write the parameters to the CIP Safety module and
the CPU module. If the same error code is
displayed again, the possible cause is a hardware
failure of the data memory in the CPU module or
the CIP Safety module. Please consult your local
Mitsubishi representative.

For communication types other than that of safety
communications using the CIP Safety module, take
actions as indicated in the manual for the CPU
module. (L1 MELSEC iQ-R CPU Module User's
Manual (Application))

System configuration
information

* (/0 No.)

« (Base No.)

« (Slot No.)

* (CPU No.)

* Network No.

« Station No.

1AG0H to
1A62H

A timeout error occurred during safety
communications.

Check the detailed information (system
configuration information) of the error by executing
module diagnostics using the engineering tool and
check the displayed station number.

For safety communications using the CIP Safety
module, the network number and station number
are displayed as FFFFH. For communication types
other than that of safety communications using the
CIP Safety module, take actions as indicated in the
manual for the CPU module. (LL1 MELSEC iQ-R
CPU Module User's Manual (Application))

Check that no online operation is being performed
from a peripheral such as the engineering tool for
the CPU module or CIP Safety module.

Check the system configuration and parameters.
(==~ Page 28 SYSTEM CONFIGURATION, Page
36 PARAMETER SETTINGS)

Check the details of the error that has occurred in
the CIP Safety module.

Take measures to reduce noise as the possible
cause is malfunction due to bus noise.

The possible cause is a hardware failure of the CIP
Safety module. Please consult your local Mitsubishi
representative.

System configuration
information

« (/0 No.)

* (Base No.)

* (Slot No.)

* (CPU No.)

» Network No.

« Station No.

1A63H

A timeout error occurred during safety
communications.

Check the detailed information (system
configuration information) of the error by executing
module diagnostics using the engineering tool and
check the displayed station number.

For safety communications using the CIP Safety
module, the network number and station number
are displayed as FFFFH. For communication types
other than that of safety communications using the
CIP Safety module, take actions as indicated in the
manual for the CPU module. (L1 MELSEC iQ-R
CPU Module User's Manual (Application))

When communicating with the CIP Safety module,
execute the system monitor for the station and
check the details of the error.

Take measures to reduce noise as the possible
cause is malfunction due to bus noise.

Check that no online operation is being performed
from a peripheral such as the engineering tool for
the CPU module or CIP Safety module.

Check the system configuration. (==~ Page 28
SYSTEM CONFIGURATION)

The possible cause is a hardware failure of the CIP
Safety module. Please consult your local Mitsubishi
representative.

.

.

System configuration
information

* (/0 No.)

* (Base No.)

* (Slot No.)

* (CPU No.)

* Network No.

« Station No.
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Error code

Error details and causes

Action

Detailed information

1A64H A timeout error occurred during safety

communications.

« Check the detailed information (system
configuration information) of the error by executing
module diagnostics using the engineering tool and
check the displayed station number.

For safety communications using the CIP Safety
module, the network number and station number
are displayed as FFFFH. For communication types
other than that of safety communications using the
CIP Safety module, take actions as indicated in the
manual for the CPU module. (LL1 MELSEC iQ-R
CPU Module User's Manual (Application))

Check that no online operation is being performed
from a peripheral such as the engineering tool for
the CPU module or CIP Safety module.

Check the system configuration and parameters.
(==~ Page 28 SYSTEM CONFIGURATION, Page
36 PARAMETER SETTINGS)

Check the details of the error that has occurred in
the CIP Safety module.

« Take measures to reduce noise as the possible
cause is malfunction due to bus noise.

The possible cause is a hardware failure of the CIP
Safety module. Please consult your local Mitsubishi
representative.

System configuration
information

* (/O No.)

* (Base No.)

* (Slot No.)

* (CPU No.)

* Network No.

« Station No.

1A65H A timeout error occurred during safety

communications.

Check the detailed information (system
configuration information) of the error by executing
module diagnostics using the engineering tool and
check the displayed station number.

For safety communications using the CIP Safety
module, the network number and station number
are displayed as FFFFH. For communication types
other than that of safety communications using the
CIP Safety module, take actions as indicated in the
manual for the CPU module. (L1 MELSEC iQ-R
CPU Module User's Manual (Application))

When communicating with the CIP Safety module,
execute the system monitor for the station and
check the details of the error.

Take measures to reduce noise as the possible
cause is malfunction due to bus noise.

Check that no online operation is being performed
from a peripheral such as the engineering tool for
the CPU module or CIP Safety module.

Check the system configuration. (=5~ Page 28
SYSTEM CONFIGURATION)

The possible cause is a hardware failure of the CIP
Safety module. Please consult your local Mitsubishi
representative.

System configuration
information

* (/0 No.)

* (Base No.)

* (Slot No.)

* (CPU No.)

* Network No.

« Station No.
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Error code

Error details and causes

Action

Detailed information

1A66H

A timeout error occurred during safety
communications.

« Check the detailed information (system
configuration information) of the error by executing
module diagnostics using the engineering tool and
check the displayed station number.

For safety communications using the CIP Safety
module, the network number and station number
are displayed as FFFFH. For communication types
other than that of safety communications using the
CIP Safety module, take actions as indicated in the
manual for the CPU module. (LL1 MELSEC iQ-R
CPU Module User's Manual (Application))

Check that no online operation is being performed
from a peripheral such as the engineering tool for
the CPU module or CIP Safety module.

Check the system configuration and parameters.
(==~ Page 28 SYSTEM CONFIGURATION, Page
36 PARAMETER SETTINGS)

Check the details of the error that has occurred in
the CIP Safety module.

« Take measures to reduce noise as the possible
cause is malfunction due to bus noise.

The possible cause is a hardware failure of the CIP
Safety module. Please consult your local Mitsubishi
representative.

System configuration
information

« (/0 No.)

« (Base No.)

* (Slot No.)

« (CPU No.)

* Network No.

« Station No.

1A70H
1A71H
1A72H
1A73H

The received data is abnormal.

Check the detailed information (system
configuration information) of the error by executing
module diagnostics using the engineering tool and
check the displayed station number.

For safety communications using the CIP Safety
module, the network number and station number
are displayed as FFFFH. Execute the system
monitor and check the details of the error of the
CIP Safety module.

The possible cause is a hardware failure of the CIP
Safety module. Please consult your local Mitsubishi
representative.

For communication types other than that of safety
communications using the CIP Safety module, take
actions as indicated in the manual for the CPU
module. (L1 MELSEC iQ-R CPU Module User's
Manual (Application))

System configuration
information

* (I/0 No.)

« (Base No.)

* (Slot No.)

« (CPU No.)

* Network No.

« Station No.

1FOOH

An error was detected in safety communications by
the safety CPU.

« Check and correct the safety communication
setting. After that, write the parameters to the CIP
Safety module and CPU module again. Then, reset
the CPU module and restart it.

If the parameter settings are normal, the possible
cause is the effect of bus noise or a hardware
failure. If the same error occurs again even after
taking measures to reduce noise, the possible
cause is a module failure. Please consult your local
Mitsubishi representative.

.

1FOTH
1FO2H
1FO3H
1FO4H

A timeout error occurred during safety
communications.

Check and correct the safety communication
setting. After that, write the parameters to the CIP
Safety module and CPU module again. Then, reset
the CPU module and restart it.

If the safety communication settings are normal,
the possible cause is the effect of bus noise or a
hardware failure. If the same error occurs again
even after taking measures to reduce noise, the
possible cause is a module failure. Please consult
your local Mitsubishi representative.
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Error code

Error details and causes

Action

Detailed information

1FO5H
1FO6H

The received data is abnormal.

+ Check and correct the safety communication
setting. After that, write the parameters to the CIP
Safety module and CPU module again. Then, reset
the CPU module and restart it.

« If the safety communication settings are normal,
the possible cause is the effect of bus noise or a
hardware failure. If the same error occurs again
even after taking measures to reduce noise, the
possible cause is a module failure. Please consult
your local Mitsubishi representative.

2160H

Overlapping IP addresses have been detected.

Take one of the following actions so that the IP
address is unique in the network.

» Change the IP address of the port.

+ Change the IP address of the external device.
+ Change the network wiring.

After performing the above, write the parameters
again. Then, reset the CPU module and restart it.

Cause port
* Network system number
* IP address

2264H

An inconsistency was detected between the
parameters set in the engineering tool and the
parameters set in CIP Safety Configuration Tool.

* There is an inconsistency between the parameters
set in the engineering tool and the parameters set
in CIP Safety Configuration Tool. Write each
parameter again.

+ Correct and match between the parameters set in
the engineering tool and the parameters set in CIP
Safety Configuration Tool.

3100H

A parameter error was detected.

« Use the engineering tool to write the parameters to
the CPU module again.

« If the error occurs again even after the above
action is taken, the possible cause is a hardware
failure of the module on which the error occurred.

Please consult your local Mitsubishi representative.

3110H

The parameters of this module are not set in the
CPU.

* Set the parameters for the CPU module.
+ Check the mounting position of the module.

System configuration
information 2
* 1/0 number

3120H

* The safety module parameters set in the
engineering tool are set, but the safety
communication parameters are not set in CIP
Safety Configuration Tool.

* The safety module parameters set in the
engineering tool are not set, but the safety
communication parameters are set in CIP Safety
Configuration Tool.

Take actions so that the safety module parameters
set in the engineering tool and the safety
communication parameters set in CIP Safety
Configuration Tool match.

Take action and rewrite each parameter.

3A30H

Standard communications/safety communications
stopped due to module initialization.

After the module initialization is complete, restart the
system.

3CO0H
3CO1H
3C02H
3CO3H
3COFH

A hardware failure has been detected.

» Take measures to reduce noise.

* Reset the CPU module and restart it. If the same
error code is displayed again, the possible cause is
a hardware failure of the error module. Please
consult your local Mitsubishi representative.

3C22H

3C2FH

An error was detected in the memory.

Take measures to reduce noise.

Format the memory. After that, write all the files,
reset the CPU module and restart it. If the same
error code is displayed again, the possible cause is
a hardware failure of the error module. Please
consult your local Mitsubishi representative.

Take measures to reduce noise.

Reset the CPU module and restart it. If the same
error code is displayed again, the possible cause is
a hardware failure of the error module. Please
consult your local Mitsubishi representative.

3E16H
3E17H

A hardware failure has been detected.

Take measures to reduce noise.

Reset the CPU module and restart it. If the same
error code is displayed again, the possible cause is
a hardware failure of the error module. Please
consult your local Mitsubishi representative.

216

11 TROUBLESHOOTING
11.5 List of Error Codes



Error codes when a communication error occurs

When the connection is abnormal

Error codes for connection errors can be checked with 'CIP Safety own station connection error status'. (==~ Page 241 CIP

Safety own station connection error status)
This section describes how to store the error codes.

Buffer memory address™ Connection destination | Storage method

P1: Un\G16928 P1: Un\G16929 Input Connection No.1 ) . .

P2: Un\G1065504 P2: Un\G1065505 &bd&: 16 bits »
When used as G E

P1: Un\G16930 P1: Un\G16931 Connection No.2 | the target (1) Statusin_[(3) CIP Status™?|  (4) CIP Extended® |

P2: Un\G1065506 P2: Un\G1065507 - -
fnen giizct’ois (1) Statusin | (5) CIP Status?| _ (6) CIP Extended® |

P1: Un\G17164 P1: Un\G17165 Connection No.119

P2: Un\G1065740 P2: Un\G1065741

P1: Un\G17166 P1: Un\G17167 Connection No.120

P2: Un\G1065742 P2: Un\G1065743

P1: Un\G17168 P1: Un\G17169 Output | Connection No.1 . ) )

P2: Un\G1065744 P2: Un\G1065745 &b&b < 16 bits »
When used as

P1: Un\G17170 P1: Un\G17171 Connection No.2 | the target | (2) StatusOut | (3)CIP Status | (4) CIP Extended |

P2: Un\G1065746 P2: Un\G1065747
m%rrl.;ﬁoars [ (2) StatusOut | (5)CIP Status | (6) CIP Extended |

P1: Un\G17404 P1: Un\G17405 Connection No.119

P2: Un\G1065980 P2: Un\G1065981

P1: Un\G17406 P1: Un\G17407 Connection No.120

P2: Un\G1065982 P2: Un\G1065983

*1  Error codes are stored in 32 bits.
*2 When Statusln is 41H, the General Status Code received from the external device is stored.
*3 When Statusln is 41H, the Extended Status Code received from the external device is stored.

Buffer memory storage value Error details and causes | Action

Stored value | Stored value | Stored value
(1) or (2) (3) or (5) (4) or (6)

OH Other than OH — A connection error has « Check whether 'Port start status (P1)' (X1) and 'Port start status

occurred. (P2)' (X11) are on.

« Check that 'Port stop error status (P1)' (X2) and 'Port stop error
status (P2)' (X12) are not on.

 Check that the value of 'Number of connection consumed'
(Un\G1777843, Un\G1777844) is less than the maximum number
of connections.

* When safety communications are performed, check whether the
SAFETY COM ERR LED is on.

* When UCMM communications are performed, check whether the
setting details of the UCMM request area are correct.

« Check that the IP address of the external device is correct.

« Check whether the operating status of the external device is
normal.

« Check that the correct port is used for communications with the
external device.

« Check for errors in the line status.

« The line may be busy, so retry at a later time.

« The external device may not be able to transmit data at the
specified RPI due to a high communication load, so specify a
larger RPI and connect again.

« Take measures to reduce noise.

* Reset the CPU module and restart it. If the same error code is
displayed again, the possible cause is a hardware failure of the
error module. Please consult your local Mitsubishi representative.

20H — — An error was detected in the « Take measures to reduce noise.

memory. * Reset the CPU module and restart it. If the same error code is
displayed again, the possible cause is a hardware failure of the
error module. Please consult your local Mitsubishi representative.
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Buffer memory storage value

Stored value
(1) or (2)

Stored value
(3) or (5)

Stored value
(4) or (6)

Error details and causes

Action

21H

A timeout error has occurred.

» Check whether 'Port start status (P1)' (X1) and 'Port start status
(P2)' (X11) are on.

 Check that 'Port stop error status (P1)' (X2) and 'Port stop error
status (P2)' (X12) are not on.

+ Check that the value of 'Number of connection consumed'
(Un\G1777843, Un\G1777844) is less than the maximum number
of connections.

» When safety communications are performed, check whether the
SAFETY COM ERR LED is on.

* When UCMM communications are performed, check whether the
setting details of the UCMM request area are correct.

» Check that the IP address of the external device is correct.

» Check whether the operating status of the external device is
normal.

» Check that the correct port is used for communications with the
external device.

* Check for errors in the line status.

* The line may be busy, so retry at a later time.

» The external device may not be able to transmit data at the
specified RPI due to a high communication load, so specify a
larger RPI and connect again.

» Take measures to reduce noise.

* Reset the CPU module and restart it. If the same error code is
displayed again, the possible cause is a hardware failure of the
error module. Please consult your local Mitsubishi representative.

34H

An error was detected in the
memory.

* Take measures to reduce noise.

* Reset the CPU module and restart it. If the same error code is
displayed again, the possible cause is a hardware failure of the
error module. Please consult your local Mitsubishi representative.

35H

The connection is in the IDLE
status.

» Check that the IP address of the external device is correct.

» Check whether the operating status of the external device is
normal.

» Check that the correct port is used for communications with the
external device.

36H

The connections have been
disconnected.

» Check whether 'Port start status (P1)" (X1) and 'Port start status
(P2)' (X11) are on.

+ Check that 'Port stop error status (P1)' (X2) and 'Port stop error
status (P2)' (X12) are not on.

» Check that the value of 'Number of connection consumed'
(Un\G1777843, Un\G1777844) is less than the maximum number
of connections.

* When safety communications are performed, check whether the
SAFETY COM ERR LED is on.

* When UCMM communications are performed, check whether the
setting details of the UCMM request area are correct.

* Check that the IP address of the external device is correct.

» Check whether the operating status of the external device is
normal.

» Check that the correct port is used for communications with the
external device.

* Check for errors in the line status.

» The line may be busy, so retry at a later time.

* The external device may not be able to transmit data at the
specified RPI due to a high communication load, so specify a
larger RPI and connect again.

+ Take measures to reduce noise.

* Reset the CPU module and restart it. If the same error code is
displayed again, the possible cause is a hardware failure of the
error module. Please consult your local Mitsubishi representative.
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Buffer memory storage value

Stored value
(1) or (2)

Stored value
(3) or (5)

Stored value
(4) or (6)

Error details and causes

Action

3AH

An error has occurred in TCP
communications.

« Check that the IP address of the external device is correct.

« Check whether the operating status of the external device is
normal.

« Check that the correct port is used for communications with the
external device.

* Check for errors in the line status.

« The line may be busy, so retry at a later time.

« Take measures to reduce noise.

* Reset the CPU module and restart it. If the same error code is
displayed again, the possible cause is a hardware failure of the
error module. Please consult your local Mitsubishi representative.

41H

01H

An error notification has been
received from the external
device.

« Perform diagnostics using CIP Safety Configuration Tool to check
whether a connection error has occurred.

« Refer to documentation such as the manuals of the external
device and CIP specifications to check the causes of which a
notification is made for this error and the action to take.

FBH

A timeout error has occurred.

» Check whether 'Port start status (P1)' (X1) and 'Port start status
(P2)' (X11) are on.

« Check that 'Port stop error status (P1)' (X2) and 'Port stop error
status (P2)' (X12) are not on.

« Check that the value of '"Number of connection consumed'
(Un\G1777843, Un\G1777844) is less than the maximum number
of connections.

* When safety communications are performed, check whether the
SAFETY COM ERR LED is on.

* When UCMM communications are performed, check whether the
setting details of the UCMM request area are correct.

« Check that the IP address of the external device is correct.

« Check whether the operating status of the external device is
normal.

« Check that the correct port is used for communications with the
external device.

« Check for errors in the line status.

« The line may be busy, so retry at a later time.

« The external device may not be able to transmit data at the
specified RPI due to a high communication load, so specify a
larger RPI and connect again.

« Take measures to reduce noise.

» Reset the CPU module and restart it. If the same error code is
displayed again, the possible cause is a hardware failure of the
error module. Please consult your local Mitsubishi representative.

Except for
shown above

An error notification has been
received from the external
device.

Refer to documentation such as the manuals of the external device
and CIP specifications to check the causes of which a notification is
made for this error and the action to take.

42H

The available resources are
insufficient.

» Take measures to reduce noise.

* Reset the CPU module and restart it. If the same error code is
displayed again, the possible cause is a hardware failure of the
error module. Please consult your local Mitsubishi representative.
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Buffer memory storage value

Stored value
(1) or (2)

Stored value
(3) or (5)

Stored value
(4) or (6)

Error details and causes

Action

444

A timeout error has occurred.

» Check whether 'Port start status (P1)' (X1) and 'Port start status
(P2)' (X11) are on.

 Check that 'Port stop error status (P1)' (X2) and 'Port stop error
status (P2)' (X12) are not on.

+ Check that the value of 'Number of connection consumed'
(Un\G1777843, Un\G1777844) is less than the maximum number
of connections.

» When safety communications are performed, check whether the
SAFETY COM ERR LED is on.

* When UCMM communications are performed, check whether the
setting details of the UCMM request area are correct.

» Check that the IP address of the external device is correct.

» Check whether the operating status of the external device is
normal.

» Check that the correct port is used for communications with the
external device.

* Check for errors in the line status.

* The line may be busy, so retry at a later time.

» The external device may not be able to transmit data at the
specified RPI due to a high communication load, so specify a
larger RPI and connect again.

» Take measures to reduce noise.

* Reset the CPU module and restart it. If the same error code is
displayed again, the possible cause is a hardware failure of the
error module. Please consult your local Mitsubishi representative.

45H

An error has occurred when
setting up a connection.

» Check whether 'Port start status (P1)' (X1) and 'Port start status
(P2)' (X11) are on.

+ Check that 'Port stop error status (P1)' (X2) and 'Port stop error
status (P2)' (X12) are not on.

* Check if 0001H (Communication start) is set to 'EtherNet/IP
Communication Start Request' (Un\G98048, Un\G1146624).

» Check that the value of 'Number of connection consumed'
(Un\G1777843, Un\G1777844) is less than the maximum number
of connections.

* When safety communications are performed, check whether the
SAFETY COM ERR LED is on.

* When UCMM communications are performed, check whether the
setting details of the UCMM request area are correct.

+ Check that the IP address of the external device is correct.

+ Check whether the operating status of the external device is
normal.

+ Check that the correct port is used for communications with the
external device.

* Check for errors in the line status.

» The line may be busy, so retry at a later time.

» The external device may not be able to transmit data at the
specified RPI due to a high communication load, so specify a
larger RPI and connect again.

» Take measures to reduce noise.

* Reset the CPU module and restart it. If the same error code is
displayed again, the possible cause is a hardware failure of the
error module. Please consult your local Mitsubishi representative.

46H

An error has occurred in
EtherNet/IP communications.

» Check whether the operating status of the external device is
normal.

* Check for errors in the line status.

* The line may be busy, so retry at a later time.

4DH

Communications have been
disconnected.

» Check whether 'Port start status (P1)" (X1) and 'Port start status
(P2)' (X11) are on.

» Check that 'Port stop error status (P1)' (X2) and 'Port stop error
status (P2)' (X12) are not on.

+ Check for errors in the line status.
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Buffer memory storage value

Stored value
(1) or (2)

Stored value
(3) or (5)

Stored value
(4) or (6)

Error details and causes

Action

EOH

A connection error has
occurred.

« Check whether 'Port start status (P1)' (X1) and 'Port start status
(P2)' (X11) are on.

« Check that 'Port stop error status (P1)' (X2) and 'Port stop error
status (P2)' (X12) are not on.

 Check that the value of 'Number of connection consumed'
(Un\G1777843, Un\G1777844) is less than the maximum number
of connections.

* When safety communications are performed, check whether the
SAFETY COM ERR LED is on.

* When UCMM communications are performed, check whether the
setting details of the UCMM request area are correct.

« Check that the IP address of the external device is correct.

« Check whether the operating status of the external device is
normal.

« Check that the correct port is used for communications with the
external device.

« Check for errors in the line status.

« The line may be busy, so retry at a later time.

« The external device may not be able to transmit data at the
specified RPI due to a high communication load, so specify a
larger RPI and connect again.

« Take measures to reduce noise.

* Reset the CPU module and restart it. If the same error code is
displayed again, the possible cause is a hardware failure of the
error module. Please consult your local Mitsubishi representative.

The connections have been
disconnected.

« Check whether 'Port start status (P1)' (X1) and 'Port start status
(P2)' (X11) are on.

« Check that 'Port stop error status (P1)' (X2) and 'Port stop error
status (P2)' (X12) are not on.

« Check that the value of '"Number of connection consumed'
(Un\G1777843, Un\G1777844) is less than the maximum number
of connections.

» When safety communications are performed, check whether the
SAFETY COM ERR LED is on.

* When UCMM communications are performed, check whether the
setting details of the UCMM request area are correct.

« Check that the IP address of the external device is correct.

« Check whether the operating status of the external device is
normal.

« Check that the correct port is used for communications with the
external device.

« Check for errors in the line status.

« The line may be busy, so retry at a later time.

« The external device may not be able to transmit data at the
specified RPI due to a high communication load, so specify a
larger RPI and connect again.

« Take measures to reduce noise.

* Reset the CPU module and restart it. If the same error code is
displayed again, the possible cause is a hardware failure of the
error module. Please consult your local Mitsubishi representative.
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11.6 Event List

This section lists the events that occur in the CIP Safety module.

There are two types of events: system and operation.

System

Event code Overview Cause

00100 Link-up The CPU module has entered into the link-up state as a result of an operation
such as connecting a network cable between the CPU module and an
external device.

00400 Communication stop EtherNet/IP communications (including safety communications) have
stopped.

00401 Communication start EtherNet/IP communications (including safety communication) have started.

00440 Selected as an active ring supervisor | The system itself is selected as an active ring supervisor.*1

00441 Selected as a backup ring supervisor | The system itself is selected as a backup ring supervisor.*1

00442 Ring fault clear The ring fault was cleared when the ring was connected.”!

00800 Link-down The CPU module has entered into the link-down state as a result of an

operation such as disconnecting a network cable between the CPU module
and an external device.

*1 This event can be registered twice.

Operation
Event code Overview Cause
24000 Module initialization completed Module initialization completed successfully.
successfully.
24001 Module initialization completed with Module initialization failed.

an error.
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APPENDICES

Appendix 1 Module Label

Module labels can be used to set the 1/O signals and buffer memory of the CIP Safety module.

Module label structure

Module label names are defined with the following structure.

"instance name"_"module number"."label name"

"instance name"_"module number"."label name"_D

RJ71SEIP91_1. bSts_ModuleReady

Hinstance name
The instance name of the CIP Safety module is as shown below.

Module name Instance name

RJ71SEIP91 RJ71SEIP91

EModule number
Module numbers start from 1 and are added to identify modules that have the same instance name.

HLabel name
A label name unique to the module.

mD
This symbol indicates that the module label is for direct access. If this symbol is not present, the label is for refreshing.
Refreshing and direct access differ as shown below.

Type Description Access timing

Refresh The values written to and read from the module label are reflected on the module as | Refreshing
a batch during refreshing.
This function makes it possible to reduce the program execution time.

Direct access The values written to and read from the module label are immediately reflected on Writing to/reading from module labels

the module.
The program execution time is longer than the refresh time, but the responsiveness
increases.
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Appendix 2 1/0 Signals

This section describes the 1/0 signals transmitted to or received from the CPU module. The 1/O signal assignment for when
the start I/0 number of the CIP Safety module is "0" is listed below.

List of 1/O signals

The following tables list 1/0O signals. Device X input signals are input signals from the CIP Safety module to the CPU module.
Device Y output signals are output signals from the CPU module to the CIP Safety module.

Input signals

Device No. Signal name

X0 Module READY

X1 Port start status (P1)

X2 Port stop error status (P1)

X3 to X10 Use prohibited

X1 Port start status (P2)

X12 Port stop error status (P2)

X13 to X1F Use prohibited
Output signals

Device No. Signal name

YO0 to Y1F Use prohibited

Point >

Do not use (turn on) any "use prohibited" signals as an input or output signal to the CPU module. Doing so
may cause malfunction of the programmable controller system.

APPX
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Details of input signals

Module READY (X0)

This input signal notifies that the CIP Safety module can be operated (access to I/O signals and buffer memory is possible).

Status of 'Module Operations for the CIP Safety module (O: Yes, X: No)
READY" (X0) Input signal Output Buffer memory"!
signals
Read 'Module READY" (X0) | Read an input signal other | Write Read Write
than 'Module READY" (X0)
Off O X X X X
On O @) @) O @)

*1 If the refresh setting is enabled, the labels and devices of the refresh target are also refreshed.
After the CPU module is powered off and on or is reset, this signal turns on at the completion of the preparation for the CIP

Safety module.

HAt power-on

Module power-on Module initialization completed
| ON |
Power supply OFF
i
| ON
'Module READY" (X0) OFF (V

KA Module initialization )

Processing of the CIP Safety module

HWhen the module is reset

Module reset request Module reset completed
on ;
Power supply
1
1
ON .
'Module READY" (X0) OFF /V
) E
i
Processing of the CIP Safety module Z Module reset detection 1
1
1

EWhen a major error has occurred

Major error occurrence

ON '
Power supply
i
ON !
'Module READY" (X0) OFF
i
:
Processing of the CIP Safety module Major error detection 1
I
1
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Port start status (P1) (X1), port start status (P2) (X11)

'Port start status (P1)' (X1) and 'Port start status (P2)' (X11) notify the start status of each port (P1/P2) of the CIP Safety
module.

By combining with 'Module READY" (X0), communication availability can be checked for each port. The following table shows
the signal combinations and port communication availability. (The operation is the same on P2.)

Signal status Port status
‘Module READY" (X0) 'Port start status (P1)’ 'Port stop error status Communication Description
(X1) (P1)" (X2) availability
Off — — No Communication is not
On Off _ possible because the port is
stopped.
On Off Yes Communication is possible.
On No An error has occurred in the
port and communication is
not possible.

The following table shows the conditions for turning each signal on/off. (The operation is the same on P2.)

Signal Signal operation | Condition Description
'Port start status (P1)' (X1) Off - On The port has started up. At power-on, at reset clear (==~ Page 226 At power-on,
at reset clear)
On — Off The port has stopped. When the module is reset (==~ Page 227 When the
module is reset)
'Port stop error status (P1)' (X2) Off > On A stop error has occurred on the « At power-on, at reset clear (=~ Page 226 At power-
port. on, at reset clear)

* At the occurrence of a stop error after the port is
started (5~ Page 227 At the occurrence of a stop
error after the port is started)

On — Off The port has stopped. When the module is reset (==~ Page 227 When the
module is reset)

BAt power-on, at reset clear

P1 processing

Module initialization completed Port start completed
o\ \
Power supply
1 1
1 1
ON 1
'Module READY" (X0) OFF
| i
i ¢ ON
1
'Port start status (P1)' (X1 !
(P1)" (X1) OFF E /V
1 1
H | ON
Il IS sl
'Port stop error status (P1)' (X2) OFF i »
i
1
1
1
1
1
1
1

|
1

\A > \\ :‘\
I
/I '
P1 start processing .
1
1

'Port stop error status (P1)' (X2) is on simultaneously when an error occurs.
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HAt the occurrence of a stop error after the port is started

Stop error occurrence

o | ;

Power supply

ON
‘Module READY" (X0)
i
ON i
'Port start status (P1)' (X1)
i
| ON
'Port stop error status (P1)' (X2) OFF /v
1
1
P1 processing Stop error detection 1
1
1
EWhen the module is reset
Module reset request Module reset completed

ON ' |

Power supply

"Module READY" (X0) OFF

N

'Port start status (P1)' (X1) OFF

OFF \
Module reset detection /

All signals are off at the same time.

'Port stop error status (P1)' (X2)

Processing of the CIP Safety module

Port stop error status (P1) (X2), Port stop error status (P2) (X12)

'Port stop error status (P1)' (X2) and 'Port stop error status (P2)' (X12) notify the stop error occurrence status of each port of
the CIP Safety module.

For details, refer to the following.

(==~ Page 226 Port start status (P1) (X1), port start status (P2) (X11)
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Appendix 3 List of Special Relay Areas

The following table lists items in the list.

Item Description

No. Special relay number

Name Special relay name

Description Data stored in the special relay and its meaning

Details Detailed description of the data stored
Point >

When counting the number of modules mounted on the base unit, the following modules are included: CIP

Safety modules that use safety communications, CC-Link IE TSN master/local modules, Motion modules, and

CC-Link IE Field Network-equipped master/local modules.

Also, the type of safety communications consists of the following: safety communications using CC-Link IE

TSN, safety communications using CC-Link IE Field Network, and safety communications using CIP Safety.

Safety information

The following is a list of special relay areas relating to safety information.

No. Name Description Details
SM1904 | Safety communication setting (1st Off:  Not set « This relay stores the safety communication setting status.
module) On: Set » When safety communications are available (the relay is on), the start /O number of
the target module is stored in SD1904.
SM1905 | Safety communication setting (2nd Off:  Not set * This relay stores the safety communication setting status.
module) On: Set * When safety communications are available (the relay is on), the start I/O number of
the target module is stored in SD1905.
SM1906 | Safety communication setting (3rd Off:  Not set « This relay stores the safety communication setting status.
module) On: Set » When safety communications are available (the relay is on), the start /O number of
the target module is stored in SD1906.
SM1907 | Safety communication setting (4th Off:  Not set * This relay stores the safety communication setting status.
module) On: Set * When safety communications are available (the relay is on), the start I/O number of
the target module is stored in SD1907.
SM1908 | Safety communication setting (5th Off:  Not set « This relay stores the safety communication setting status.
module) On: Set * When safety communications are available (the relay is on), the start I/O number of
the target module is stored in SD1908.
SM1909 | Safety communication setting (6th Off:  Not set « This relay stores the safety communication setting status.
module) On: Set » When safety communications are available (the relay is on), the start /O number of
the target module is stored in SD1909.
SM1910 | Safety communication setting (7th Off:  Not set « This relay stores the safety communication setting status.
module) On: Set * When safety communications are available (the relay is on), the start I/O number of
the target module is stored in SD1910.
SM1911 | Safety communication setting (8th Off:  Not set « This relay stores the safety communication setting status.
module) On: Set * When safety communications are available (the relay is on), the start /O number of
the target module is stored in SD1911.
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Appendix 4 List of Special Register Areas

The following table lists items in the list.

Item Description

No. Special register number

Name Special register name

Description Data stored in the special register

Details Detailed description of the data stored
Point >

When counting the number of modules mounted on the base unit, the following modules are included: CIP

Safety modules that use safety communications, CC-Link IE TSN master/local modules, Motion modules, and

CC-Link IE Field Network-equipped master/local modules.

Also, the type of safety communications consists of the following: safety communications using CC-Link IE

TSN, safety communications using CC-Link IE Field Network, and safety communications using CIP Safety.

Safety information

The following is the list of special register areas relating to the safety information.

No. Name Description Details

SD1904 | Start I/O number of Safety 0 to FFH: Start I/O « The value obtained by dividing the start I/O number of the station targeted for safety
communication target station | number communications by 16 is stored.
(1st module) FFFFH: Not set * When the safety communication function is not used, FFFFH is stored.

SD1905 | Start I/O number of Safety 0 to FFH: Start I/0 « The value obtained by dividing the start /O number of the station targeted for safety
communication target station | number communications by 16 is stored.
(2nd module) FFFFH: Not set * When the safety communication function is not used, FFFFH is stored.

SD1906 | Start I/O number of Safety 0 to FFH: Start I/0 « The value obtained by dividing the start I/O number of the station targeted for safety
communication target station | number communications by 16 is stored.
(3rd module) FFFFH: Not set » When the safety communication function is not used, FFFFH is stored.

SD1907 | Start I/O number of Safety 0 to FFH: Start I/0 « The value obtained by dividing the start /O number of the station targeted for safety
communication target station | number communications by 16 is stored.
(4th module) FFFFH: Not set * When the safety communication function is not used, FFFFH is stored.

SD1908 | Start I/O number of Safety 0 to FFH: Start I/O « The value obtained by dividing the start I/O number of the station targeted for safety
communication target station | number communications by 16 is stored.
(5th module) FFFFH: Not set * When the safety communication function is not used, FFFFH is stored.

SD1909 | Start I/O number of Safety 0 to FFH: Start I/0 « The value obtained by dividing the start /O number of the station targeted for safety
communication target station | number communications by 16 is stored.
(6th module) FFFFH: Not set * When the safety communication function is not used, FFFFH is stored.

SD1910 | Start I/O number of Safety 0 to FFH: Start I/0 « The value obtained by dividing the start I/O number of the station targeted for safety
communication target station | number communications by 16 is stored.
(7th module) FFFFH: Not set » When the safety communication function is not used, FFFFH is stored.

SD1911 | Start I/O number of Safety 0 to FFH: Start I/0 « The value obtained by dividing the start I/O number of the station targeted for safety
communication target station | number communications by 16 is stored.
(8th module) FFFFH: Not set * When the safety communication function is not used, FFFFH is stored.
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Appendix & List of Safety Special Relay Areas

The following table lists items in the list.

Item Description
No. Safety special relay number
Name Safety special relay name
Description Data stored in the safety special relay and its meaning
Details Detailed description of the data stored
Point >

Safety information

When counting the number of modules mounted on the base unit, the following modules are included: CIP

Safety modules that use safety communications, CC-Link IE TSN master/local modules, Motion modules, and

CC-Link IE Field Network-equipped master/local modules.

Also, the type of safety communications consists of the following: safety communications using CC-Link IE

TSN, safety communications using CC-Link IE Field Network, and safety communications using CIP Safety.

The following is the list of safety special relay areas relating to safety information.

No. Name Description Details

SA\SM1008 Safety refresh Off:  Normal The safety refresh communication status of the first CIP Safety module, CC-Link IE Field
communication status of | On: Communication | Network master/local module or CC-Link IE TSN master/local module (the one whose
each module (1st error start I/O number is stored in SD1904) is stored. (The safety refresh communication
module) status of each safety connection is stored in SA\SD1008 to SA\SD1015.)

SA\SM1016 Safety refresh Off:  Normal The safety refresh communication status of the second CIP Safety module, CC-Link IE
communication status of | On: Communication | Field Network master/local module or CC-Link IE TSN master/local module (the one
each module (2nd error whose start /0 number is stored in SD1905) is stored. (The safety refresh
module) communication status of each safety connection is stored in SA\SD1016 to SA\SD1023.)

SA\SM1024 Safety refresh Off:  Normal The safety refresh communication status of the third CIP Safety module, CC-Link IE
communication status of | On: Communication | Field Network master/local module or CC-Link IE TSN master/local module (the one
each module (3rd error whose start /0O number is stored in SD1906) is stored. (The safety refresh
module) communication status of each safety connection is stored in SA\SD1024 to SA\SD1031.)

SA\SM1032 Safety refresh Off:  Normal The safety refresh communication status of the fourth CIP Safety module, CC-Link IE
communication status of | On: Communication | Field Network master/local module or CC-Link IE TSN master/local module (the one
each module (4th error whose start I/O number is stored in SD1907) is stored. (The safety refresh
module) communication status of each safety connection is stored in SA\SD1032 to SA\SD1039.)

SA\SM1040 Safety refresh Off:  Normal The safety refresh communication status of the fifth CIP Safety module, CC-Link IE Field
communication status of | On: Communication | Network master/local module or CC-Link IE TSN master/local module (the one whose
each module (5th error start I/O number is stored in SD1908) is stored. (The safety refresh communication
module) status of each safety connection is stored in SA\SD1040 to SA\SD1047.)

SA\SM1048 Safety refresh Off:  Normal The safety refresh communication status of the sixth CIP Safety module, CC-Link IE
communication status of | On: Communication | Field Network master/local module or CC-Link IE TSN master/local module (the one
each module (6th error whose start /0 number is stored in SD1909) is stored. (The safety refresh
module) communication status of each safety connection is stored in SA\SDSD1048 to

SA\SD1055.)

SA\SM1056 Safety refresh Off:  Normal The safety refresh communication status of the seventh CIP Safety module, CC-Link IE
communication status of | On: Communication | Field Network master/local module or CC-Link IE TSN master/local module (the one
each module (7th error whose start /0 number is stored in SD1910) is stored. (The safety refresh
module) communication status of each safety connection is stored in SA\SD 1056 to SA\SD1063.)

SA\SM1064 Safety refresh Off:  Normal The safety refresh communication status of the eighth CIP Safety module, CC-Link |E
communication status of | On: Communication | Field Network master/local module or CC-Link IE TSN master/local module (the one
each module (8th error whose start /O number is stored in SD1911) is stored. (The safety refresh
module) communication status of each safety connection is stored in SA\SD1064 to SA\SD1071.)

SA\SM1088 Module switch request Off:  Module The SA\SD1088 content is updated when this relay changes from off to on.
for safety specification This relay turns off when SA\SD1090 to 1097 and SA\SD1104 to 1223 data update is
communication completed complete.
information On: Module

specification
requested
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Appendix 6 List of Safety Special Register Areas

The following table lists items in the list.

Item Description

No. Safety special register number

Name Safety special register name

Description Data stored in the safety special register
Details Detailed description of the data stored

Point}”

When counting the number of modules mounted on the base unit, the following modules are included: CIP
Safety modules that use safety communications, CC-Link IE TSN master/local modules, Motion modules, and
CC-Link IE Field Network-equipped master/local modules.

Also, the type of safety communications consists of the following: safety communications using CC-Link IE
TSN, safety communications using CC-Link IE Field Network, and safety communications using CIP Safety.

Safety information

The following is the list of safety special register areas relating to safety information.

No. Name Description Details
SA\SD1008 to Safety refresh 0: Safety « The communication status of safety stations connected to the first CIP
SA\SD1015 communication status of communications Safety module, CC-Link IE Field Network master/local module or CC-Link
each safety connection (1st normal, safety IE TSN master/local module (the one whose start I/O number is stored in
module) connection not set, SD1904) is stored.
own station » A communication error means that the safety station is not in any of the
1: Communication error communication states stored in SA\SD1104 to SA\SD1223.
SA\SD1016 to Safety refresh 0: Safety » The communication status of safety stations connected to the second CIP
SA\SD1023 communication status of communications Safety module, CC-Link IE Field Network master/local module or CC-Link
each safety connection (2nd normal, safety IE TSN master/local module (the one whose start /O number is stored in
module) connection not set, SD1905) is stored.
own station « A communication error means that the safety station is not in any of the
1: Communication error communication states stored in SA\SD1104 to SA\SD1223.
SA\SD1024 to Safety refresh 0: Safety « The communication status of safety stations connected to the third CIP
SA\SD1031 communication status of communications Safety module, CC-Link IE Field Network master/local module or CC-Link
each safety connection (3rd normal, safety IE TSN master/local module (the one whose start I/O number is stored in
module) connection not set, SD1906) is stored.
own station » A communication error means that the safety station is not in any of the
1: Communication error communication states stored in SA\SD1104 to SA\SD1223.
SA\SD1032 to Safety refresh 0: Safety » The communication status of safety stations connected to the fourth CIP
SA\SD1039 communication status of communications Safety module, CC-Link IE Field Network master/local module or CC-Link
each safety connection (4th normal, safety IE TSN master/local module (the one whose start I/O number is stored in
module) connection not set, SD1907) is stored.
own station » A communication error means that the safety station is not in any of the
1: Communication error communication states stored in SA\SD1104 to SA\SD1223.
SA\SD1040 to Safety refresh 0: Safety « The communication status of safety stations connected to the fifth CIP
SA\SD1047 communication status of communications Safety module, CC-Link IE Field Network master/local module or CC-Link
each safety connection (5th normal, safety IE TSN master/local module (the one whose start I/O number is stored in
module) connection not set, SD1908) is stored.
own station « A communication error means that the safety station is not in any of the
1: Communication error communication states stored in SA\SD1104 to SA\SD1223.
SA\SD1048 to Safety refresh 0: Safety « The communication status of safety stations connected to the sixth CIP
SA\SD1055 communication status of communications Safety module, CC-Link IE Field Network master/local module or CC-Link
each safety connection (6th normal, safety IE TSN master/local module (the one whose start I/O number is stored in
module) connection not set, SD1909) is stored.
own station » A communication error means that the safety station is not in any of the
1: Communication error communication states stored in SA\SD1104 to SA\SD1223.
SA\SD1056 to Safety refresh 0: Safety » The communication status of safety stations connected to the seventh
SA\SD1063 communication status of communications CIP Safety module, CC-Link IE Field Network master/local module or CC-

each safety connection (7th
module)

normal, safety
connection not set,
own station
Communication error

Link IE TSN master/local module (the one whose start I/O number is
stored in SD1910) is stored.

« A communication error means that the safety station is not in any of the
communication states stored in SA\SD1104 to SA\SD1223.
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No. Name Description Details
SA\SD1064 to Safety refresh 0: Safety » The communication status of safety stations connected to the eighth CIP
SA\SD1071 communication status of communications Safety module, CC-Link IE Field Network master/local module or CC-Link
each safety connection (8th normal, safety IE TSN master/local module (the one whose start /O number is stored in
module) connection not set, SD1911) is stored.
own station « A communication error means that the safety station is not in any of the
1: Communication error communication states stored in SA\SD1104 to SA\SD1223.
SA\SD1088 Module setting for safety 1 to 8: Target module * The CIP Safety module, CC-Link IE Field Network master/local module or
communication information CC-Link IE TSN master/local module targeted for safety communication
(1st to 8th module) status check is specified.
« To reflect the value set in this register, turn on SA\SM1088.
« If an unmounted module is specified, 0 is stored in SA\SD1090 to
SA\SD1097 and SA\SD1104 to SA\SD1223.
SA\SD1089 Target module for safety 1 to 8: Target module * The module number specified in SA\SD1088 is stored.
communication information « Data for the module displayed in this register is stored in SA\SD1090 to
(1st to 8th module) SA\SD1097 and SA\SD1104 to SA\SD1223.
SA\SD1090 to Safety communication 0: Not set The communication setting status of safety connections of the module
SA\SD1097 setting of each safety 1: Set stored in SA\SD1089 is stored.
connection (1st to 8th
module)
SA\SD1104 to Safety communication Safety communication * The safety communication status of safety connections of the module
SA\SD1223 status of each safety status of safety stored in SA\SD1089 is stored.
connection (1st to 8th connection numbers 1 to « 0 is stored if not used in SA\SD1104 to SA\SD1223, or if own station.
module) 120
Safety Connection No: 1 to
120
SA\SD1232 to Interlock status of each 0: Not interlocked After safety communication error is detected and the safety connection is
SA\SD1239 safety connection (1st 1: Interlocked interlocked, the bit corresponding to the safety connection turns on.
module) b15 b14 b13 b12 b11b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
SA\SD1232 |16 (15| 14| 13| 12|11 |10 9 |8 |7 |6 | 5|4 |3 |2 |1
SA\SD1233 |32 31| 30|29 |28 |27 |26 |25 |24 |23 | 22| 21|20 19|18 17
SA\SD1234 |48 [ 47| 46| 45|44 |43 |42 | 41|40 |39 |38|37|36|35[34 33
SA\SD1235 |64 [ 63| 62| 61|60 |59 |58 |57 |56 |55|54|53]|52]51]50 |49
SA\SD1236 |80 (79| 78|77 |76 | 75|74 |73 |72 | 71| 70|69 |68 |67 |66 | 65
SA\SD1237 |96 [ 95| 94| 93| 92|91 |90 |89 |88 |87 |86|85|84|83|82]81
SA\SD1238 [112[111]110|109|108|107[106[105|104|103|102|101|100| 99 | 98 | 97
sasD1239 | — | — | — | — | = | = | — | — [120]119]118|117|116]115[114|113]
1 to 120: Safety connection number
—: Fixedto 0
SA\SD1240 to Interlock release request for | 0: Do not release the Turn off and on the bit corresponding to the safety connection to release the
SA\SD1247 each safety connection (1st interlock. interlock. (The bit does not automatically turn off after execution is
module) 1: Release the interlock. | complete.)
b15 b14 b13 b12 b11b10 b9 b8 b7 b6 b5 b4 b3 b2 bl b0
SA\SD1240 |16 (15| 14| 13| 12|11 |10 9 |8 |7 |6 | 5|4 |3 |2 |1
SA\SD1241 |32 [31]30| 29|28 |27 |26 |25 |24 |23 | 22| 21|20 |19 18|17
SA\SD1242 | 48 | 47| 46| 45|44 |43 |42 | 41|40 |39 | 38|37 |36 [35[34 33
SA\SD1243 |64 [63] 62| 61|60 |59 |58 |57 |56 |55|54|53]|52]51]50 |49
SA\SD1244 |80 (79| 78|77 |76 | 75|74 |73 |72 | 71| 70|69 |68 |67 |66 | 65
SA\SD1245 |96 [ 95| 94| 93| 92|91 |90 |89 |88 |87 |86| 85|84 |83 8281
SA\SD1246 [112[111]110|109|108|107|106[105|104|103|102|101|100| 99 | 98 | 97
sasD1247 | — | — | —| = | = | — | — | — [120]119]118|117|116]115[114|113]
1 to 120: Safety connection number
—: Fixed to 0
SA\SD1248 to Interlock status of each 0: Not interlocked After safety communication error is detected and the safety connection is
SA\SD1255 safety connection (2nd 1: Interlocked interlocked, the bit corresponding to the safety connection turns on.
module) The bit arrangement of the safety connection number is the same as that of
the 1st module. (Note that the SA\SD numbers differ.)
SA\SD1256 to Interlock release request for | 0: Do not release the Turn off and on the bit corresponding to the safety connection to release the
SA\SD1263 each safety connection (2nd interlock. interlock. (The bit does not automatically turn off after execution is
module) 1: Release the interlock. | complete.)
The bit arrangement of the safety connection number is the same as that of
the 1st module. (Note that the SA\SD numbers differ.)
SA\SD1264 to Interlock status of each 0: Not interlocked After safety communication error is detected and the safety connection is
SA\SD1271 safety connection (3rd 1: Interlocked interlocked, the bit corresponding to the safety connection turns on.
module) The bit arrangement of the safety connection number is the same as that of
the 1st module. (Note that the SA\SD numbers differ.)
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No. Name Description Details
SA\SD1272 to Interlock release request for | 0: Do not release the Turn off and on the bit corresponding to the safety connection to release the
SA\SD1279 each safety connection (3rd interlock. interlock. (The bit does not automatically turn off after execution is
module) 1: Release the interlock. | complete.)
The bit arrangement of the safety connection number is the same as that of
the 1st module. (Note that the SA\SD numbers differ.)
SA\SD1280 to Interlock status of each 0: Not interlocked After safety communication error is detected and the safety connection is
SA\SD1287 safety connection (4th 1: Interlocked interlocked, the bit corresponding to the safety connection turns on.
module) The bit arrangement of the safety connection number is the same as that of
the 1st module. (Note that the SA\SD numbers differ.)
SA\SD1288 to Interlock release request for | 0: Do not release the Turn off and on the bit corresponding to the safety connection to release the
SA\SD1295 each safety connection (4th interlock. interlock. (The bit does not automatically turn off after execution is
module) 1: Release the interlock. | complete.)
The bit arrangement of the safety connection number is the same as that of
the 1st module. (Note that the SA\SD numbers differ.)
SA\SD1296 to Interlock status of each 0: Not interlocked After safety communication error is detected and the safety connection is
SA\SD1303 safety connection (5th 1: Interlocked interlocked, the bit corresponding to the safety connection turns on.
module) The bit arrangement of the safety connection number is the same as that of
the 1st module. (Note that the SA\SD numbers differ.)
SA\SD1304 to Interlock release request for | 0: Do not release the Turn off and on the bit corresponding to the safety connection to release the
SA\SD1311 each safety connection (5th interlock. interlock. (The bit does not automatically turn off after execution is
module) 1: Release the interlock. | complete.)
The bit arrangement of the safety connection number is the same as that of
the 1st module. (Note that the SA\SD numbers differ.)
SA\SD1312 to Interlock status of each 0: Not interlocked After safety communication error is detected and the safety connection is
SA\SD1319 safety connection (6th 1: Interlocked interlocked, the bit corresponding to the safety connection turns on.
module) The bit arrangement of the safety connection number is the same as that of
the 1st module. (Note that the SA\SD numbers differ.)
SA\SD1320 to Interlock release request for | 0: Do not release the Turn off and on the bit corresponding to the safety connection to release the
SA\SD1327 each safety connection (6th interlock. interlock. (The bit does not automatically turn off after execution is
module) 1: Release the interlock. | complete.)
The bit arrangement of the safety connection number is the same as that of
the 1st module. (Note that the SA\SD numbers differ.)
SA\SD1328 to Interlock status of each 0: Not interlocked After safety communication error is detected and the safety connection is
SA\SD1335 safety connection (7th 1: Interlocked interlocked, the bit corresponding to the safety connection turns on.
module) The bit arrangement of the safety connection number is the same as that of
the 1st module. (Note that the SA\SD numbers differ.)
SA\SD1336 to Interlock release request for | 0: Do not release the Turn off and on the bit corresponding to the safety connection to release the
SA\SD1343 each safety connection (7th interlock. interlock. (The bit does not automatically turn off after execution is
module) 1: Release the interlock. | complete.)
The bit arrangement of the safety connection number is the same as that of
the 1st module. (Note that the SA\SD numbers differ.)
SA\SD1344 to Interlock status of each 0: Not interlocked After safety communication error is detected and the safety connection is
SA\SD1351 safety connection (8th 1: Interlocked interlocked, the bit corresponding to the safety connection turns on.
module) The bit arrangement of the safety connection number is the same as that of
the 1st module. (Note that the SA\SD numbers differ.)
SA\SD1352 to Interlock release request for | 0: Do not release the Turn off and on the bit corresponding to the safety connection to release the
SA\SD1359 each safety connection (8th interlock. interlock. (The bit does not automatically turn off after execution is

module)

Release the interlock.

complete.)
The bit arrangement of the safety connection number is the same as that of
the 1st module. (Note that the SA\SD numbers differ.)
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Appendix 7 Buffer Memory

The buffer memory is used to exchange data between the CIP Safety module and the CPU module or EtherNet/IP devices.
Buffer memory values are set to their defaults (initial values) when the CPU module is reset or the system is powered off and
on.

List of buffer memory addresses

P1 P2 Name Initial | Read,

Address Address Address Address value | write

(decimal) (hexadecimal) | (decimal) (hexadecimal)

0 to 16436 OH to 4034H 0 to 1065012 OH to 104034H System area

16437 to 16439 4035H to 4037H | 1065013 to 104035H to Setting status Own Station Ethernet Address Setting Read
1065015 104037H (MAC address) value

16440 to 16639 4038H to 40FFH | 1065016 to 104038H to System area
1065215 1040FFH

16640 to 16759 4100H to 4177H 1065216 to 104100H to CIP Safety Input Data Size 0 Read
1065335 104177H

16760 to 16767 | 4178H to 417FH | 1065336 to 104178H to System area
1065343 10417FH

16768 to 16887 4180H to 41F7H | 1065344 to 104180H to CIP Safety Output Data Size 0 Read
1065463 1041F7H

16888 to 16895 41F8H to 41FFH | 1065464 to 1041F8H to System area
1065471 1041FFH

16896 to 16903 4200H to 4207H 1065472 to 104200H to Data link status | Input 0 Read
1065479 104207H

16904 to 16911 4208H to 420FH | 1065480 to 104208H to Output 0 Read
1065487 10420FH

16912 to 16919 4210H to 4217H 1065488 to 104210H to Error status Input 0 Read
1065495 104217H

16920 to 16927 4218H to 421FH | 1065496 to 104218H to Output 0 Read
1065503 10421FH

16928, 16929 4220H, 4421H 1065504, 104220H, CIP Safety own | Input Connection 1 0 Read
1065505 104221H station

16930 to 17167 | 4222H to 430FH | 1065506 to 104222H to connection Connection2 to 120 | 0 Read
1065743 10430FH error status

17168, 17169 4310H, 4311H 1065744, 104310H, Output Connection 1 0 Read
1065745 104311H

17170 to 17407 4312H to 43FFH | 1065746 to 104312H to Connection2to 120 | 0 Read
1065983 1043FFH

17408 to 18431 4400H to 47FFH | 1065984 to 104400H to System area
1067007 1047FFH

18432 to 18451 4800H to 4813H | 1067008 to 104800H to Connection Input Connection 1 0 Read
1067027 104813H information

184521020831 | 4814H to 515FH | 1067028 to 104814H to area Connection2 to 120 | 0 Read
1069407 10515FH

20832 to 20851 5160H to 5173H 1069408 to 105160H to Output Connection 1 0 Read
1069427 105173H

20852 to 23231 5174H to 5ABFH | 1069428 to 105174H to Connection2to 120 | 0 Read
1071807 105ABFH

23232 to 24575 5ACOH to 5FFFH | 1071808 to 105ACOH to System area
1073151 105FFFH

24576 to 57343 6000H to DFFFH | 1073152 to 106000H to Class1 Input Area 0 Read
1105919 10DFFFH

57344 to 61439 EOOOH to EFFFH | 1105920 to 10EO0Q0H to System area
1110015 10EFFFH

61440 to 94207 FOOOH to 1110016 to 10FO00H to Class1 Output Area 0 Read, write

16FFFH 1142783 116FFFH
94208 to 98047 17000H to 1142784 to 117000H to System area
17EFFH 1146623 117EFFH
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P1 P2 Name Initial | Read,
Address Address Address Address value | write
(decimal) (hexadecimal) | (decimal) (hexadecimal)
98048 17F00H 1146624 117F00H EtherNet/IP communication start request 0 Read, write
98049 to 98303 17F01H to 1146625 to 117F01H to System area
17FFFH 1146879 117FFFH
98304 to 98431 18000H to 1146880 to 118000H to Class1 Input data size 0 Read
1807FH 1147007 11807FH
98432 to 98559 18080H to 1147008 to 118080H to System area
180FFH 1147135 1180FFH
98560 to 98687 18100H to 1147136 to 118100H to Class1 Output data size 0 Read
1817FH 1147263 11817FH
98688 to 98815 18180H to 1147264 to 118180H to System area
181FFH 1147391 1181FFH
98816 to 98943 18200H to 1147392 to 118200H to Class1 Start offset address to the input data FFFFH Read
1827FH 1147519 11827FH
98944 to 99071 18280H to 1147520 to 118280H to System area
182FFH 1147647 1182FFH
99072 to 99199 18300H to 1147648 to 118300H to Class1 Start offset address to the output data FFFFH Read
1837FH 1147775 11837FH
99200 to 99407 18380H to 1147776 to 118380H to System area
1844FH 1147983 11844FH
99408 to 99415 18450H to 1147984 to 118450H to Class1 Data link status (Class1) 0 Read
18457H 1147991 118457H communication
99416 t0 99423 | 18458H to 1147992 to 118458H to status System area
1845FH 1147999 11845FH
99424 to 99431 18460H to 1148000 to 118460H to Error status (Class1) 0 Read
18467H 1148007 118467H
99432 to 99439 18468H to 1148008 to 118468H to System area
1846FH 1148015 11846FH
99440 to 99447 18470H to 1148016 to 118470H to Reserved station (Class1) 0 Read
18477H 1148023 118477H
99448 to 99583 18478H to 1148024 to 118478H to System area
184FFH 1148159 1184FFH
99584 to 99585 18500H to 1148160 to 118500H to Class1 Input Connection 1 0 Read
18501H 1148161 118501H Connection
99586 10 99839 | 18502H to 1148162 to 118502H to Behavior Error Connection 2 to 128 | 0 Read
185FFH 1148415 1185FFH status
99840 to 100095 | 18600H to 1148416 to 118600H to System area
186FFH 1148671 1186FFH
100096 to 18700H to 1148672 to 118700H to Output Connection 1 0 Read
100097 18701H 1148673 118701H
100098 to 18702H to 1148674 to 118702H to Connection2to 128 | 0 Read
100351 187FFH 1148927 1187FFH
100352 to 18800H to 1148928 to 118800H to System area
139263 21FFFH 1187839 121FFFH
139264 to 22000H to 1187840 to 122000H to Connection information Connection 1 0 Read
139283 22013H 1187859 122013H area
139284 to 22014H to 1187860 to 122014H to Connection2to 128 | 0 Read
141823 229FFH 1190399 1229FFH
141824 to 22A00H to 1190400 to 122A00H to System area
151551 24FFFH 1200127 124FFFH
151552 to 25000H to 1200128 to 125000H to UCMM data link execution request (No.1 to No.32) | 0 Read, write
151553 25001H 1200129 125001H
151554 to 25002H to 1200130 to 125002H to System area
151567 2500FH 1200143 12500FH
151568 to 25010H to 1200144 to 125010H to UCMM data link execution request acceptance 0 Read
151569 25011H 1200145 125011H (No.1 to No.32)
151570 to 25012H to 1200146 to 125012H to System area
151583 2501FH 1200159 12501FH
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P1 P2 Name Initial | Read,
Address Address Address Address value | write
(decimal) (hexadecimal) | (decimal) (hexadecimal)
151584 to 25020H to 1200160 to 125020H to UCMM data link execution completion (No.1 to 0 Read
151585 25021H 1200161 125021H No.32)
151586 to 25022H to 1200162 to 125022H to System area
153599 257FFH 1202175 1257FFH
153600 25800H 1202176 125800H UCMM data link (No.1) Communication 0 Read, write
request area method
specification
153601 25801H 1202177 125801H Communication 0 Read, write
method
specification
153602 to 25802H to 1202178 to 125802H to System area
153604 25804H 1202180 125804H
153605 25805H 1202181 125805H Service 0 Read, write
153606 to 25806H to 1202182 to 125806H to Target IP Address 0 Read, write
153607 25807H 1202183 125807H
153608 to 25808H to 1202184 to 125808H to System area
153627 2581BH 1202203 12581BH
153628 2581CH 1202204 12581CH Data Size ‘ 0 | Read, write
153629 2581DH 1202205 12581DH System area
153630 2581EH 1202206 12581EH Class 0 Read, write
153631 2581FH 1202207 12581FH Instance 0 Read, write
153632 25820H 1202208 125820H Attribute 0 Read, write
153633 to 25821H to 1202209 to 125821H to System area
153765 258A5H 1202341 1258A5H
153766 to 258A6H to 1202342 to 1258A6H to Request data 0 Read, write
154472 25B68H 1203048 125B68H
154473 to 25B69H to 1203049 to 125B69H to System area
154623 25BFFH 1203199 125BFFH
154624 25C00H 1203200 125C00H UCMM data link (No.1) Communication 0 Read
response area method
specification
154625 25C01H 1203201 125C01H Communication 0 Read
method
specification
154626 25C02H 1203202 125C02H System area
154627 to 25C03H to 1203203 to 125C03H to Result storage area | 0 Read
154628 25C04H 1203204 125C04H
154629 25C05H 1203205 125C05H Service 0 Read
154630 to 25C06H to 1203206 to 125C06H to Target IP Address 0 Read
154631 25C07H 1203207 125C07H
154632 to 25C08H to 1203208 to 125C08H to System area
154651 25C1BH 1203227 125C1BH
154652 25C1CH 1203228 125C1CH Data Size ‘ 0 | Read
154653 25C1DH 1203229 125C1DH System area
154654 25C1EH 1203230 125C1EH Class 0 Read
154655 25C1FH 1203231 125C1FH Instance 0 Read
154656 25C20H 1203232 125C20H Attribute 0 Read
154657 to 25C21H to 1203233 to 125C21H to System area
154787 25CA3H 1203363 125CA3H
154788 to 25CA4H to 1203364 to 125CA4H to Execution 0 Read
154789 25CA5H 1203365 125CA5H completion count
154790 to 25CA6H to 1203366 to 125CA6H to Receive data 0 Read
155496 25F68H 1204072 125F68H
155497 to 25F69H to 1204073 to 125F69H to System area
155647 25FFFH 1204223 125FFFH
155648 to 26000H to 1204224 to 126000H to The same as UCMM data link (No.2 to No.32) request area and UCMM data
219135 357FFH 1267711 1357FFH link (No.1) response area
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219136 to 35800H to 1267712 to 135800H to System area

1777842 1B20B2H 1777663 1B1FFFH

1777843 1B20B3H — — Number of For P1 Read

1777844 1B20B4H — — connection For P2 Read
consumed

1777845 to 1B20B5H to — — System area

2097151 1FFFFFH

Do not write data to "System area". Doing so may cause malfunction of the programmable controller system.
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Details of buffer memory addresses

The following describes the buffer memory addresses of the CIP Safety module.

Setting status

W'Own Station Ethernet Address (MAC address)' (Un\G16437 to Un\G16439, Un\G1065013 to

Un\G1065015)
The Ethernet address (MAC address) set in the CIP Safety module is stored.

« First word lower byte: 6th octet

 First word upper byte: 5th octet

» Second word lower byte: 4th octet
» Second word upper byte: 3rd octet
» Third word lower byte: 2nd octet
 Third word upper byte: 1st octet

CIP Safety input data size
W'CIP Safety Input Data Size' (Un\G16640 to Un\G16759, Un\G1065216 to Un\G1065335)

In safety communications, the size of the data received by the CIP Safety module from the external device is stored in units of
words and in the order of connection numbers 1 to 120 whose CIP Safety module is a consumer.

CIP Safety output data size

W'CIP Safety Output Data Size' (Un\G16768 to Un\G16887, Un\G1065344 to Un\G1065463)
In safety communications, the size of the data transmitted from the CIP Safety module to the external device is stored in units
of words in the order of connection numbers 1 to 120 whose CIP Safety module is a producer.
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Data link status
W'Data link status Input’' (Un\G16896 to Un\G16903, Un\G1065472 to Un\G1065479)

The data link status of connection numbers 1 to 120 whose CIP Safety module is a consumer is stored.

It automatically turns on when communication recovers from an error.

However, this status is not data communicated by safety communications, so do not use it in a safety program.

» Corresponding bit on: Connection established

» Corresponding bit off: No connection setting, connection being established, connection timeout, error due to setting
mismatch

The following table shows the assignment of the connection number to each bit.

Buffer Assignment of connection number to bit

DENOA F E D c B A 9 8 7 6 5 4 3 2 1 (]
address’!

16896 16 15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1
16897 32 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17
16898 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33
16899 64 63 62 61 60 59 58 57 56 55 54 53 52 51 50 49
16900 80 79 78 77 76 75 74 73 72 71 70 69 68 67 66 65
16901 96 95 94 93 92 91 90 89 88 87 86 85 84 83 82 81
16902 112 1M1 110 109 108 107 106 105 104 103 102 101 100 99 98 97
16903 — — — — — — — — 120 119 118 117 116 115 114 113

*1  When using P2, add the offset value (1048576).
W'Data link status Output' (Un\G16904 to Un\G16911, Un\G1065480 to Un\G1065487)

The data link status of connection numbers 1 to 120 whose CIP Safety module is a producer is stored.

It automatically turns on when communication recovers from an error.

However, this status is not data communicated by safety communications, so do not use it in a safety program.

When sending data by safety communication multicast, the data link status turns on when even one connection is established.
The data link status turns off when all connections are not communicating or have a communication error.

» Corresponding bit on: Connection established

» Corresponding bit off: No connection setting, connection being established, connection timeout, error due to setting
mismatch

The following table shows the assignment of the connection number to each bit.

Buffer Assignment of connection number to bit

INCTHOWVA F E D (o] B A 9 8 7 6 5 4 3 2 1 ()}
address’!

16904 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1
16905 32 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17
16906 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33
16907 64 63 62 61 60 59 58 57 56 55 54 53 52 51 50 49
16908 80 79 78 77 76 75 74 73 72 71 70 69 68 67 66 65
16909 96 95 94 93 92 91 90 89 88 87 86 85 84 83 82 81
16910 12 11 10 109 108 107 106 105 104 103 102 101 100 99 98 97
16911 — — — — — — — — 120 19 18 17 16 15 14 113

*1  When using P2, add the offset value (1048576).
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Error status

W'Error status Input' (Un\G16912 to Un\G16919, Un\G1065488 to Un\G1065495)

The error status of connection numbers 1 to 120 whose CIP Safety module is a consumer is stored.

It automatically turns off when communication recovers from an error.

» Corresponding bit on: Connection timeout, setting mismatch error, connection error, external device error
» Corresponding bit off: No connection setting, connection established

The following table shows the assignment of the connection number to each bit.

Buffer Assignment of connection number to bit

DEmOoryA F E D (o] B A 9 8 7 6 5 4 3 2 1 (]
address’!

16912 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1
16913 32 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17
16914 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33
16915 64 63 62 61 60 59 58 57 56 55 54 53 52 51 50 49
16916 80 79 78 77 76 75 74 73 72 71 70 69 68 67 66 65
16917 96 95 94 93 92 91 90 89 88 87 86 85 84 83 82 81
16918 12 11 10 109 108 107 106 105 104 103 102 101 100 99 98 97
16919 — — — — — — — — 120 19 18 17 16 15 14 113

*1  When using P2, add the offset value (1048576).
W'Error status Output' (Un\G16920 to Un\G16927, Un\G1065496 to Un\G1065503)

The error status of connection numbers 1 to 120 whose CIP Safety module is a producer is stored.

It automatically turns off when communication recovers from an error.

When sending data by safety communication multicast, the error status turns off when even one connection is established.
When all connected connections have a communication error, the communication error turns on.

» Corresponding bit on: Connection timeout, setting mismatch error, connection error, external device error

» Corresponding bit off: No connection setting, connection established

The following table shows the assignment of the connection number to each bit.

Buffer Assignment of connection number to bit

DENOA F E D (o] B A 9 8 7 6 5 4 3 2 1 (]
address’!

16920 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1
16921 32 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17
16922 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33
16923 64 63 62 61 60 59 58 57 56 55 54 53 52 51 50 49
16924 80 79 78 77 76 75 74 73 72 71 70 69 68 67 66 65
16925 96 95 94 93 92 91 90 89 88 87 86 85 84 83 82 81
16926 112 1M1 110 109 108 107 106 105 104 103 102 101 100 99 98 97
16927 — — — — — — — — 120 119 118 117 116 115 114 113

*1  When using P2, add the offset value (1048576).
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CIP Safety own station connection error status

W'CIP Safety own station connection error status input (Connection 1)' (Un\G16928, Un\G16929,
Un\G1065504, Un\G1065505)

The error code of the error that occurred in connection number 1 whose CIP Safety module is a consumer is stored in double-

word units.
Setting value Description
0 Normal
Other than 0 Error code (I==~ Page 217 When the connection is abnormal)

W'CIP Safety own station connection error status input (Connection 2 to 120)' (Un\G16930 to
Un\G17167, Un\G1065506 to Un\G1065743)

The information of connection numbers 2 to 120 is stored in the same way as 'CIP Safety own station connection error status
input (Connection 1)' (Un\G16928, Un\G16929, Un\G1065504, Un\G1065505).

W'CIP Safety own station connection error status output (Connection 1)' (Un\G17168,
Un\G17169, Un\G1065744, Un\G1065745)

The error code of the error that occurred in connection number 1 whose CIP Safety module is a producer is stored in double-

word units.
Setting value Description
0 Normal
Other than 0 Error code (I==~ Page 217 When the connection is abnormal)

W'CIP Safety own station connection error status output (Connection 2 to 120)' (Un\G17170 to
Un\G17407, Un\G1065746 to Un\G1065983)

The information of connection numbers 2 to 120 is stored in the same way as 'CIP Safety own station connection error status
output (Connection 1)' (Un\G17168, Un\G17169, Un\G1065744, Un\G1065745).
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Connection information area

To prevent the data from becoming inconsistent, read an even-numbered word size when reading a two-word size area.
(Specify an even-numbered size with the BMOV/FROM instruction, or use the DMOV/DFROM instruction.)
Also, specify an even-numbered address for the start address to be read.

W'Connection information area input (Connection 1)’ (Un\G18432 to Un\G18451, Un\G1067008 to
Un\G1067027)

The connection information of connection number 1 whose CIP Safety module is a consumer is stored.

The following table shows the stored data.

Number of words Name Description

1st to 2nd words Diagnostic Production Connection ID Stores the transmission connection ID for the target of the requested
connection.

3rd to 4th words Consumption Connection ID Stores the receive connection ID for the target of the requested
connection.

5th to 6th words O->T API (us) Stores the originator to target API (us) for the target of the requested
connection.

7th to 8th word T->0 API (us) Stores the target to originator API (us) for the target of the requested
connection.

9th to 10th words O->T RPI (us) Stores the originator to target RPI (us) for the target of the requested
connection.

11th to 12th words T->0O RPI (us) Stores the target to originator RPI (us) for the target of the requested
connection.

13th to 14th words O->T Net Parameters Stores the originator to target network parameters for the target of the
requested connection.

15th to 16th words T->O Net Parameters Stores the target to originator network parameters for the target of the
requested connection.

17th word Originator Connection Serial Number Stores the originator connection serial number.

18th word Originator Vendor Id Stores the originator vendor ID.

19th to 20th words Originator Serial Number Stores the originator serial number.

W'Connection information area input (Connection 2 to 120)' (Un\G18452 to Un\G20831,
Un\G1067028 to Un\G1069407)

The information of connection numbers 2 to 120 is stored in the same way as Connection 1.

W'Connection information area output (Connection 1)' (Un\G20832 to Un\G20851, Un\G1069408
to Un\G1069427)

The connection information of connection number 1 whose CIP Safety module is a producer is stored.

Stored data is the same as 'Connection information area input (Connection 1)' (Un\G18432 to Un\G18451, Un\G1067008 to

Un\G1067027).

W'Connection information area output (Connection 2 to 120)' (Un\G20852 to Un\G23231,
Un\G1069428 to Un\G1071807)

The information of connection numbers 2 to 120 is stored in the same way as 'Connection information area output
(Connection 1)' (Un\G20832 to Un\G20851, Un\G1069408 to Un\G1069427).
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Class1 Input Area
W'Class1 Input Area’ (Un\G24576 to Un\G57343, Un\G1073152 to Un\G1105919)

The data received by the CIP Safety module from the EtherNet/IP device during Class1 communications is stored.

The storage area is secured in ascending order from connection number 1 at the start address of this area.

Class1 Output Area
W'Class1 Output Area' (Un\G61440 to Un\G94207, Un\G1110016 to Un\G1142783)

The data to transmit to the EtherNet/IP device from the CIP Safety module during Class1 communications is stored.

The storage area is secured in ascending order from connection number 1 at the start address of this area.

EtherNet/IP Communication Start Request
W'EtherNet/IP Communication Start Request' (Un\G98048, Un\G1146624)

Set the value to bit 0 when the EtherNet/IP communications start is requested. (Use of bit 1 to 15 is prohibited.)

+ Off: Not requested
* On: Requested

Class1 input data size
W'Class1 input data size' (Un\G98304 to Un\G98431, Un\G1146880 to Un\G1147007)

The size of the data received by the CIP Safety module from the EtherNet/IP device during Class1 communications is stored

in units of words and in ascending order from connection number 1.

Class1 output data size
W'Class1 output data size' (Un\G98560 to Un\G98687, Un\G1147136 to Un\G1147263)

The size of the data to send to the EtherNet/IP device from the CIP Safety module during Class1 communications is stored in

units of words and in ascending order from connection number 1.

Class1 Start offset address to the input data

W'Class1 Start offset address to the input data’' (Un\G98816 to Un\G98943, Un\G1147392 to

Un\G1147519)
The offset address of the data storage location (‘Class1 Input Area' (Un\G24576, Un\G1073152)) received by the CIP Safety

module from the EtherNet/IP device during Class1 communications is stored in ascending order from connection number 1.

The offset address of each connection is aligned to start in two-word units.

Setting value Description
0 to 32767 (OH to 7FFFH) Offset address
65535 (FFFFH) No assignment

Class1 Start offset address to the output data

W'Class1 Start offset address to the output data' (Un\G99072 to Un\G99199, Un\G1147648 to

Un\G1147775)
The offset address of the data storage location ('Class1 Output Area' (Un\G61440, Un\G1110016)) to send to the EtherNet/IP

device from the CIP Safety module during Class1 communications is stored in ascending order from connection number 1.

The offset address of each connection is aligned to start in two-word units.

Setting value Description
0 to 32767 (OH to 7FFFH) Offset address
65535 (FFFFH) No assignment
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Class1 communication status
W'Data link status (Class1)' (Un\G99408 to Un\G99415, Un\G1147984 to Un\G1147991)

The data link status of each connection during Class1 communications is stored.

It automatically turns on when communication recovers from an error.

» Corresponding bit on: Connection established

» Corresponding bit off: No connection setting, connection being established, connection timeout, error due to setting
mismatch

The following table shows the assignment of the connection number to each bit.

Buffer Assignment of connection number to bit

CEHEIRT F E D (o] B A 9 8 7 6 5 4 3 2 1 0
address”’

99408 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1
99409 32 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17
99410 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33
99411 64 63 62 61 60 59 58 57 56 55 54 53 52 51 50 49

*1  When using P2, add the offset value (1048576).

Precautions

During tag communications, if one producer tag is connected to multiple consumer tags through multicast communications, it
turns on if even one communication operation is normal.
The connection with all consumer tags turns off when there is no communication or a communication error occurs.

W'Error status (Class1)' (Un\G99424 to Un\G99431, Un\G1148000 to Un\G1148007)

The error status of each connection during Class1 communications is stored.

It automatically turns off when communication recovers from an error.

+ Corresponding bit on"": Connection timeout, setting mismatch error, connection error, external device error
» Corresponding bit off: No connection setting, connection established

*1  For a producer tag during tag communications, it turns on only when communications with all the connected consumer tags are stopped.
The following table shows the assignment of the connection number to each bit.

Buffer Assignment of connection number to bit

DEmOyA F E D c B A 9 8 7 6 5 4 3 2 1 (]
address?

99424 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1
99425 32 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17
99426 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33
99427 64 63 62 61 60 59 58 57 56 55 54 53 52 51 50 49

*2  When using P2, add the offset value (1048576).
W'Reserved station (Class1)' (Un\G99440 to Un\G99447, Un\G1148016 to Un\G1148023)

The setting status of the reserved station of each connection during Class1 communications is stored.
The setting details set by CIP Safety Configuration Tool are reflected for the reserved station.

» Corresponding bit on: Reserved station

» Corresponding bit off: Not set as reserved station

The following table shows the assignment of the connection number to each bit.

Buffer Assignment of connection number to bit

INCTHOWVA F E D (o] B A 9 8 7 6 5 4 3 2 1 0
address’!

99440 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1
99441 32 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17
99442 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33
99443 64 63 62 61 60 59 58 57 56 55 54 53 52 51 50 49

*1  When using P2, add the offset value (1048576).
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Class1 Connection Behavior Error status

To prevent the data from becoming inconsistent, read an even-numbered word size when reading. (Specify an even-
numbered size with the BMOV/FROM instruction, or use the DMOV/DFROM instruction.)
Also, specify an even-numbered address for the start address to be read.

W'Class1 Connection Behavior Error status input (Connection 1)' (Un\G99584 to Un\G99585,
Un\G1148160 to Un\G1148161)

The error code on the input side (at the time of reception) that occurred at each connection during Class1 communications is

stored in double-word units.

Setting value Description
0 Normal
Other than 0 Error code (==~ Page 217 When the connection is abnormal)

W'Class1 Connection Behavior Error status input (connection 2 or higher)' (Un\G99586 to
Un\G99839, Un\G1148162 to Un\G1148415)

The same information as 'Class1 Connection Behavior Error status input (Connection 1)' (Un\G99584 to Un\G99585,
Un\G1148160 to Un\G1148161) is stored.

W'Class1 Connection Behavior Error status output (Connection 1)' (Un\G100096 to Un\G100097,
Un\G1148672 to Un\G1148673)

The error code on the output side (during transmission) that occurred at each connection during Class1 communications is

stored in double-word units.

Setting value Description
0 Normal
Other than 0 Error code (==~ Page 217 When the connection is abnormal)

W'Class1 Connection Behavior Error status output (Connection 2 or higher)' (Un\G100098 to

Un\G100351, Un\G1148674 to Un\G1148927)
The same information as 'Class1 Connection Behavior Error status output (Connection 1)' (Un\G100096 to Un\G100097,

Un\G1148672 to Un\G1148673) is stored.
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Connection information area

To prevent the data from becoming inconsistent, read an even-numbered word size when reading a two-word size area.
(Specify an even-numbered size with the BMOV/FROM instruction, or use the DMOV/DFROM instruction.)
Also, specify an even-numbered address for the start address to be read.

W'Connection information area (Connection1)’ (Un\G139264 to Un\G139283, Un\G1187840 to
Un\G1187859)

The connection information of each connection of Class1 is stored.
The following table shows the stored data.

Number of words Name Description

1st to 2nd words Diagnostic Production Connection ID Stores the transmission connection ID for the target of the requested
connection.

3rd to 4th words Consumption Connection ID Stores the receive connection ID for the target of the requested
connection.

5th to 6th words O->T API (us) Stores the originator to target API (us) for the target of the requested
connection.

7th to 8th word T->0 API (us) Stores the target to originator API (us) for the target of the requested
connection.

9th to 10th words O->T RPI (us) Stores the originator to target RPI (us) for the target of the requested
connection.

11th to 12th words T->0O RPI (us) Stores the target to originator RPI (us) for the target of the requested
connection.

13th to 14th words O->T Net Parameters Stores the originator to target network parameters for the target of the
requested connection.

15th to 16th words T->O Net Parameters Stores the target to originator network parameters for the target of the
requested connection.

17th word Originator Connection Serial Number Stores the originator connection serial number.

18th word Originator Vendor Id Stores the originator vendor ID.

19th to 20th words Originator Serial Number Stores the originator serial number.

W'Connection information area (Connection 2 or higher)' (Un\G139284 to Un\G141823,
Un\G1187860 to Un\G1190399)

The same information as 'Connection information area (Connection 1)' (Un\G139264 to Un\G139283, Un\G1187840 to

Un\G1187859) is stored.
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UCMM data link execution request (No.1 to No.32)
W'UCMM data link execution request (No.1 to No.32)"' (Un\G151552 to Un\G151553, Un\G1200128

to Un\G1200129)

Sending a request command by the communication specified in the request area in 'UCMM data link (No.1 to No.32) area’
(Un\G153600 to Un\G219135, Un\G1202176 to G1267711) is requested.

» Corresponding bit on: Request present

» Corresponding bit off: Request not present
The following table shows the assignment of the connection number to each bit.

Buffer Assignment of connection number to bit

CEHEIRT F E D (o] B A 9 8 7 6 5 4 3 2 1 ()}
address”’

151552 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1
151553 32 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17

*1  When using P2, add the offset value (1048576).
The following is a timing chart that uses each area.

———» Performed by users.
» Performed by the CIP Safety module.

'UCMM communication
execution request (No.1)' OFF /pl\‘\ :
AN
/

(Un\G151552.0, Un\G1200128.0) PN
7’ \
’

'UCMM communication " v
execution request reception (No.1)' OFF ‘*|‘~4|

(Un\G151568.0, Un\G1200144.0) ' ;

|

i

|

'UCMM communication |
execution completion (No.1)' OFF ;) % 4
(Un\G151584.0, Un\G1200160.0) At
1 1
/l \ I'
II \\

1

. . . A} . . .

Data communication processing ) 7 A UCMM communication execution > N
/ . \

\ \

'UCMM communication

request area (No.1)'
(Un\G153600 to Un\G154623,
Un\G1202176 to Un\G1203199)

1
Setting of request ! \
1 / |
II l‘
\

'UCMM communication

request area (No.1)' Response area clear -~ Storing of response
(Un\G154624 to Un\G155647,
Un\G1203200 to Un\G1204223)
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UCMM data link execution request acceptance (No.1 to No.32)
W'UCMM data link execution request acceptance (No.1 to No.32)' (Un\G151568 to Un\G151569,

Un\G1200144 to Un\G1200145)
The acceptance status of the request by 'UCMM data link execution request (No.1 to No0.32)' (Un\G151552 to Un\G151553,

Un\G1200128 to Un\G1200129) is stored.
» Corresponding bit on: Accepted

» Corresponding bit off: Not accepted
The following table shows the assignment of the connection number to each bit.

Buffer Assignment of connection number to bit

CEHEIRT F E D (o] B A 9 8 7 6 5 4 3 2 1 0
address”’

151568 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1
151569 32 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17

*1  When using P2, add the offset value (1048576).
For the timing chart that uses each area, refer to the following.

[=5~ Page 247 UCMM data link execution request (No.1 to No.32)

UCMM data link execution completion (No.1 to No.32)

BUCMM data link execution completion (No.1 to No.32) (Un\G151584 to Un\G151585,
Un\G1200160 to Un\G1200161)
The execution status of the requested communications is stored.

+ Corresponding bit on: Completed
» Corresponding bit off: Not completed or unexecuted
The following table shows the assignment of the connection number to each bit.

Buffer Assignment of connection number to bit

DEmOyA F E D (o] B A 9 8 7 6 5 4 3 2 1 0
address”’

151584 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1
151585 32 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17

*1  When using P2, add the offset value (1048576).
For the timing chart that uses each area, refer to the following.

=~ Page 247 UCMM data link execution request (No.1 to No.32)
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UCMM data link (No.1) request area

W'UCMM data link (No.1) request area (communication method specification)' (Un\G153600,
Un\G1202176)

The communication method is specified.

Setting value Description

1H UCMM communications

W'UCMM data link (No.1) request area (communication method specification)' (Un\G153601,
Un\G1202177)

The communication method is specified.

Setting value Description

1H Message communications

W'UCMM data link (No.1) request area (Service)' (Un\G153605, Un\G1202181)

The service code of EtherNet/IP message communication is specified.

The following table shows some of the commonly used service codes. For other service codes, refer to the manuals of the
external device.

Service code Service name Description
EH Get_Attribute_Single Obtains the setting value of the specified Attribute.
10H Set_Attribute_Single Sets the value to the specified Attribute.

W'UCMM data link (No.1) request area (target IP address)' (Un\G153606 to Un\G153607,
Un\G1202182 to Un\G1202183)

The IP address of the EtherNet/IP device to which the request data is sent by UCMM communications is specified. (0.0.0.1 to

223.255.255.254)

 First word lower byte: 4th octet

« First word upper byte: 3rd octet

» Second word lower byte: 2nd octet

» Second word upper byte: 1st octet

BUCMM data link (No.1) request area (Data Size)' (Un\G153628, Un\G1202204)
The request data size is set. (0 to 504 bytes)

W'UCMM data link (No.1) request area (Class)' (Un\G153630, Un\G1202206)

The class of the transmit destination EtherNet/IP device is set. For details, refer to the manuals of the transmit destination
EtherNet/IP device.

W'UCMM data link (No.1) request area (Instance)' (Un\G153631, Un\G1202207)

The instance of the transmit destination EtherNet/IP device is set. For details, refer to the manuals of the transmit destination
EtherNet/IP device.

W'UCMM data link (No.1) request area (Attribute)’' (Un\G153632, Un\G1202208)

The attribute of the transmit destination EtherNet/IP device is set. For details, refer to the manuals of the transmit destination
EtherNet/IP device.

W'UCMM data link (No.1) request area (request data)' (Un\G153766 to Un\G154472, Un\G1202342
to Un\G1203048)

The required value for each service code is set.

However, this area is not used for services that acquire values from the transmit destination device.

For details, refer to the manuals of the transmit destination EtherNet/IP device.

The following table shows the examples of setting value for commonly used service codes.

Service name Setting value
Get_Attribute_Single Not set
Set_Attribute_Single Value to be set for the specified Attribute
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UCMM data link (No.1) response area

W'UCMM data link (No.1) response area (communication method specification)' (Un\G154624,
Un\G1203200)

The value of the request area is stored.

W'UCMM data link (No.1) response area (communication method specification)' (Un\G154625,
Un\G1203201)

The value of the request area is stored.

W'UCMM data link (No.1) response area (result storage area)' (Un\G154627 to Un\G154628,
Un\G1203203 to Un\G1203204)

The processing result is stored.

* 0: Completed successfully

+ Other than 0: Completed with an error (error code)

For details on the error codes, refer to the following.

[=5~ Page 217 When the connection is abnormal

W'UCMM data link (No.1) response area (Service)' (Un\G154629, Un\G1203205)

The value of the request area is stored.

W'UCMM data link (No.1) response area (target IP address)’' (Un\G154630 to Un\G154631,
Un\G1203206 to Un\G1203207)

The value of the request area is stored.

W'UCMM data link (No.1) response area (Data Size)' (Un\G154652, Un\G1203228)
Refer to the following.

[T 1Manuals of the EtherNet/IP device from which the response command was transmitted

LTICIP specifications

W'UCMM data link (No.1) response area (Class)' (Un\G154654, Un\G1203230)
Refer to the following.

[T 1Manuals of the EtherNet/IP device from which the response command was transmitted

LTICIP specifications

W'UCMM data link (No.1) response area (Instance)' (Un\G154655, Un\G1203231)
Refer to the following.

[ IManuals of the EtherNet/IP device from which the response command was transmitted

LTICIP specifications

W'UCMM data link (No.1) response area (Attribute)' (Un\G154656, Un\G1203232)
Refer to the following.

[ IManuals of the EtherNet/IP device from which the response command was transmitted

LTICIP specifications

W'UCMM data link (No.1) response area (number of executions completed)' (Un\G154788 to
Un\G154789, Un\G1203364 to Un\G1203365)

The number of execution completions of UCMM communication is stored.
If the following request is completed when the current value is FFFFH, the value returns to OH. (Only used for lower-order
words and the value is fixed to OH for higher-order words.)

W'UCMM data link (No.1) response area (response data)' (Un\G154790 to Un\G155496,
Un\G1203366 to Un\G1204072)

The response data from the EtherNet/IP device from which the response command was transmitted is stored.
For details, refer to the manuals of the transmit destination EtherNet/IP device.
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UCMM data link (No.2 to No.32) request area/response area

W'UCMM data link (No.2 to No.32) request area/response area' (Un\G155648 to Un\G219135,
Un\G1204224 to Un\G1267711)

The information of No.2 to No.32 is set and stored in the same order as UCMM data link (No.1) request area and UCMM data
link (No.1) response area.

Number of connection consumed
E'Number of connection consumed (P1)' (Un\G1777843)

The number of currently consumed connections is displayed. (0 to 64)
It counts up each time connection is made to the originator and target during Class1 communications.

If the count exceeds 64, connection will not be possible.
If the connected device cannot communicate due to a cable disconnection or communication error, it counts down.

W'Number of connection consumed (P2)' (Un\G1777844)

The same information as for P1 is stored.
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Appendix 8 Processing Time

Refresh processing time

The refresh processing time is the time in which data is exchanged between the CIP Safety module and the CPU module.
It is the processing time of when auto refresh is set.
This section describes the calculation method of the refresh processing time.

Calculation formula for refresh processing time

Refresh processing time [us] = refresh read time (transfer time from the CIP Safety module to the CPU module) + refresh
write time (transfer time from the CPU module to the CIP Safety module)

Point

For the refresh read time and refresh write time, refer to the refresh processing time of the intelligent function
module in the following manual.
L1 MELSEC iQ-R CPU Module User's Manual (Application)

2 2 APPX
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Safety response time

The safety response time is the total response time (maximum value) from the input device (such as a sensor and switch) to

the output device (such as an actuator).
If the following system configuration is used as an example, the safety response time is the time from when the emergency

stop switch is pressed until the robot stops.

Safety

i il

device
(output)

& I
=l —

Safety
device
(input)
Emergency
Safety communications stop switch
AN ~ J ~ J
Response time of the safety Response time of
communication part the safety device

Calculation formula for safety response time

The total safety response time is the sum of the response time of the safety communication part and the response time of the

safety device.

Item

Calculation formula

Response time of the safety
communication part (ms)

RPI; x (Timeout_Multipliery + 3) + RPI, x (Timeout_Multiplier; + 3) + SCgy,, x 6 + SCcpy x 3 + RMcpy x 2

Response time of the safety device
(ms)

Maximum response time of the safety device

* RPI4: RPI value on the producer connection side

» Timeout_Multiplier4: Timeout_Multiplier value on the producer connection side

* RPI,: RPI value on the consumer connection side

» Timeout_Multipliery: Timeout_Multiplier value on the consumer connection side

» SCcpy: Safety CPU safety cycle time set with the engineering tool

* RMcpy: Safety CPU safety refresh monitoring time

* SCgyy: CIP Safety module safety cycle time (0.8 + 0.13 x total number of CIP Safety connections)
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Communication performance

The following elements are factored into EtherNet/IP network communication performance.

* PPS (Packets Per Second): Number of send/receive packets per second

* RPI (Requested Packet Interval): A packet transmission interval of Class1 communications

» EPI (Expected Packet Interval): A packet transmission interval of CIP Safety communications

Generally, the PPS is used as an index of the communication performance of EtherNet/IP devices.

The PPS indicates the number of send/receive packets per second. Therefore, by calculating the PPS from the RPI (EPI),
which represents the communication cycle of each connection, and then summing these values, the PPS of the device can be
estimated.

[=5~ Page 254 PPS calculation method for Class1 communications

[=5~ Page 256 PPS calculation method for CIP Safety communications

When setting the RPI (EPI) of the CIP Safety module, calculate the PPS of each connection and configure the setting so that
the following performance specifications are satisfied.

* Maximum PPS of the CIP Safety module

* Minimum RPI (EPI) of the CIP Safety module

[=5~ Page 23 Performance Specifications

PPS calculation method for Class1 communications

In Class1 communications, data is sent in two directions, the T->O side and the O->T side, in one connection. Therefore, the
PPS can be calculated by the following formulas.

* PPS =PPS+1p + PPSot

PPSto = 1000 / RPItg

PPSot = 1000/ RPIgT

Item Description

PPSto PPS on the T->O side

RPlto RPI setting value [ms] on the T->O side
PPSot PPS on the O->T side

RPIgT RPI setting value [ms] on the O->T side

[Ex]

Calculation example for Point to Point (1:1 connection)

PPS = 150pps PPS = 150pps
Parameter settings Originator PPS+o = 100pps (RPI = Communication at 10ms intervals) Target
Point to Point connection M connection
T->O RPI = 10ms PPSqr = 50pps (RPI = Communication at 20ms intervals)
O->T RPI = 20ms »
Connection PPS Breakdown
Originator 150pps 100pps + 50pps
Target 150pps (Same as above)

2 4 APPX
5 Appendix 8 Processing Time



EWhen multiple devices are connected via multicast connection

When multiple devices are connected via multicast connection, add the PPSqy for the additional connections.

When three devices are connected, calculate the PPS using the following formula.

* PPS = PPSTO + PPSOT1 + PPSOTZ + PPSOT3
PPSqT4: PPS for the 1st device

PPSgT,: PPS for the 2nd device (additional connection)
PPSqT3: PPS for the 3rd device (additional connection)

[Ex]

Calculation example for multicast connection (1:2 connection)

PPS = 150pps

PPS = 175pps
Parameter settings Originator 3 PPStq = 100pps (RPI = Communication at 10ms intervals) Target
Multicast connection connection
T->O RPI = 10ms (1st device) PPSgr4 = 50pps (RPI = Communication at 20ms intervals)
O->T RPI = 20ms »

PPS = 125pps
Parameter settings Originator P
Multicast connection
T->0 RPI = 10ms (2nd device) PPSqr, = 25pps (RPI = Communication at 40ms intervals)
O->T RPI = 40ms
Connection PPS Breakdown
Originator (1st device) 150pps 100pps + 50pps
Originator (2nd device) 125pps 100pps + 25pps
Target 175pps 100pps + 50pps + 25pps
APPX
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PPS calculation method for CIP Safety communications

In CIP Safety communications, the connections on the T->O side and the O->T side are independent of each other.
In addition, transmission occurs in both directions for each connection: CIP Safety data and CIP Safety TCM (Time
Coordination Message)”.

Therefore, in CIP Safety communications, calculate the PPS using the following formulas.

* PPS = (PPS10 + PPSto_tom) + (PPSot + PPSot_TeMm)

PPSto = 1000 / EPlto

PPSto oM = 1000 / (EPIo x Coefficient 2)

PPSot =1000 / EPloT

PPSor oM = 1000 / (EPlgT x 1973)

Item Description

PPSto PPS for CIP Safety data on the T->O side
PPSto tCcM PPS for CIP Safety TCM on the T->O side
EPlto EPI setting value [ms] on the T->O side
PPSot PPS for CIP Safety data on the O->T side
PPSot Tem PPS for CIP Safety TCM on the O->T side
EPloT EPI setting value [ms] on the O->T side

*1 Data used to control CIP Safety communications. It needs to be included in the PPS calculation for CIP Safety communications.
*2 The coefficients used for the CIP Safety module are as follows:

« Point to Point communication: 19

* Multicast communication: 100

*3 Because the O->T-side connection is always Point to Point communication, the coefficient is 19.

[Ex]

Calculation example for Point to Point (1:1 connection)

[Legends] —: CIP Safety data communication -- - - »: CIP Safety TCM communication
PPS = PPS =
Approximately 158pps Approximately 158pps
Settings Originator PPS+q = 100pps (EPI = Communication at 10ms intervals) Target
Point to Point connection A _ ; connection
_ 3 PPSto tcm = Approximately 5.2pps 5
S e = soms | et (T2 . (EPIx19=Communicationat 190msintervais) | "7
Originator PPSot = 50pps (EPI = Communication at 20ms intervals) Target connection
Ot (0T) PPSor rov = Approximately 2.6pps (©->T)
P {EP1 x 19 = Communication at 380ms intervals) _________________________
Connection PPS Breakdown
Originator input (T->0) 105.2pps 100pps + 5.2pps
Originator output (O->T) 52.6pps 50pps + 2.6pps
Target (T->0) 105.2pps 100pps + 5.2pps
Target (O->T) 52.6pps 50pps + 2.6pps
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Time required for detecting and recovering from ring
configuration error

The following table shows the time defined in the CIP specification for detecting and recovering from ring configuration errors
when the DLR function is used. Note that these values are approximate because times vary depending on the DLR parameter
settings and the configuration devices.

Precondition

As preconditions, all connected devices support DLRs and operate at 100Mbps/full-duplex.

In addition, the details of two types of ring nodes are described below. If an Announce Frame Based Node exists in the ring
configuration, the time required to detect and recover from an error will be longer than the case when the ring configuration
consists only of Beacon Frame Based Nodes.

« Beacon Frame Based Nodes: Ring nodes that operate based on beacon frames from the DLR function

» Announce Frame Based Nodes: Ring nodes that operate based on announcement frames from the DLR function

Variable Description

BcenFrmDly Delay time due to beacon frames during storing and forward switching: 7us

AvgEipFrmDly Delay time due to average EtherNet/IP frames: 12us

MaxFrmDly Delay time due to Ethernet frames of maximum size: 124ps

MaxDlyNodePrcnt Percentage of the number of nodes in the ring whose beacons are delayed due to Ethernet frames of
maximum size: 10%

IntSwtchDly Internal switching delay time for each node: 5us

WirePrpgtDly Signal propagation delay time for 100m copper media: 1us

NodeProcDly Node processing delay time for responding to ring frames and events: 25us

Benintrvl Beacon interval: 400us

Theoretical value

The following table shows theoretical values of the time required to detect and recover from an error under the above
precondition.

For detailed calculation method for the time required to detect and recover from an error, refer to the CIP specification.

Number of Parameter settings Error detection time Recovery time
ring nodes Beacon Beacon When physical | When physical failure is not
sending timeout failure is detected (for example, packet
interval detected (for loss)
example, cable | it oyt With Without With
disconnection) | Apnounce Announce Announce Announce
Frame Based | Frame Based | Frame Based | Frame Based
Nodes inring | Nodes inring | Nodesinring | Nodes inring
configuration | configuration | configuration | configuration
25 400ps 1380ps 980us 1858us 2335us 1808ps 2260us
50 400ps 1960ps 1885us 2890us 3820us 3165us 4070us
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Appendix 9 External Dimensions

This section describes the external dimensions of the CIP Safety module.

e 2
e

98

le

y

(Unit: mm)
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Appendix 10Instance Number (Connection Point) for
Class1 Instance Communications

This section describes the specifications of the instance number (connection point) used in a target connection for Class1

instance communications of the CIP Safety module. The required information on the connection settings for the device on the
originator side is summarized when the CIP Safety module uses the target connection for Class1 instance communications.
When the connection settings cannot be configured by using the EDS file because an originator device manufactured by other
companies is used, the settings can be configured by using this information.

Point/@

This information has been defined in the EDS file of the CIP Safety module, so setting is not necessary when
the connection settings are available by using the EDS file.

Keying information (device identification) of the CIP Safety module

Item Description
Vendor ID (vendor code) 161

Product type 140

Product code 1

Major version 1

Minor version 1

Instance list used in the CIP Safety module

The following instances are used as the instance numbers (connection points) for the CIP Safety module.

T: target, O: originator

Instance item Instance number Size Format Remarks

Configuration 1 0 bytes — Used for Exclusive Owner, Input Only
Input (T->0) 768 to 831 1to 1444 bytes*1 Modeless Used for Exclusive Owner, Input Only
Output (O->T) 1024 to 1087 1to 1444 bytes'1 32bits, Run/Idle header | Used for Exclusive Owner

Heartbeat (O->T) 238 0 bytes Heartbeat Used for Input Only

*1 The size of the target connection set for the CIP Safety module.

Connection numbers and instance numbers

The instance numbers of the CIP Safety module are assigned as follows related to the set connection numbers on the target

side.
Connection type Connection number | Instance number Configuration
Input (T->0) Output (O->T) Heartbeat (O->T)

Exclusive Owner 1 768 1024 — 1
2 769 1025 — 1
3 770 1026 — 1
62 829 1085 — 1
63 830 1086 — 1
64 831 1087 — 1

Input Only 1 768 — 238 1
2 769 — 238 1
3 770 — 238 1
62 829 — 238 1
63 830 — 238 1
64 831 — 238 1
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Appendix 11 Added and Enhanced Functions

The functions added to or changed in the CIP Safety module are shown.

Added and enhanced functions

Firmware version of the CIP
Safety module

CIP Safety Configuration Tool

Engineering tool (GX Works3)

* The number of CIP Safety connections
is extended from 60 to 120.

* DLR is supported.

» Reading configuration is supported.

« Firmware update is supported.

"g2"

HEModel
SW1DNN-SEIPCT-MD
WSoftware version
Version 1.3.0.28 or later

Version 1.100E or later
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REVISIONS

*The manual number is given on the bottom left of the back cover.

Revision date

*Manual number

Description

January 2023

SH(NA)-082444ENG-A

First edition

February 2024

SH(NA)-082444ENG-B

WAdded functions

Extension of the number of connections for CIP Safety from 60 to 120, DLR, reading of the
configuration, firmware update

BAdded or modified parts

Chapter 1, Section 2.1,2.2,4.2,4.4,6.1,6.5,7.2,8.2,94,9.6, 10.1, 10.2, 10.3, 104, 11.1, 11.4,
11.5. 11.6, Appendix 7, 8, 10, 11

December 2024

SH(NA)-082444ENG-C

BAdded or modified parts
Section 4.4, 11.4, Appendix 8

Japanese manual number: SH-082443-D

This manual confers no industrial property rights or any rights of any other kind, nor does it confer any patent licenses. Mitsubishi Electric Corporation cannot

be held responsible for any problems involving industrial property rights which may occur as a result of using the contents noted in this manual.

© 2023 MITSUBISHI ELECTRIC CORPORATION
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WARRANTY

Please confirm the following product warranty details before using this product.
Limited Warranty and Product Support.

1.

a.

Mitsubishi Electric Company ("MELCQ") warrants that for a period of eighteen (18) months after date of delivery from the point of
manufacture or one year from date of Customer's purchase, whichever is less, Mitsubishi MELSEC Safety programmable logic
controllers (the "Products") will be free from defects in material and workmanship.

. At MELCO's option, for those Products MELCO determines are not as warranted, MELCO shall either repair or replace them or issue

a credit or return the purchase price paid for them.

. For this warranty to apply:

(1) Customer shall give MELCO (i) notice of a warranty claim to MELCO and the authorized dealer or distributor from whom the
Products were purchased, (ii) the notice shall describe in reasonable details the warranty problem, (iii) the notice shall be
provided promptly and in no event later than thirty (30) days after the Customer knows or has reason to believe that Products are
not as warranted, and (iv) in any event, the notice must given within the warranty period;

(2) Customer shall cooperate with MELCO and MELCO's representatives in MELCO's investigation of the warranty claim, including
preserving evidence of the claim and its causes, meaningfully responding to MELCOQ's questions and investigation of the
problem, grant MELCO access to witnesses, personnel, documents, physical evidence and records concerning the warranty
problem, and allow MELCO to examine and test the Products in question offsite or at the premises where they are installed or
used; and

(3) If MELCO requests, Customer shall remove Products it claims are defective and ship them to MELCO or MELCO's authorized
representative for examination and, if found defective, for repair or replacement. The costs of removal, shipment to and from
MELCO's designated examination point, and reinstallation of repaired or replaced Products shall be at Customer's expense.

(4) If Customer requests and MELCO agrees to effect repairs onsite at any domestic or overseas location, the Customer will pay for
the costs of sending repair personnel and shipping parts. MELCO is not responsible for any re-commissioning, maintenance, or
testing on-site that involves repairs or replacing of the Products.

. Repairs of Products located outside of Japan are accepted by MELCO's local authorized service facility centers ("FA Centers").

Terms and conditions on which each FA Center offers repair services for Products that are out of warranty or not covered by
MELCO's limited warranty may vary.

. Subject to availability of spare parts, MELCO will offer Product repair services for (7) years after each Product model or line is

discontinued, at MELCO's or its FA Centers' rates and charges and standard terms in effect at the time of repair. MELCO usually
produces and retains sufficient spare parts for repairs of its Products for a period of seven (7) years after production is discontinued.

. MELCO generally announces discontinuation of Products through MELCQO's Technical Bulletins. Products discontinued and repair

parts for them may not be available after their production is discontinued.

2. Limits of Warranties.

264

a.

b.

C.

d.

e.

MELCO does not warrant or guarantee the design, specify, manufacture, construction or installation of the materials, construction

criteria, functionality, use, properties or other characteristics of the equipment, systems, or production lines into which the Products

may be incorporated, including any safety, fail-safe and shut down systems using the Products.

MELCO is not responsible for determining the suitability of the Products for their intended purpose and use, including determining if

the Products provide appropriate safety margins and redundancies for the applications, equipment or systems into which they are

incorporated.

Customer acknowledges that qualified and experienced personnel are required to determine the suitability, application, design,

construction and proper installation and integration of the Products. MELCO does not supply such personnel.

MELCO is not responsible for designing and conducting tests to determine that the Product functions appropriately and meets

application standards and requirements as installed or incorporated into the end-user's equipment, production lines or systems.

MELCO does not warrant any Product:

(1) repaired or altered by persons other than MELCO or its authorized engineers or FA Centers;

(2) subjected to negligence, carelessness, accident, misuse, or damage;

(3) improperly stored, handled, installed or maintained;

(4) integrated or used in connection with improperly designed, incompatible or defective hardware or software;

(5) that fails because consumable parts such as batteries, backlights, or fuses were not tested, serviced or replaced;

(6) operated or used with equipment, production lines or systems that do not meet applicable and commensurate legal, safety and
industry-accepted standards;

(7) operated or used in abnormal applications;

(8) installed, operated or used in contravention of instructions, precautions or warnings contained in MELCO's user, instruction
and/or safety manuals, technical bulletins and guidelines for the Products;

(9) used with obsolete technologies or technologies not fully tested and widely accepted and in use at the time of the Product's
manufacture;

(10) subjected to excessive heat or moisture, abnormal voltages, shock, excessive vibration, physical damage or other improper
environment; or

(11) damaged or malfunctioning due to Acts of God, fires, acts of vandals, criminals or terrorists, communication or power failures, or
any other cause or failure that results from circumstances beyond MELCQO's control.

. All Product information and specifications contained on MELCO's website and in catalogs, manuals, or technical information

materials provided by MELCO are subject to change without prior notice.



3. Limits on Damages.

a. MELCO'S MAXIMUM CUMULATIVE LIABILITY BASED ON ANY CLAIMS FOR BREACH OF WARRANTY OR CONTRACT,
NEGLIGENCE, STRICT TORT LIABILITY OR OTHER THEORIES OF RECOVERY REGARDING THE SALE, REPLACEMENT,
DELIVERY, PERFORMANCE, CONDITION, SUITABILITY, COMPLIANCE, OR OTHER ASPECTS OF THE PRODUCTS OR THEIR
SALE, INSTALLATION OR USE SHALL BE LIMITED TO THE PRICE PAID FOR PRODUCTS NOT AS WARRANTED.

b. Although MELCO has obtained the certification for Product's compliance to the international safety standards IEC61508 and
EN954-1/1SO13849-1 from TUV Rheinland, this fact does not guarantee that Product will be free from any malfunction or failure. The
user of this Product shall comply with any and all applicable safety standard, regulation or law and take appropriate safety measures
for the system in which the Product is installed or used and shall take the second or third safety measures other than the Product.
MELCO is not liable for damages that could have been prevented by compliance with any applicable safety standard, regulation or
law.

c. MELCO prohibits the use of Products with or in any application involving power plants, trains, railway systems, airplanes, airline
operations, other transportation systems, amusement equipments, hospitals, medical care, dialysis and life support facilities or
equipment, incineration and fuel devices, handling of nuclear or hazardous materials or chemicals, mining and drilling, and other
applications where the level of risk to human life, health or property are elevated.

d. MELCO SHALL NOT BE LIABLE FOR SPECIAL, INCIDENTAL, CONSEQUENTIAL, INDIRECT OR PUNITIVE DAMAGES, FOR
LOSS OF PROFITS, SALES, OR REVENUE, FOR INCREASED LABOR OR OVERHEAD COSTS, FOR DOWNTIME OR LOSS OF
PRODUCTION, FOR COST OVERRUNS, OR FOR ENVIRONMENTAL OR POLLUTION DAMAGES OR CLEAN-UP COSTS,
WHETHER THE LOSS IS BASED ON CLAIMS FOR BREACH OF CONTRACT OR WARRANTY, VIOLATION OF STATUTE,
NEGLIGENCE OR OTHER TORT, STRICT LIABILITY OR OTHERWISE.

e. In the event that any damages which are asserted against MELCO arising out of or relating to the Products or defects in them,
consist of personal injury, wrongful death and/or physical property damages as well as damages of a pecuniary nature, the
disclaimers and limitations contained in these terms shall apply to all three types of damages to the fullest extent permitted by law. If,
however, the personal injury, wrongful death and/or physical property damages cannot be disclaimed or limited by law or public policy
to the extent provided by these terms, then in any such event the disclaimer of and limitations on pecuniary or economic
consequential and incidental damages shall nevertheless be enforceable to the fullest extent allowed by law.

f. In no event shall any cause of action arising out of breach of warranty or otherwise concerning the Products be brought by Customer
more than one year after the cause of action accrues.

g. Each of the limitations on remedies and damages set forth in these terms is separate and independently enforceable, notwithstanding
the unenforceability or failure of essential purpose of any warranty, undertaking, damage limitation, other provision of these terms or
other terms comprising the contract of sale between Customer and MELCO.

4. Repair

Please note that this product cannot be repaired.

5. Discontinuation of Production
a. Discontinuation of production shall be notified with Mitsubishi Technical Bulletins, etc.
b. Product supply (including repair parts) is not available after production is discontinued.

6. Overseas Service
Overseas, please contact Mitsubishi's local overseas FA Center.

7. Delivery/Force Majeure.

a. Any delivery date for the Products acknowledged by MELCO is an estimated and not a promised date. MELCO will make all
reasonable efforts to meet the delivery schedule set forth in Customer's order or the purchase contract but shall not be liable for
failure to do so.

b. Products stored at the request of Customer or because Customer refuses or delays shipment shall be at the risk and expense of
Customer.

c. MELCO shall not be liable for any damage to or loss of the Products or any delay in or failure to deliver, service, or replace the
Products arising from shortage of raw materials, failure of suppliers to make timely delivery, labor difficulties of any kind, earthquake,
fire, windstorm, flood, theft, criminal or terrorist acts, war, embargoes, governmental acts or rulings, loss or damage or delays in
carriage, acts of God, vandals or any other circumstances reasonably beyond MELCQ's control.

8. Choice of Law/Jurisdiction.
These terms and any agreement or contract between Customer and MELCO shall be governed by the laws of the State of New York
without regard to conflicts of laws. To the extent any action or dispute is not arbitrated, the parties consent to the exclusive jurisdiction
and venue of the federal and state courts located in the Southern District of the State of New York. Any judgment there obtained may be
enforced in any court of competent jurisdiction.

9. Arbitration.
Any controversy or claim arising out of, or relating to or in connection with the Products, their sale or use or these terms, shall be
settled by arbitration conducted in accordance with the Center for Public Resources (CPR) Rules for Non-Administered Arbitration of
International Disputes, by a sole arbitrator chosen from the CPR's panels of distinguished neutrals. Judgment upon the award rendered
by the Arbitrator shall be final and binding and may be entered by any court having jurisdiction thereof. The place of the arbitration shall
be New York City, New York. The language of the arbitration shall be English. The neutral organization designated to perform the
functions specified in Rule 6 and Rules 7.7(b), 7.8 and 7.9 shall be the CPR.
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INFORMATION AND SERVICES

For further information and services, please contact your local Mitsubishi Electric sales office or representative.
Visit our website to find our locations worldwide.

MITSUBISHI ELECTRIC Factory Automation Global Website
Locations Worldwide
www.MitsubishiElectric.com/fa/about-us/overseas/

TRADEMARKS

The company names, system names and product names mentioned in this manual are either registered trademarks or

trademarks of their respective companies.
In some cases, trademark symbols such as ™ or *®" are not specified in this manual.
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